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Abstract 

With advancements in the digital landscape the emphasis of netizens on privacy and informational security, and secure data transmission methods, have become a 

top priority. This paper presents a comprehensive study and a system designed for secure data transmission with multiple modules such as cryptography, 

steganography, and hybrid encryption. R.A.K.S.H.I.T. is a novel application designed to enhance data security using a hybrid approach combining cryptography 

and steganography. The system provides users with the ability to select their preferred method for securing data based on the sensitivity of information. The system 

employs a combination of cryptographic algorithms to encrypt data, while also utilising steganographic techniques to embed encrypted information within 

multimedia files, ensuring that data remains concealed against unauthorised access. Integration of these two security layers enhances data confidentiality and 

mitigates the risk of detection in transmission. The initial results from the implementation of the system demonstrate its effectiveness in securely encrypting and 

embedding data, securely. 

 

Keywords Data Security, Cryptography, Steganography, Secure Data Transmission, Modular Application 

1 Introduction 

1.1 Background 

 

In today’s interconnected world, secure communication has become paramount. There has been significant growth in the exchange  of data across all 

digital platforms, thereby ensuring both data privacy and security has become critical. A recent report conducted by IBM in collaboration with the 

Ponemon Institute, known as the “Cost of a Data Breach Report 2024” revealed that the global cost of an average data breach has risen to USD 4.88 

million in 2024, marking a 10% increase from the previous year, which is the highest cost recorded so far. It was also revealed that the organisations that 

utilized security AI and automation extensively in breach prevention saved an average of USD 2.22 million compared to those that did not. Furthermore, 

40% of the breaches involved data stored across multiple environments. Breached data stored in public clouds incurred the highest average breach cost 

at USD 5.17 million. 

Table 1 Key Data from the Cost of a Data Breach Report 2024 

Key Data Value 

Global Average Cost of a Data Breach USD 4.88M 

Increase from last year 10% 

Breaches Involving Shadow Data 33% 

Cost Savings with AI USD 2.22M 

Highest Cost (Public Cloud) USD 5.17M 

Secured Gen AI Initiatives 24% 

Post-Breach Response Cost Impact 75% increase 

Breaches Across Multiple Environments 40% 

AI & Automation Cost Reduction USD 2.22M 
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As shown in Table 1, industries need to invest heavily in AI, automation, and post-breach response preparedness to reduce the financial impact of breaches 

and enhance their overall security posture. 

 

 
Figure 1 Cost of Data Breach and Security AI Savings. Left: Average breach costs, AI savings, and cloud breach costs. Right: Distribution of breaches 

involving shadow data and multiple environments. 

As we already know cyber attacks have become a dominant form of warfare, with state-sponsored groups targeting critical sectors. These cyber operations, 

often involve highly sophisticated and persistent threats and are designed to disrupt essential infrastructure, steal sensitive information, and destabilize 

political and economic systems. The energy, telecommunications, healthcare, and defence sectors are particularly vulnerable, as a successful attack can 

not only cause financial damage but also pose significant national security risks. The growing trend of digital warfare underscores the necessity of robust 

cybersecurity frameworks and international cooperation to mitigate these evolving threats. 

The role of encryption and data protection in preventing unauthorized access and ensuring data confidentiality is crucial in maintaining the integrity and 

privacy of sensitive information. The encryption process transforms data into an unreadable format, which can only be reversed by authorized users with 

the appropriate decryption key. This process ensures that even if data is intercepted during transmission or accessed by unauthorized individuals, it 

remains protected and unusable. Data protection mechanisms, such as secure access controls, multi-factor authentication, and robust encryption standards, 

act as barriers against cyberattacks and data breaches. By implementing these measures, organizations can reduce the risk of data leakage and mitigate 

the potential damage caused by unauthorized access. In sectors like finance, healthcare, government, and communication, where data breaches can have 

severe legal, financial, and reputational consequences, encryption and data protection are the need of the hour. These tools not only safeguard against 

external threats but also help organizations comply with data privacy regulations, such as GDPR or HIPAA, ensuring that they meet legal requirements 

while protecting individuals' sensitive information. 

1.2 Problem 

Despite the advancements in cybersecurity technologies and applications, the rapid evolution of attack methods such as phishing, and advanced persistent 

threats (APTs), poses a significant risk against the defensive measures put in place by many organizations. In addition to external threats, the rise of 

insider threats and vulnerabilities due to insufficient employee training, inadequate access controls, and misconfigured systems deepens the problem. 

 

Figure 2 Distribution of Cyber Attacks by Origin of Attacker (2015) 
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Figure 2 shows that, as per Statista, the origin of cyber attacks in 2015, highlights the significant role of insiders in these breaches. According to the data, 

60% of cyber attacks were perpetrated by insiders, with 44.5% being malicious insiders and 15.5% caused by inadvertent actors. In contrast, outsiders 

accounted for 40% of the attacks. This breakdown emphasizes the need for robust internal security measures and a deeper focus on monitoring and 

controlling access within organizations, as insiders are often in a unique position to exploit vulnerabilities. The visual representation helps underscore the 

importance of addressing insider threats as a critical aspect of cybersecurity strategy. 

This analysis therefore underscores the critical need for multifaceted approaches to cybersecurity, such as those proposed in R.A.K.S.H.I.T., where hybrid 

techniques like the integration of cryptography and steganography can not only secure data against external threats but also mitigate risks from insider 

actors. By embedding data within multimedia and applying robust encryption methods, the system addresses vulnerabilities that could otherwise be 

exploited by insiders since they have easy access to sensitive information. This approach highlights the importance of incorporating advanced security 

systems into organizational cybersecurity strategies to safeguard data against both internal and external threats. 

1.3 Contribution 

This paper presents a modular system developed using Python technology which combines cryptography and steganography into a user-friendly 

environment for secure data transmission. By providing a streamlined, accessible and responsive GUI, the system allows its users to achieve high levels 

of security through a hybrid technique without the requirement of any extensive technical knowledge. The system encrypts messages with robust 

cryptographic algorithms and subsequently embeds this encrypted data within a carrier file, such as an image, to protect against detection and decryption 

attempts. 

The system in itself is a comprehensive integration of selectable modules where users can select their preferred data security methods (e.g., AES, RSA, 

or LSB encoding) based on the sensitivity and context of their data. Thus by combining encryption and steganographic embeddings, we created a dual-

layered security framework that enhances data confidentiality and reduces the risk of unauthorized detection. Moreover, this study analyzes and provides 

insights into the current state of cyber laws, highlighting gaps, and recommending legal measures to better protect encrypted and steganographically 

hidden data. 

It also functions as the groundwork for further enhancements in the field, including potential integration with emerging technologies like blockchain for 

data integrity and AI for threat detection. This solution is suitable for a wide range of applications, from secure military communications to safeguarding 

sensitive corporate data, providing a practical tool that demonstrates both robust protection and accessibility in secure data transmission. 

2 Relate Work 

2.1 Existing Research 

In our study, we analyzed over 30 research papers from various sources to gain insights into the current landscape of cybersecurity, cryptography, and 

related technologies. The majority of the research emphasizes advancements in cryptographic techniques, with a growing focus on post-quantum 

cryptography and AI-driven cybersecurity solutions. Quantum computing has emerged as a key area of interest, especially regarding its implications for 

existing encryption methods and the development of quantum-resistant systems. 

Table 2 Classification of Research Papers 

Field Number of Papers 

Cryptography and Algorithms 12 

Artificial Intelligence in Cybersecurity 11 

Quantum Computing and Security 10 

Cybersecurity Applications 7 

Education and Workforce Development 1 

 

From the above table, it can be concluded that cryptography and algorithms are the most heavily explored areas, which is an indication of a significant 

focus on cryptographic techniques, algorithms, and their applications in enhancing cybersecurity and a secure and robust data transmission process. 

Artificial Intelligence in Cybersecurity also represents a major area of interest. This suggests a growing trend of integrating AI and machine learning to 

improve security measures, identify threats, and automate decision-making in cybersecurity. 

Meanwhile, Quantum Computing and Security is another prominent area. This reflects the increasing importance of quantum technologies in addressing 

the challenges posed by traditional cryptographic systems, particularly in the context of post-quantum cryptography. While Education and Workforce 

Development has the least number of papers, this suggests an opportunity for growth and future potential. As cybersecurity continues to evolve rapidly, 

the demand for skilled professionals and comprehensive training programs will likely increase. 
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Figure 3 Distribution of Research Papers by Category in Cybersecurity 

 

Table 3 Classification of Research Papers (1-6) 

ID Focus Area Technologies/Methods 

1 Quantum Computing Cryptography, Quantum Security 

2 Critical Infrastructure Cryptography Frameworks 

3 Post-Quantum Cryptography Post-Quantum Cryptography 

4 Cryptography Quantum Computing, Cryptography 

5 AI, Cryptography AI, Blockchain, Cryptography 

6 Cybersecurity Post-Quantum Cryptography 

 

Table 4 Classification of Research Papers (7-12) 

ID Focus Area Technologies/Methods 

7 Quantum Computing Quantum Computing, Cryptography 

8 AI, Quantum Computing AI, Quantum Security 

9 Industrial Sector Cryptography Algorithms 

10 Information Security Advanced Digital Technologies 

11 Cyber-Attacks, Power Systems Cyber-Attacks, Detection 

12 AI, Quantum Computing AI, Quantum Computing 

 

Table 5 Classification of Research Papers (13-18) 

ID Focus Area Technologies/Methods 

13 Artificial General Intelligence AI, AGI 

14 Cybersecurity Post-Quantum Cryptography 

15 Quantum Computing Quantum Encryption 

16 AI, Cryptography AI, Cyber Defense 

17 Post-Quantum Cryptography Quantum-Resilient Cryptography 

18 AI, Machine Learning, Cybersecurity ML, AI, Real-time Detection 

 

Table 6 Classification of Research Papers (19-25) 

ID Focus Area Technologies/Methods 

19 Quantum Cryptography Quantum Cryptography 

20 Software Implementation Quantum Cryptography Systems 

21 Quantum Computing Quantum Methods for Security 

22 Data Protection Data Encryption, Security 

23 Networks Network Security 

24 Cryptography, AI Hybrid Cryptography Algorithms 
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25 Quantum Computing Quantum Methods 

 

Tables III to VI provide an overview of the significant research in the fields of cryptography, artificial intelligence (AI), quantum computing, and 

cybersecurity, as well as the latest advancements in post-quantum cryptography and their applications. The research papers highlighted the diverse focus 

areas and methods used across various studies, ranging from quantum encryption techniques to AI-driven cybersecurity solutions. 

2.2 Preliminaries 

In order to develop a secure data transmission system, it is essential to understand the fundamental concepts behind cryptographic and steganographic 

techniques. The term "cryptography" is defined as the science of securing communication and data by transforming information into an unreadable format, 

thereby ensuring confidentiality, integrity, and authenticity. It can further be categorised into two sub-types: 

• Symmetric Cryptography: In symmetric cryptography, both the sender and receiver use the same key to encrypt and decrypt the message. 

Well-known algorithms in this category include the Advanced Encryption Standard (AES) and Data Encryption Standard (DES). 

An example of symmetric cryptography is Data Encryption Standard (DES), whose process has been described below: 

Key Notations: Let the 64-bit plaintext be P, and the 56-bit key be K. 

The first step in the DES encryption process is the initial permutation (IP), where the plaintext is rearranged using a fixed permutation function. This can 

be represented as: 

                                       IP(P ) = (P1, P2, . . . , P64)      (1) 

The key scheduling process generates 16 subkeys, K1, K2, . . . , K16, from the 56-bit key K. The key scheduling process involves the following steps: 

The 56-bit key K undergoes a permutation Π1 to generate the first key K1: 

                                         K1 = Π1 (K)                                                     (2) 

The key K₁ is split into two 28-bit halves, C₀ and D₀: 

K₁ = (C₀, D₀)                                                                           (3) 

Each of these halves is then shifted left by one or two positions as per the round number. 

After each shift, a 48-bit subkey Kᵢ is generated using the permutation Π₂: 

                                        Kᵢ = Π₂(Cᵢ ∥ Dᵢ)                                                                             (4) 

In each round i, the 64-bit block is divided into two halves: Lᵢ (left) and Rᵢ (right). The following steps are performed during each round: 

The right half Rᵢ is expanded to 48 bits using the expansion permutation E: 

Rᵢ⁽exp⁾ = E(Rᵢ)                                                                           (5) 

The expanded right half is then XORed with the subkey Kᵢ: 

Rᵢ⁽exp⁾ ⊕ Kᵢ                                                                              (6) 

The result from the XOR operation is split into 8 blocks of 6 bits, each passed through a substitution box S, producing a 4-bit output: 

         Sᵢ = S(Rᵢ⁽exp⁾ ⊕ Kᵢ)                                                                       (7) 

The output from the substitution is permuted using the permutation function P: 

Pᵢ = P(Sᵢ)                                                                                 (8) 

The result is then XORed with the left half Lᵢ: 

Lᵢ₊₁ = Lᵢ ⊕ Pᵢ                                                                        (9) 

The new right half for the next round is simply the previous left half: 

                                             Rᵢ₊₁ = Lᵢ                                                                                (10) 

After completing 16 rounds, the final ciphertext is obtained by combining the last left and right halves, followed by the final permutation Π₃: 

Ciphertext = Π₃(L₁₆ ∥ R₁₆)                                                                (11) 
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• Asymmetric Cryptography: Asymmetric cryptography uses a pair of keys: one for encryption (public key) and another for decryption 

(private key). The Rivest-Shamir-Adleman (RSA) algorithm is a widely used example. The process behind RSA algorithm is as follows: 

 

Key Notations: Let p and q be two large prime numbers, and n = p × q. The public key is (n, e), where e is the encryption exponent, and the private key 

is (n, d), where d is the decryption exponent. 

 

The RSA encryption and decryption processes are as follows: 

 

⎯ Choose two large prime numbers p and q. 

⎯ Compute n = p × q. 

⎯ Compute the Euler's totient function ϕ(n) = (p - 1)(q - 1). 

⎯ Choose the public exponent e such that 1 < e < ϕ(n) and gcd(e, ϕ(n)) = 1. 

⎯ Compute the private exponent d such that: 

d × e ≡ 1 (mod ϕ(n))                                                             (12) 

 

Thus, the public key is (n, e) and the private key is (n, d). 

 

Encryption: 

For a message M, the ciphertext C is computed using the public key (n, e) as follows: 

C = Mᵉ (mod n)                                                        (13) 

 

Decryption: 

The receiver uses their private key (n, d) to decrypt the ciphertext C. The decrypted message M is given by: 

M = Cᵈ (mod n)                                                        (14) 

 

Digital Signature (Optional): 

To sign a message M, the sender computes the signature S using their private key (n, d): 

S = Mᵈ (mod n)                                                         (15) 

 

To verify the signature, the receiver computes: 

M' = Sᵉ (mod n)                                                        (16) 

If M' = M, the signature is valid. 

 

• Steganography: Steganography is the science of hiding information in such a fashion that the presence of the information is not detectable 

by unintended recipients. Unlike encryption, where the goal is to make the data unreadable to unauthorized users, steganography aims to conceal the very 

existence of the message itself. Popular techniques include Least Significant Bit (LSB) insertion in images and waveform modification in audio files. 

 

The most common types of steganography involve embedding hidden messages into: 

 

1. Images: The most widely used form of steganography. The secret message is embedded in the pixels of the image, typically using the least 

significant bit (LSB) method, where small changes to pixel values are imperceptible to the human eye. 

 

2. Audio: Involves hiding messages within sound files. Techniques may include altering the least significant bits of the audio data or using 

techniques like echo hiding or phase encoding. 

 

3. Text: Text-based steganography embeds messages within text files using methods such as spacing variations, word choice, or manipulating 

character encoding. 

 

4. Video: Hiding data within video files is a more advanced form of steganography, using both visual and audio components of the video. 

The Least Significant Bit (LSB) method of steganography can be mathematically represented using the following formulae for embedding and extracting 

the secret message. 

 

Let: 

• I = (I₁, I₂, …, Iₙ) represent the pixels of the original image. 

• M = (M₁, M₂, …, Mₖ) represent the bits of the secret message. 

• I' = (I'₁, I'₂, …, I'ₙ) represent the pixels of the modified image with the embedded secret message. 

 

For each pixel Iᵢ, where i = 1, 2, …, n, we embed a bit Mⱼ from the secret message into the least significant bit (LSB) of the pixel Iᵢ. The formula for 

embedding is: 

I'ᵢ = (Iᵢ AND 0xFE) OR Mⱼ 

 

Where: 

• Iᵢ is the original pixel value. 
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• AND 0xFE clears the least significant bit of the pixel Iᵢ. 

• Mⱼ is the secret message bit that will be inserted into the least significant bit of Iᵢ. 

To extract the secret message from the image, we need to look at the least significant bit (LSB) of each pixel. The formula for extracting the hidden 

message bit from a pixel I'ᵢ is: 

 

Mⱼ = I'ᵢ AND 1 

Where: 

• I'ᵢ is the pixel value from the image with the embedded message. 

• AND 1 extracts the least significant bit (LSB) of the pixel, which represents the bit of the secret message. 

 

2.3 Considerations 

 

Figure 4 Considerations for Secure Data Transmission 

The development of a secure data transmission system must address several key considerations to ensure effectiveness and user accessibility, such as: 

• Security: Security ensures confidentiality, integrity, and authentication of transmitted data. Cryptographic methods like AES and RSA encrypt 

data, while steganographic techniques, like LSB encoding, conceal encrypted data in multimedia files, enhancing the system's resistance to unauthorized 

access. 

 

• Ease of Use: A secure system must be user-friendly to promote widespread adoption. The system includes an intuitive graphical interface, 

allowing users to choose their preferred security module, ensuring ease of use for people with varying technical expertise. 

 

• Performance: Performance is crucial, as encryption and steganography can introduce computational overhead. Optimized algorithms are 

employed to balance security and performance, ensuring secure transmission without significant delays or disruptions. 

 

• Cost: Cost is an important factor, especially for large-scale deployments. Cryptographic techniques are efficient but can incur computational 

and infrastructure costs. The system is designed to be cost-effective, making secure data transmission accessible to a broad user base. 

 

• Scalability: Scalability ensures that the system can handle growing data volumes and evolving security needs. The modular architecture allows 

easy integration with other systems, accommodating emerging technologies and expanding user bases without compromising security. 

 

• Legal Considerations: Legal frameworks are essential for the protection of encrypted and hidden data. This study evaluates cybersecurity 

laws in India and globally, identifying gaps and providing recommendations for improving legal protections related to encryption, privacy, and 

steganography. 
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3 Proposed Architecture 

 

Figure 5 Workflow Diagram structure for R.A.K.S.H.I.T. 

The proposed architecture for R.A.K.S.H.I.T. is designed to be modular in its approach, thereby catering to users' needs by allowing them to select 

different security modules based on their needs. The architecture includes the following components: 

• User Input (Data Selection): The user is authorized to select their preferred mode for secure data transmission. A simple and intuitive UI 

allows users to easily choose their desired security method. 

• Data Sensitivity Evaluation: After the data selection, the system assesses the sensitivity of the data. If the data is considered highly sensitive, 

the system opts for hybrid encryption using both cryptographic and steganographic methods for enhanced security. If the data is not highly sensitive, it 

moves on to simpler encryption methods. 

• Hybrid Encryption: In the case of highly sensitive data, the system combines cryptography (AES or RSA) and steganography (LSB encoding) 

to provide dual layers of security. This ensures that the data is both encrypted and hidden within a multimedia file, making it harder for unauthorized 

entities to detect and decrypt. 

• Cryptography (AES/RSA): 

o AES Encryption: If AES encryption is chosen, the data is securely encrypted using the AES algorithm, which is known for its efficiency and 

robustness. 

o RSA Encryption: Alternatively, if RSA encryption is selected, the system encrypts the data with RSA, providing strong public-key 

cryptography. 

• Steganography (LSB Encoding): For highly sensitive data, the system embeds the encrypted data into a multimedia file using LSB encoding. 

This ensures that the encrypted data is concealed within an image or audio file, further protecting it from detection. 

• Legal Evaluation (Cybersecurity Laws): The system evaluates whether the data transmission complies with existing cybersecurity laws and 

regulations. If the data transmission fails to meet the legal standards, a warning or legal report is generated. This step ensures that the data transfer adheres 

to legal frameworks such as those governing data privacy and encryption. 
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• Decryption and Extraction: If the user needs to retrieve the transmitted data, the system allows for decryption and extraction. This process 

ensures that only authorized parties can access the original data. If the data is encrypted using hybrid methods, both cryptographic and steganographic 

techniques are applied to extract and decrypt the data. 

• Data Transmission: Once the data is securely encrypted and checked for legal compliance, the system transmits the data. The transmission 

is securely encrypted, ensuring that unauthorized access is prevented throughout the transmission process. 

This architecture ensures that data is transmitted securely and in compliance with cybersecurity laws, while offering flexibility in the choice of encryption 

methods based on data sensitivity. The integration of both cryptographic and steganographic techniques provides an additional layer of security, mitigating 

the risks associated with unauthorized access or detection during transmission. 

4 Implementation 

 

Figure 6 Encryption interface 

 

Figure 7 Core Functional Modules 

 

Figure 8 Steganography in action 
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The implementation of R.A.K.S.H.I.T. involves using Python as the primary programming language, leveraging libraries such as PyCryptodome for 

cryptographic functions, OpenCV for image processing, and various steganography libraries for embedding data. It also utilises Python's PyQt library to 

create a user-friendly graphical interface, enabling seamless interaction between the user and the system. The interface allows users to select data for 

transmission, choose between different encryption methods, and initiate the process of embedding and transmitting the data. Additionally, the system is 

designed to be modular, ensuring that new encryption algorithms or steganographic techniques can be integrated into the system without disrupting the 

existing functionality. 

5 Conclusions 

R.A.K.S.H.I.T. offers a comprehensive solution for secure data transmission, combining cryptographic and steganographic techniques into a user-friendly 

application. By providing users with selectable modules, the application caters to varying levels of security needs without requiring extensive technical 

knowledge.  Future work will focus on enhancing the application’s features and ensuring compliance with evolving legal frameworks surrounding data 

protection. Furthermore, the application could find its use cases in secure communication, intellectual property protection, digital forensics, and 

confidential data exchange across industries like healthcare, finance, and law enforcement. By integrating advanced security measures, R.A.K.S.H.I.T. 

aims to be a key player in the protection of sensitive data in an increasingly interconnected world. 
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