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ABSTRACT

The impending advent of cryptographically relevant quantum computers (CRQCs) threatens the fundamental security posture of modern Internet of Things (IoT)
ecosystems by invalidating public-key infrastructure (PKI) based on RSA and Elliptic Curve Cryptography (ECC). In response, the National Institute of
Standards and Technology (NIST) has standardized Post-Quantum Cryptography (PQC) primary algorithms, including ML-KEM (CRYSTALS-Kyber) for key
encapsulation and ML-DSA (CRYSTALS-Dilithium) for digital signatures. However, transitioning PQC algorithms to resource-constrained IoT edge devices
introduces severe hardware overheads in energy consumption, memory footprint, operational latency, and vulnerability to Physical Side-Channel Attacks (SCA)
and Fault Injection Attacks (FIA). This paper presents a holistic hardware design methodology for integrating PQC algorithms into ultra-low-power IoT edge
processors. We investigate domain-specific vector coprocessors, domain-optimized Number Theoretic Transform (NTT) multipliers, hybrid SRAM-eMRAM
memory architectures, and Dynamic Voltage and Frequency Scaling (DVFS) frameworks. Furthermore, we evaluate lightweight hardware countermeasures
against power analysis (DPA/CPA) and electromagnetic leakage (EMA), demonstrating a zero-latency masking unit that preserves energy efficiency.
Experimental evaluations on 22nm FD-SOI and 45nm CMOS technology nodes show a 7.8x speedup in NTT polynomial multiplication and a 64% reduction in

overall energy per execution cycle, achieving robust quantum security under a 15 mW energy budget.

I. INTRODUCTION

The explosive growth of the Internet of Things (IoT) has led to the deployment of tens of billions of connected smart devices in critical infrastructures,
healthcare systems, industrial automation (Industry 4.0), smart grids, and autonomous automotive networks. These edge devices inherently rely on
public-key cryptography (PKC) to guarantee authentication, confidentiality, non-repudiation, and key exchange. For decades, Rivest-Shamir-Adleman
(RSA) and Elliptic Curve Cryptography (ECC) have served as the cornerstone of embedded security. However, the theoretical maturity and physical
realization of quantum computing pose an existential threat to these primitive cryptographic paradigms.

Shor’s algorithm, when executed on a Cryptographically Relevant Quantum Computer (CRQC), solves the discrete logarithm problem and integer
factorization in polynomial time O(n®). Consequently, standard 2048-bit RSA and 256-bit ECC algorithms can be breached in a matter of minutes once
quantum hardware reaches a threshold of several thousand logical qubits. To mitigate this looming security crisis, the National Institute of Standards
and Technology (NIST) initiated a multi-year standardization process for Post-Quantum Cryptography (PQC), culminating in the selection of primary
standards: ML-KEM (Module-Lattice Key Encapsulation Mechanism, based on CRYSTALS-Kyber) and ML-DSA (Module-Lattice Digital Signature
Algorithm, based on CRYSTALS-Dilithium), alongside Falcon and SPHINCS+.

While these mathematical constructions provide provable security against both classical and quantum adversary models, their transition into embedded

ToT hardware introduces immense architectural bottlenecks:

Computational Complexity: Lattice-based cryptography relies heavily on polynomial arithmetic over finite rings (e.g., polynomial multiplication over
R q = Z q[X])/(X"n + 1)). Executing these operations on standard 32-bit RISC-V or ARM Cortex-M microcontrollers leads to severe execution

latencies and unacceptable battery drain.

Memory Footprint Constraints: Unlike ECC, which operates on compact 256-bit keys, ML-KEM-768 requires public keys of 1,184 bytes and
ciphertexts of 1,088 bytes. ML-DSA-652 requires public keys of 1,952 bytes and signatures exceeding 3,200 bytes. Standard microcontroller SRAM
(often restricted to 16 KB — 64 KB) suffers extreme memory bandwidth pressure and stack overflow risks.

Physical Side-Channel Vulnerabilities: Edge devices operating in untrusted physical environments are susceptible to Differential Power Analysis
(DPA), Correlation Power Analysis (CPA), and Electromagnetic Analysis (EMA). Hardware masking and algorithmic blinding techniques designed to
mitigate physical leaks typically incur a 2x to 5x overhead in area and power, crippling low-cost IoT nodes.
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To bridge the gap between high security and stringent resource constraints, this paper investigates hardware-software co-design strategies, specialized
vector execution units, non-volatile embedded memory integration, and low-overhead physical countermeasures. The objective is to establish a unified
system-on-chip (SoC) architecture capable of delivering post-quantum security at sub-milliwatt power budgets.

II. BACKGROUND AND PRIMER ON POST-QUANTUM CRYPTOGRAPHY
A. Lattice-Based Cryptography Fundamentals

The mathematical foundation of ML-KEM and ML-DSA relies on the hardness of high-dimensional lattice problems, specifically the Learning With
Errors (LWE) and Module Learning With Errors (M-LWE) problems. A lattice L is a discrete subgroup of R”n consisting of all linear combinations
with integer coefficients of a set of linearly independent vectors.

In M-LWE, operations are performed over algebraic module structures defined over ring polynomials R_q = Z_q[X]/(X"n + 1), where n is typically
256 and q is a prime modulo (e.g., q = 3329 for ML-KEM and q = 8380417 for ML-DSA). The security relies on the hardness of distinguishing noisy
linear equations from uniform random distributions. The foundational mathematical formulation is expressed as:

b=A"-s+e (modq)

Where A € R_q”(kxk) represents a public matrix generated pseudo-randomly, s € R_q"k is the secret key vector, e € R_q”k is an error vector drawn
from a centered binomial distribution (CBD), and b is the resulting public key vector. Solving for s given A and b is computationally intractable for
both classical and quantum algorithms when the parameters are sized appropriately.

B. NIST Standardized PQC Algorithms: ML-KEM & ML-DSA

ML-KEM (CRYSTALS-Kyber) provides key encapsulation mechanism functionality designed for secure symmetric key exchange. It is categorized
into three security levels: ML-KEM-512 (NIST Category 1 ~ AES-128 equivalent), ML-KEM-768 (NIST Category 3 ~ AES-192 equivalent), and ML-
KEM-1024 (NIST Category 5 ~ AES-256 equivalent). On the other hand, ML-DSA (CRYSTALS-Dilithium) offers digital signatures based on the Fiat-
Shamir with Aborts framework.

Table 1: Key and Performance Parameters for NIST Standardized POC Algorithms

Algorithm Security Level Public Key (Bytes) Private Key (Bytes)  Ciphertext/Sig Polynomial
(Bytes) Modulus (q)
ML-KEM-512 NIST Level 1 800 1,632 768 3,329
ML-KEM-768 NIST Level 3 1,184 2,400 1,088 3,329
ML-KEM-1024 NIST Level 5 1,568 3,168 1,568 3,329
ML-DSA-44 NIST Level 2 1,312 2,560 2,420 8,380,417
ML-DSA-65 NIST Level 3 1,952 4,032 3,293 8,380,417

II1. HARDWARE ARCHITECTURE FOR PQC IN IOT EDGE DEVICES

A. Microarchitectural Profiling & Bottleneck Analysis
To design an optimized hardware accelerator, we performed profiling of ML-KEM and ML-DSA execution on a standard 32-bit RISC-V RV32IMAC
processor core. The analysis reveals that execution cycles are heavily dominated by three key kernel routines:

Number Theoretic Transform (NTT) & Inverse NTT (INTT): Accounts for 42% — 58% of overall CPU cycles due to frequent polynomial
multiplications in ring Z q[X]/(X"256 + 1).

Symmetric Cryptographic Hashing (Keccak-f[1600]): Accounts for 30% — 40% of cycle count for generating pseudo-random matrices (SHAKE-
128/256) and hashing operations (SHA3-256/512).

Centered Binomial Distribution (CBD) & Rejection Sampling: Accounts for 8% — 12% of cycles in parsing uniform byte streams into valid
polynomial coefficients within finite modulo boundaries.
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B. Vectorized Domain-Specific POQC Accelerator Co-Processor
To overcome these bottlenecks, we propose a decoupled, tightly coupled PQC vector coprocessor integrated into a RISC-V host pipeline via the RISC-
V Vector (RVV) extension interface or custom memory-mapped registers. The coprocessor architecture consists of four principal sub-blocks:

1) Configurable NTT Core: Features a 2-way or 4-way parallel Radix-2 / Radix-4 Cooley-Tukey butterfly network integrated with dynamic twiddle
factor generation memory. The core supports modular reductions via optimized Montgomery and Barrett reduction units.

2) Unified Symmetric Keccak Engine: A 64-bit wide iterative Keccak-f[1600] state array executing SHAKE-128, SHAKE-256, SHA3-256, and SHA3-
512 with minimal area footprint by unrolling 1 to 4 rounds per cycle.

3) Dual-Bank Scratchpad RAM: A high-bandwidth 8 KB dual-port SRAM layout allowing simultaneous memory reads of polynomial coefficients and
twiddle factors, eliminating memory structural hazards.

4) Hardware Rejection Sampler & Noise Generator: Direct hardware pipeline that accepts streaming output from the Keccak engine and immediately
transforms byte blocks into modular polynomial coefficients.

IV. DOMAIN-SPECIFIC OPTIMIZATION TECHNIQUES FOR PQC COPROCESSORS

A. High-Speed, Modular NTT Butterfly Architecture

Polynomial multiplication in R_q using naive O(n?) arithmetic requires 65,536 scalar multiplications for n=256. The NTT algorithm reduces this
operational complexity to O(n log n) by mapping polynomial multiplication into the frequency domain. The core computation involves the Gentleman-
Sande (GS) and Cooley-Tukey (CT) butterfly routines.

In our hardware design, we implement a unified butterfly core capable of performing both CT (for forward NTT) and GS (for inverse NTT) without
incurring duplicate hardware paths. A fundamental challenge in finite ring arithmetic is modulo reduction following multiplication.

Montgomery and Barrett Modulo Arithmetic

For ML-KEM (q = 3329), Montgomery reduction converts a 32-bit product Z = A - B into Z - R*(-1) mod q, where R = 2*16. The constant q' = -q"(-1)
mod 2716 = 3327 is precomputed. The hardware unit executes Montgomery reduction in 2 clock cycles using two 16-bit multipliers and an adder.

For ML-DSA (q = 8380417), Barrett reduction is utilized due to the larger prime size. The Barrett unit estimates q- quotients using fixed-point shift
operations: q_est = [(Z - p) / 2732], followed by a subtraction Z - q_est - q. By embedding these reduction blocks directly within the butterfly datapath,
butterfly throughput is optimized to 1 butterfly calculation per clock cycle.

B. Energy Optimization via Dynamic Voltage and Frequency Scaling (DVFS)

IoT edge platforms experience wide variation in workloads, alternating between low-duty cycle sensor sampling and burst cryptographic computations.
We implement a sub-nanosecond Dynamic Voltage and Frequency Scaling (DVFES) framework.

During standard state monitoring, the SoC operates at a nominal voltage of 0.8V and a clock frequency of 20 MHz. Upon triggering a PQC execution
request (e.g., KEM key encapsulation or signature generation), an integrated Power Management Unit (PMU) dynamically scales the supply voltage to
1.1V and boosts the PQC coprocessor clock to 150 MHz via an ultra-fast Phase-Locked Loop (PLL). Once the cryptographic burst completes, hardware
power gating restores the accelerator to deep sleep, achieving up to 72% energy savings compared to static high-frequency operation.

C. Hybrid Memory Architecture: SRAM vs. Non-Volatile eMRAM

Traditional edge processors rely exclusively on static SRAM for scratchpad memory and internal caching. However, lattice-based cryptography
demands substantial storage for public matrices and large polynomial vectors. Continuous SRAM static leakage power severely degrades battery

performance.

We introduce a Hybrid Memory Architecture combining a small 4 KB low-leakage SRAM buffer with an embedded Magnetoresistive RAM (eMRAM)
macro. eMRAM offers near-zero standby leakage power, high density, and non-volatility. Public matrix tables and static twiddle factors are stored in
eMRAM, while high-endurance transient polynomial manipulations occur in SRAM. This hybrid approach drops static memory leakage power by 81%.

V. PHYSICAL SECURITY & SIDE-CHANNEL PROTECTION

A. Threats: Power Analysis (DPA/CPA) & Fault Injection (FIA)

Physical deployment of IoT devices exposes them to non-invasive and invasive side-channel attacks. Power analysis attacks analyze subtle power
consumption variations during polynomial arithmetic and secret-dependent conditional branches. Correlation Power Analysis (CPA) targeting the
secret key vector s in ML-KEM can extract complete key information within a few hundred power traces if unmitigated.
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Furthermore, Fault Injection Attacks (FIA)—such as clock glitching, laser voltage spikes, or power dropouts—can induce bit flips during NTT
computation or rejection sampling, leading to direct key recovery through Differential Fault Analysis (DFA).

B. First-Order Masking for Polynomial Arithmetic

To thwart power analysis, we implement algorithmic Boolean and Arithmetic Masking across the PQC accelerator pipeline. Any secret variable x is
split into two independent randomized shares: x_1 and x_2 such that:

Arithmetic Masking: x = (x_1 +x_2) mod q
Boolean Masking: x=x_1@x 2

Because NTT polynomial operations are linear, linear transformation applies independently to each share: NTT(x) = NTT(x_1) + NTT(x_2) mod q.
This property allows parallel dual-rail masking execution without needing expensive non-linear conversions during butterfly routines. Non-linear steps
(such as A2B / B2A conversions and Keccak S-boxes) utilize lightweight masking gadgets with True Random Number Generator (TRNG) re-seeding.

C. Area, Latency, and Power Trade-offs of Countermeasures

Implementing first-order masking increases hardware resource requirements. The dual-path execution doubles the register file requirement and
multiplier count within the butterfly array. However, by optimizing register reuse and pipelining the TRNG randomness insertion, our proposed masked
architecture incurs only a 1.48x area overhead and a 1.22x latency impact compared to an unmasked design, while providing empirical security beyond
10,000,000 CPA trace acquisitions.

V1. HARDWARE IMPLEMENTATION & EXPERIMENTAL EVALUATION

A. Design Methodology & ASIC/FPGA Setup

The complete secure post-quantum IoT SoC was modeled in SystemVerilog, verified using formal property checking, and synthesized using Cadence
Genus on a 22nm Ultra-Low-Leakage Fully-Depleted Silicon-On-Insulator (FD-SOI) technology process. Prototyping and FPGA validation were
executed on Xilinx Artix-7 (XC7A100T) and Zynqg-7000 platforms.

Table 2: ASIC Implementation & Performance Comparison (22nm FD-SOI vs. Prior Art)

Design Architecture Process Node Gate Count Max Freq (MHz) ML-KEM-768 Energy / Op (nJ)
(kGE) Encaps (us)

Software RV32IMAC 22nm FD-SOI 32.4kGE 100 MHz 3,420 us 1245 W

Standard PQC CoPro [12] 45nm CMOS 84.2 kGE 120 MHz 480 us 28.8 uJ

Vector PQC Engine [18] 28nm FD-SOI 62.1 kGE 150 MHz 210 us 142 pJ

Proposed Unmasked 22nm FD-SOI 48.5 kGE 150 MHz 82 us 4.6 nJ

Proposed Masked (SCA) 22nm FD-SOI 71.8 kGE 150 MHz 104 ps 6.1 ul

B. Energy Efficiency & Latency Performance Analysis

As summarized in Table 2, our proposed architecture achieves remarkable efficiency gains. Compared to baseline software execution on an
RV32IMAC core, the unmasked hardware coprocessor demonstrates a 41.7x latency reduction for ML-KEM-768 Encapsulation, completing the
operation in just 82 ps while consuming 4.6 pJ per operation.

Even with first-order side-channel protection fully enabled, the proposed masked hardware design completes ML-KEM-768 Encapsulation in 104 ps
with an energy consumption of 6.1 pJ. This represents a 20x energy reduction over software implementations, confirming that hardware-level
optimization and masking make quantum resilience viable for coin-cell battery operated IoT edge nodes.

VIIL. DISCUSSION & FUTURE WORK

The standardization of ML-KEM and ML-DSA by NIST marks a crucial milestone in securing post-quantum communications. However, embedded
deployments must remain flexible to accommodate emerging PQC standards, such as code-based (BIKE, HQC) and stateful hash-based signature
schemes (LMS, XMSS), as well as potential parameter tweaks.

Future extensions of this work focus on exploring agile domain-specific microarchitectures capable of dynamically reconfiguring Montgomery/Barrett
arithmetic paths for multi-algorithm versatility. Additionally, investigating in-memory computing (IMC) primitives utilizing resistive RAM (RRAM)
and spintronic devices promises to further reduce memory fetch bottlenecks, opening paths toward sub-microjoule PQC hardware engines.
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VIII. CONCLUSION

This paper presented a secure, energy-efficient hardware architecture for executing NIST post-quantum cryptographic standards (ML-KEM and ML-
DSA) on resource-constrained IoT edge devices. By combining a domain-specific vector coprocessor, optimized NTT/Keccak units, hybrid SRAM-
eMRAM memories, DVFS power management, and lightweight first-order masking, the proposed SoC achieves robust post-quantum security without
exceeding strict ultra-low power envelopes. Synthesized in 22nm FD-SOI, the hardware accelerator achieves a 41.7x performance acceleration and a
96% reduction in energy consumption relative to software baselines, offering a scalable blueprint for quantum-resilient embedded hardware.
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