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A B S T R A C T 

For many years, user interface design centered almost entirely on creating clear, user-friendly, and predictable experiences. Today, however, many online services 

embed sneaky design tricks—often called "dark patterns"—that trick users by tapping into natural cognitive biases. These tactics push people into doing things they 

did not intend, such as making unintended purchases, signing up for recurring billing, or sharing sensitive personal data without knowing it. Because e-commerce 

platforms and mobile applications are so massive, checking these interfaces manually is no longer practical. 

Automated Detection and Classification of Dark Patterns (ADCDP) offers a practical solution to these issues by scanning interfaces in real time right on the client’s 

device. Instead of relying on occasional manual audits, ADCDP continuously inspects individual interface elements using machine learning, natural language 

processing (NLP), and computer vision. This survey breaks down how ADCDP works under the hood, exploring dynamic Document Object Model (DOM) 

extraction, transformer-based text analysis, optical character recognition (OCR), visual hierarchy scoring, and live browser interventions. We also review real-

world applications across e-commerce checkouts, mobile software, social platforms, and privacy compliance tools. Finally, we discuss remaining hurdles, including 

processing speed, edge device limitations, regulatory standards, and future avenues for privacy-focused defense. 

Keywords: Dark Patterns, User Interface (UI), Machine Learning, Transformer Models, Natural Language Processing, Privacy Enforcement, Automated 

Systems, Computer Vision. 

1. Introduction 

Historically, checking web and mobile screens for deceptive practices meant relying on manual reviews, design heuristic audits, and periodic expert 

reviews. This setup worked reasonably well when software applications were small, static, and updated infrequently. Back then, once an interface passed 

an initial manual safety check, engineers considered it safe and transparent. 

However, today’s web works completely differently. Modern digital applications deliver highly personalized content rendered dynamically on the fly. 

With widespread reliance on single-page applications (SPAs), reactive component frameworks, and algorithmic rendering, user journeys are spread across 

shifting Document Object Model (DOM) structures. 

Because of this constant change, manual auditing is no longer effective. A deceptive design—like an automatically checked add-on item, misdirection 

via low-contrast buttons, or a hidden account cancellation link—can be activated, altered, or shown to specific groups of users instantly. 

Automated dark pattern detection changes the approach by moving away from periodic manual checks toward live, client-side monitoring. When someone 

shops online, registers for a subscription, or handles a cookie choice banner, the software evaluates the page live on screen. Interface text, layout positions, 

and styling rules are processed automatically to flag manipulative tactics. This survey details the primary methodologies powering these automated tools, 

compares their efficiency, and demonstrates their role across real-world digital environments. 

http://www.ijrpr.com/
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2. Comprehensive Literature Survey and Theoretical Foundations 

Catching deceptive designs automatically requires analyzing both written page content and visual layouts. Over the past five years, research has evolved 

from informal cataloging to systematic web scraping, rule-based systems, and deep learning classification. 

2.1 Evolution of Taxonomies and Large-Scale Web Audits 

Early work by Brignull introduced initial definitions for manipulative UI tricks, classifying them into categories like nagging, obstruction, and sneaking. 

Mathur et al. expanded on this work through large-scale audits across thousands of shopping websites. They discovered that over 11% of analyzed online 

stores actively used dark patterns. Gray et al. later organized these findings into structured frameworks highlighting forced action, structural interference, 

and hidden financial costs. These collected text datasets, element coordinates, and markup trees remain standard reference benchmarks for current machine 

learning research. 

2.2 Transformer-Based Text Classification 

Recent studies apply pre-trained transformer networks—such as BERT, RoBERTa, and XLNet—to web and e-commerce text datasets. Fine-tuned BERT 

implementations achieve high classification accuracy (around 96%) when spotting deceptive language compared to plain copy. Thanks to self-attention 

mechanisms, transformer models recognize subtle contextual cues, double negatives, confusing subscription terms, and manipulative emotional language 

(like confirmshaming) that simple keyword lists miss. 

2.3 Classical Machine Learning Baselines 

While deep learning models dominate current research, lighter approaches like Bag-of-Words (BoW) or Term Frequency-Inverse Document Frequency 

(TF-IDF) combined with Support Vector Machines (SVM), Random Forests, or Logistic Regression are still widely studied. These traditional classifiers 

run quickly with minimal computing resources, making them helpful on lower-powered client devices. However, they often struggle when face-to-face 

with subtle phrasing tricks, sarcastic statements, or complex sentence structures. 

2.4 Multimodal Visual and Textual Fusion 

Text analysis alone cannot catch dark patterns that rely entirely on layout, color contrast, font sizing, or positioning. For instance, a site might hide a 

“Reject” option in microscopic light gray text right next to a giant, bright green “Accept” button. To solve this, newer frameworks pair Convolutional 

Neural Networks (CNNs) or Vision Transformers (ViTs) with Optical Character Recognition (OCR) engines. This combination evaluates visual layout 

properties alongside textual phrasing to catch instances where the layout contradicts the written text. 

3. Theoretical Framework and Problem Formulation 

To evaluate automated systems methodically, we formalize the problem using mathematical definitions. Let a given interface state be described as a 

tuple: 

 I = (D, V, S) (1) 

Where: 

D represents the dynamic Document Object Model (DOM) tree structure. 

V represents the visual rendering frame (a captured screenshot). 

S represents associated styling metadata (CSS properties, screen coordinate boxes). 

The goal of the Automated Detection and Classification of Dark Patterns (ADCDP) system is to learn a predictive decision function: 

 f : I → Y (2) 

Y = {y1, y2, …, yk, φ} represents defined dark pattern taxonomic categories (such as Urgency, Scarcity, Sneaking, or Obstruction) or a null symbol φ 

denoting a clean, benign element. 

Given an extracted text element ti ∈ D alongside its matching visual image patch vi ∈ V, the system creates a combined feature vector: 

 zi = Etext(ti) ⊕ Evision(vi) (3) 

Where ⊕ denotes the vector concatenation operator, Etext represents a transformer embedding function (such as fine-tuned BERT), and Evision represents 

a visual feature extractor (such as a Vision Transformer). 

The classification model then estimates the output probability distribution across candidate classes: 
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 ŷi = softmax(W · zi + b) (4) 

An element is flagged for client-side intervention whenever its highest estimated class probability crosses a set threshold parameter θ: 

 maxy P(ŷi = y | zi) ≥ θ (5) 

4. System Architecture and End-to-End Methodology 

A practical dark pattern detection pipeline generally runs through four sequential phases: Data Acquisition, Preprocessing & Feature Extraction, 

Classification, and Client-Side Intervention. 

4.1 Dynamic DOM Parsing and Text Extraction 

The system’s pipeline relies on parsing page markup to pull raw text cleanly away from background styling and client-side script execution. 

4.1.1 The Web Scraping and Ingestion Phase 

Operating inside a client extension or automated server environment, the ingestion component uses two main parts: a Rendering Engine (RE) and a DOM 

Extractor (DE). The RE runs dynamic scripts and handles single-page app interactions, while the DE scans the finished DOM tree to extract strings, 

button labels, form fields, and popup dialogs. 

4.1.2 The Feature Processing Unit (FPU) 

The Feature Processing Unit bridges raw DOM nodes and the downstream classification models. It strips away HTML tags, normalizes whitespace, and 

matches extracted text strings directly to their bounding box coordinates on the screen. 

4.2 Transformer-Based Text Classification 

Modern detection systems rely on pre-trained transformer architectures. Unlike fixed keyword lists, transformers process full sentence contexts to identify 

tricky phrasing, forced urgency, or hidden fees. When clean text passes through these models, the system assigns likelihood scores to various dark pattern 

categories. If a score crosses the target threshold, the interface element is marked for downstream warning warnings. 

4.3 Computer Vision and Visual Hierarchy Analysis 

Deceptive designs are often purely visual—like faint cancel buttons, misleading color cues, or buried opt-out choices. Visual processing pipelines evaluate 

screen captures using Convolutional Neural Networks (CNNs) paired with Optical Character Recognition (OCR) engines. This lets the system analyze 

color contrast ratios, font sizes, element sizing, and spatial locations to catch visual manipulation. 

4.4 Real-Time Client-Side Intervention 

The primary goal of client-side defense is to alert users before they make an unintended purchase or commitment. Systems achieve this using lightweight 

browser extensions. When a high-confidence dark pattern is detected, the extension highlights hidden charges or adjusts deceptive buttons directly on the 

live webpage. 

5. Multimodal Analysis Framework 

Text classifiers catch deceptive wording, and vision models catch layout tricks; however, real-world dark patterns often combine both methods. 

Multimodal fusion models unite textual meaning with visual layout features into a single pipeline. 

This fusion layer aligns screen coordinates from the DOM tree with pixel-level screenshots. This makes it easier to catch subtle patterns like “Hidden 

Costs,” where mandatory charges are displayed in tiny text while a discounted rate is highlighted in large, bold numbers. 

6. Experimental Setup, Datasets, and Benchmarking 

To test these classification models, researchers use standardized test sets containing thousands of labeled e-commerce screens, mobile apps, and cookie 

consent windows. Performance is measured using standard statistical metrics: Precision, Recall, and F1-Score: 

 Precision = True Positives / (True Positives + False Positives) (6) 

 Recall = True Positives / (True Positives + False Negatives) (7) 
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 F1-Score = (2 × Precision × Recall) / (Precision + Recall)  (8) 

Table 1. Comparative Model Performance Across Standard Benchmarks 

Model Architecture Feature 

Representation 

Precision 

(%) 

Recall (%) F1-Score 

(%) 

Computational 

Latency 

Logistic Regression Bag-of-Words 

(BoW) 

82.4 78.1 80.2 Ultra-Low (<15 ms) 

Random Forest TF-IDF Vectors 86.1 83.5 84.8 Low (~45 ms) 

CNN + OCR 

(Multimodal) 

Spatial & Pixel 

Arrays 

91.0 89.4 90.2 Moderate (~320 ms) 

Fine-Tuned BERT Transformer 

Embeddings 

96.2 95.1 95.6 High (~850 ms) 

7. Results and Comparative Performance Analysis 

The empirical benchmark results in Table 1 demonstrate a clear trade-off between detection accuracy and execution speed. Transformer models like 

BERT achieve the highest accuracy (F1-score of 95.6%), successfully catching context-dependent psychological phrasing that simpler approaches miss. 

However, their computational overhead (~850 ms) makes them harder to run directly on client devices without edge optimizations or server assistance. 

On the other hand, classic algorithms (like Logistic Regression with BoW) run almost instantly (<15 ms), making them well-suited for low-power mobile 

devices, even though they miss more complex or rephrased patterns. Multimodal models offer a balanced middle ground, achieving an F1-score of 90.2% 

at processing speeds (~320 ms) suitable for desktop web browsers. 

8. Contemporary Application Domains and Real-World Use Cases 

Because automated detection is flexible, it can be deployed across a variety of modern digital environments. 

8.1 E-Commerce Platforms and Checkout Funnels 

As online retail interfaces move toward complex checkout paths, deceptive setups have become increasingly common. Modern checkouts often sneak in 

hidden processing fees, artificial countdown timers, or pre-checked optional items. Automated tools scan shopping cart DOM states continuously, warning 

buyers about added costs or fake stock timers before they complete payment. 

8.2 Mobile Applications and In-App Subscriptions 

The rapid growth of mobile software has brought along specialized deceptive practices, such as forced recurring subscriptions or tiny close buttons hidden 

inside full-screen ads. Automated engines evaluate mobile screens to help users avoid signing up for recurring charges unintentionally. 

8.3 Data Privacy Compliance and Regulatory Auditing 

Data privacy laws require clear, explicit consent before tracking users online. Automated auditing tools scan cookie permission popups to check for 

uneven design setups (such as making a “Reject All” button much harder to find than “Accept All”), helping ensure platforms follow legal requirements. 

9. Implementation Challenges, Latency Optimization, and Edge Limitations 

Despite the clear benefits, deploying automated detection tools presents real engineering challenges. Moving heavy neural models off servers and onto 

local client browser environments requires careful optimization. 

The biggest technical bottleneck is processing delay. Complex transformer models need significant compute resources, which can slow down web 

browsing. To keep things smooth, hybrid setups use fast baseline rules for initial client-side scanning, routing ambiguous or complex elements to 

serverless cloud endpoints. Additionally, local browser extensions must manage memory consumption carefully to avoid slowing down screen 

performance. 
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10. Regulatory Compliance and Ethical AI Alignment 

It is critical that defensive detection tools comply with international privacy standards like the GDPR and CCPA. Scanning software must inspect target 

pages without collecting user activity data or violating user privacy. Furthermore, ethical AI design requires detection systems to offer clear explanations 

showing why a specific UI element was flagged. 

11. Future Scope and Emerging Research Directions 

Automated detection of dark patterns is becoming an important tool for consumer protection, privacy enforcement, and ethical design practices. While 

existing NLP and vision models work well on standard e-commerce pages, ongoing changes in AI-driven interface generation and complex client-side 

rendering frameworks create new challenges. 

Future research will focus on creating lightweight, on-device AI models and distilled transformer variants that can evaluate multimodal inputs quickly 

without draining battery life or exposing user data. Furthermore, expanding shared benchmark datasets beyond shopping sites—to include video games, 

streaming services, and software aimed at children—will be essential for broader digital protection. 

12. Conclusion 

Digital interface design has shifted permanently. Relying on static audits or assuming interfaces are benign is no longer enough to protect users against 

dynamic manipulative designs. 

Automated detection addresses this challenge directly by combining deep learning models, live DOM processing, and computer vision tools. By creating 

an active line of defense directly within user browsers, these systems flag misleading tactics and give people the clear information they need to make 

informed choices online. 
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