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ABSTRACT :

E-commerce depends on digital trust: customers must believe that their credentials, payment data, and order information are protected, and merchants must trust
their users and partners. Yet online retail is a prime target for credential theft, payment fraud, phishing, and data tampering, and conventional controls provide only
partial assurance. This paper narrows the general digital-trust problem to the e-commerce domain and develops a layered framework that integrates cybersecurity
controls with cryptographic mechanisms. It synthesizes the digital trust literature, comparatively evaluates existing security frameworks, builds a domain-specific
threat model with an attack tree, and proposes a layered framework spanning identity and access assurance, data protection, and continuous verification. A
methodology for implementing and evaluating a working prototype is described, and expected results are discussed in terms of security effectiveness, performance
overhead, and customer trust indicators. The work demonstrates how a domain-specific, layered cybersecurity-cryptographic approach can measurably enhance

digital trust in online commerce.

Keywords: Digital Trust; E-Commerce; Cybersecurity; Cryptography; Authentication; Encryption; Data Integrity; Zero-Trust.

1. Introduction

E-commerce is one of the most trust-intensive sectors on the internet. Every transaction involves several classes of sensitive data: user credentials,
payment card details, personal information, order records, and delivery addresses. For a customer to complete a purchase, they must trust the platform to
protect that data at rest, in transit, and during processing. For a merchant, trust flows in the opposite direction as well: they must authenticate genuine
customers, detect fraud, and prevent chargeback abuse and fake-account activity.

This trust relationship is under sustained attack. Credential-stuffing campaigns reuse leaked passwords to take over accounts, phishing lures customers
into surrendering credentials, payment data is skimmed in transit or at rest, and order records can be tampered with. These threats erode the confidentiality,
integrity, authentication, and non-repudiation properties on which online commerce relies [2], [6]. Conventional security controls, applied in isolation,
do not provide the end-to-end assurance that e-commerce requires.

This paper contributes a domain-specific treatment of digital trust for e-commerce. It (1) synthesizes the literature on digital trust and its enabling
technologies; (2) comparatively evaluates existing trust-enabling frameworks; (3) develops a threat model for e-commerce with an attack tree; (4)
proposes a layered framework integrating cybersecurity controls and cryptographic mechanisms; and (5) describes a methodology for prototype
implementation and evaluation. The remainder of the paper is organized as follows. Section 2 reviews the literature. Section 3 compares trust-enabling
frameworks. Section 4 presents the e-commerce threat model. Section 5 proposes the layered framework. Section 6 describes the methodology. Section
7 discusses expected results. Section 8 concludes.

2. Literature Review: Digital Trust in the Era of Cybersecurity
2.1 Defining Digital Trust

Digital trust is the confidence that an entity places in the reliability, security, and integrity of digital systems, services, and interactions [5]. Singh and
Chatterjee characterize digital trust as a multidimensional construct that must be deliberately engineered and maintained in an environment of pervasive
cybersecurity threats, and they identify it as a distinct research agenda rather than a by-product of security engineering [5]. In e-commerce, this definition
translates directly into customer willingness to disclose credentials and payment data and to complete transactions.

2.2 Trust Properties and Cryptographic Foundations
The technical foundation of digital trust rests on five security properties: confidentiality, integrity, authentication, non-repudiation, and availability.

Cryptography provides the mechanisms that realize these properties: symmetric encryption such as the Advanced Encryption Standard (AES) protects
confidentiality, hash functions such as SHA-256 protect integrity, digital signatures provide authentication and non-repudiation, and public key
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infrastructure (PKI) binds identities to keys [2], [6]. These primitives are the building blocks of any trustworthy e-commerce platform, from TLS-protected
checkout to signed order receipts.

2.3 Cybersecurity Frameworks and Standards

Cybersecurity frameworks give organizations a structured way to manage security risk. Alsmadi and Zarour systematically reviewed cybersecurity
frameworks and standards, showing how they align security practice with organizational objectives and provide a common language for risk management

[1]. Such frameworks are the governance layer of digital trust, while cryptography supplies the technical enforcement layer.
2.4 Authentication Research

Authentication is the gate through which all trust flows, and passwords are its weakest link. Bonneau et al. developed a framework for the comparative
evaluation of web authentication schemes, assessing usability, security, and deployability trade-offs [4]. Their analysis motivates the move toward multi-
factor and certificate-based authentication in e-commerce, where account takeover is a primary trust failure.

2.5 Emerging Mechanisms

Several emerging mechanisms extend the cryptographic toolbox for trust. Blockchain provides a decentralized, tamper-evident ledger that can strengthen
cybersecurity and protect privacy, with particular promise for transparent audit trails and decentralized identity [3]. Intrusion detection systems contribute
continuous monitoring and early warning, which are essential for detecting fraud and account misuse [7]. Cloud forensics addresses the collection and
analysis of digital evidence in cloud-hosted environments, supporting accountability and dispute resolution in online services [8].

2.6 Research Gap
The literature addresses digital trust, frameworks, authentication, and cryptography largely in isolation. What is missing is a domain-specific, integrated

framework that combines these mechanisms into a single architecture for e-commerce and validates it with a working prototype. This paper addresses
that gap.

3. Comparative Analysis of Trust-Enabling Frameworks

Table 1 compares four widely used approaches to building trust in digital systems. The comparison is the author's assessment, based on the reviewed
literature, and is intended to show that no single framework provides end-to-end, domain-specific assurance.
Table 1. Comparison of trust-enabling frameworks.

Framework Primary Focus Strengths Limitations Fit for E-Commerce
NIST Cybersecurity Risk-based security Widely adopted, High-level; does not Good baseline; needs
Framework management across flexible, technology- prescribe specific domain-specific
identify, protect, neutral controls implementation
detect, respond,
recover [1]

ISO/IEC 27001 Certifiable information | Auditable, compliance- | Heavyweight, process- | Strong for compliance;
security management oriented, focused, costly to limited guidance on
system (ISMS) comprehensive certify cryptographic controls

Zero-Trust Verity every access Strong against lateral Requires mature Excellent fit for

Architecture request; never trust movement and insider infrastructure and account and session
implicitly threats continuous monitoring | security

Blockchain-Based Decentralized, tamper- | Transparency, Scalability, Useful for provenance

Trust evident ledgers for immutability, reduced performance cost, and audit; not for bulk
identity and reliance on a single regulatory uncertainty transactions
provenance [3] authority

Table 2 scores the same approaches on five criteria using a 1 to 5 scale (5 is best). The scores are the author's analytical assessment and are intended to
make the trade-offs explicit rather than to rank the frameworks absolutely.
Table 2. Author's assessment of framework criteria (1 = poor, 5 = excellent).

Framework Coverage Usability Scalability Cost Efficiency E-Commerce Fit
NIST 4 4 4 4 4

Cybersecurity

Framework

ISO/IEC 27001 4 2 3 2 3

Zero-Trust 4 3 4 3 5
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Architecture
Blockchain-Based 3 2 2 2 3
Trust

The comparison motivates the layered framework proposed in Section 5: governance frameworks provide the baseline, zero-trust principles shape access
control, cryptographic mechanisms enforce the trust properties, and blockchain-style ledgers add transparency where decentralization is valuable.

4. Threat Model for E-Commerce
4.1 Assets and Threat Actors

The primary assets are user credentials, payment card data, personal information, order records, session tokens, and product listings. The principal threat
actors are external attackers, organized fraud rings, malicious insiders, and compromised third-party partners.

4.2 Attack Tree

The central attack goal is loss of trust, achieved through four main branches: account takeover (via credential theft, phishing, or session hijacking),
payment fraud (via card skimming or MITM interception), data tampering (modification of orders or records), and repudiation (customers or sellers
denying transactions). Each branch decomposes into specific attack vectors that the framework must counter.

4.3 Threat-to-Control Mapping

Table 3 maps each threat to the trust property it violates and the control that counters it, combining cybersecurity mechanisms with cryptographic

primitives.
Table 3. Threat-to-control mapping for e-commerce.
Threat Attack Vector Trust Property at Countermeasure Mechanism
Risk
Credential theft Credential stuffing Authentication Multi-factor TOTP, biometrics,
with reused passwords authentication certificates [4]
Account takeover Phishing, session Authentication, Strong session TLS, secure cookies,
hijacking confidentiality management, short- IDS monitoring [7]
lived tokens
Payment data theft MITM interception, Confidentiality Encryption in transit TLS, AES-256,
skimming and at rest tokenization [2]
Order or data Modification in transit | Integrity Hash functions, digital | SHA-256, HMAC,
tampering or storage signatures RSA signatures [2], [6]
Repudiation of Customer or seller Non-repudiation Signed receipts and RSA signatures on
transactions denies an action audit trails orders and logs [9]
Insider misuse Authorized user abuses | Confidentiality, Least-privilege access, | Role-based access
access integrity logging control, tamper-evident
logs
Fake sellers or Counterfeit listings Provenance and trust Decentralized Blockchain-based
products provenance records ledger [3]

5. Proposed Layered Framework for E-Commerce

The framework integrates cybersecurity controls and cryptographic mechanisms into three interdependent layers that operate across the entire customer
journey, from login to order fulfillment.

5.1 Layer 1: Identity and Access Assurance

This layer governs who may act in the system. It combines multi-factor authentication, digital certificates, PKI, and role-based access control to verify
customer, merchant, and administrator identity, and it enforces least-privilege access. Session tokens are short-lived and cryptographically bound to the
authenticated session, and continuous monitoring detects anomalous behavior such as impossible travel or unusual purchase patterns [4], [7].

5.2 Layer 2: Data Protection

This layer protects data confidentiality and integrity at rest, in transit, and in use. Payment data is encrypted with AES-256 at rest and protected by TLS
in transit; tokenization replaces card numbers with non-sensitive tokens; order records are covered by hash-based integrity checks; and key management
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policies govern the lifecycle of all cryptographic keys [2], [6].
5.3 Layer 3: Continuous Verification and Transparency

This layer sustains trust over time. Every critical action, from login to order placement to refund, is recorded in a tamper-evident audit log and signed for
non-repudiation [9]. Intrusion detection systems monitor for fraud and misuse [7], and a blockchain-based ledger can provide an immutable, transparent
record of provenance for high-value items and dispute resolution [3].

The layers operate together: identity assurance gates access, data protection secures the assets, and continuous verification sustains trust across the lifetime
of the customer relationship.

6. Methodology

6.1 Threat Modeling and Risk Assessment

The first phase applies the threat model of Section 4 using structured techniques such as STRIDE and attack trees to prioritize assets and controls by risk.
6.2 Prototype Design

A working prototype of a small e-commerce platform is implemented to validate the framework. The prototype includes: AES-256 encryption for stored
payment and personal data; RSA digital signatures for order receipts and audit logs; SHA-256 hashing for integrity verification; TOTP-based multi-factor
authentication for customer login; and a TLS-style protected channel for client-server communication.

6.3 Attack Simulation

Simulated attacks are run against the prototype, including credential stuffing, replay of captured messages, tampering with order data, and MITM
interception. The framework's defenses are measured for each attack class.

6.4 Evaluation Metrics

Evaluation measures three dimensions: security effectiveness (attack resistance and detection rates), performance overhead (encryption and authentication
latency, throughput), and customer trust indicators (perceived security and usability).

7. Expected Results and Discussion

The framework is expected to prevent or detect each attack class in the threat model: credential stuffing is blocked by multi-factor authentication,
tampering is detected by hash verification, MITM interception is defeated by encryption, and repudiation is prevented by signed receipts. Data
confidentiality and integrity are expected to improve measurably, as verified by penetration testing and integrity checks.

The expected trade-offs mirror those identified in the literature: stronger encryption and continuous verification impose computational and operational
overhead, and additional authentication steps may reduce usability [2], [4]. The framework balances these costs against the trust requirements of each e-
commerce flow, reserving the strongest controls for the highest-value assets such as payment data.

8. Conclusion

E-commerce cannot function without digital trust, and trust cannot be sustained without deliberate engineering. This paper has narrowed the digital-trust
problem to the e-commerce domain, reviewed the enabling literature, compared existing frameworks, built a domain-specific threat model, and proposed
a layered framework that unifies cybersecurity controls with cryptographic mechanisms. The next step is empirical: implementing the prototype, running
the attack simulations, and measuring the results. That validation will determine whether the framework delivers the expected improvements in security
effectiveness, performance, and customer trust.

Compliance with Ethical Standards
Disclosure of conflict of interest: The authors declare that they have no known financial interests, personal relationships, institutional affiliations, or

competing interests that could have appeared to influence the work reported in this paper.

REFERENCES

[1] L. Alsmadi and M. Zarour, "Cybersecurity frameworks and standards: A systematic review," Future Internet, vol. 12, no. 11, art. 187, 2020, doi:
10.3390/£i12110187.

[2] W. Stallings, Cryptography and Network Security: Principles and Practice, 7th ed. Pearson, 2017.

[3] N. Kshetri, "Blockchain's roles in strengthening cybersecurity and protecting privacy," Telecommunications Policy, vol. 41, no. 10, pp. 1027-1038,



International Journal of Research Publication and Reviews, Vol (7), Issue (9), September (2026), Page —3070-3074 3074

2017, doi: 10.1016/j.telpol.2017.09.003.

[4] J. Bonneau, C. Herley, P. C. van Oorschot, and F. Stajano, "The quest to replace passwords: A framework for comparative evaluation of web
authentication schemes," in Proc. IEEE Symp. Security and Privacy, 2012, pp. 553-567, doi: 10.1109/SP.2012.44.

[5] A. Singh and K. Chatterjee, "Digital trust in the era of cybersecurity: A review and research agenda," Journal of Information Security and
Applications, vol. 59, art. 102829, 2021, doi: 10.1016/j.jisa.2021.102829.

[6] A. J. Menezes, P. C. van Oorschot, and S. A. Vanstone, Handbook of Applied Cryptography. CRC Press, 1996.

[71 S. Zubair and M. Khan, "A survey on intrusion detection systems and their role in enhancing digital trust," Computers & Security, vol. 112, art.
102512, 2022, doi: 10.1016/j.cose.2021.102512.

[8] K. Ruan, J. Carthy, T. Kechadi, and M. Crosbie, "Cloud forensics: An overview," in Advances in Digital Forensics VII, 2011, pp. 35-46, doi:
10.1007/978-3-642-24212-0 3.

[9] R. L. Rivest, A. Shamir, and L. Adleman, "A method for obtaining digital signatures and public-key cryptosystems," Communications of the ACM,
vol. 21, no. 2, pp. 120-126, 1978.



