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ABSTRACT :

United States supply chains increasingly depend on globally distributed networks of manufacturers, logistics providers, technology vendors, cloud platforms, and
specialized service organizations, creating interconnected exposures that conventional third-party risk assessments may inadequately capture. Geopolitical
instability, cyber threats, operational disruption, trade restrictions, infrastructure failures, and supplier concentration can interact dynamically, transforming
localized vulnerabilities into cascading supply-chain consequences. This study develops an integrated framework for dynamic third-party risk intelligence by
combining geopolitical, cybersecurity, operational, transactional, and supplier-dependency signals within a unified predictive environment. Temporal analytics
and machine-learning techniques are applied to identify emerging deterioration, anomalous behaviour, persistent risk patterns, and cross-domain interactions
before significant disruption materializes. The framework incorporates supplier-specific baselines, dependency mapping, explainable risk attribution, prediction
confidence, and continuously updated composite risk scores to support differentiated early-warning classifications. Risk intelligence is subsequently connected
with proactive interventions including supplier engagement, inventory protection, alternative sourcing, cybersecurity escalation, and continuity activation. The
proposed approach advances third-party risk management from periodic, domain-specific assessment toward integrated, forward-looking intelligence capable of

strengthening operational resilience across complex United States supply networks.
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1. INTRODUCTION
1.1 Expanding Third-Party Exposure Across United States Supply Chains

United States supply chains increasingly operate through globally distributed ecosystems of manufacturers, component suppliers, logistics providers,
technology vendors, cloud platforms, contractors, and specialized service organizations [1]. Outsourcing and digital integration have expanded access
to specialized capabilities while simultaneously increasing organizational dependence on entities beyond direct managerial control. Lean sourcing
structures and geographically dispersed production can further reduce the buffers available when external partners experience disruption [2]. A failure
affecting one strategically positioned third party may propagate through shared production, transportation, technology, or service dependencies,
influencing organizations that have no direct relationship with the originating entity [3]. Multi-tier sourcing intensifies this exposure because direct
suppliers frequently depend on upstream organizations with limited buyer visibility [4]. Third-party exposure must therefore be understood as a
networked resilience challenge affecting procurement continuity, production availability, digital operations, logistics performance, and downstream
customer fulfilment [5].

1.2 Convergence of Geopolitical, Cybersecurity, and Operational Risk

Contemporary third-party disruptions increasingly develop through interactions among geopolitical, cybersecurity, and operational conditions rather
than within isolated risk domains [2]. Regional conflict, sanctions, export restrictions, or trade-policy changes can constrain materials and
transportation routes while simultaneously altering cyber-threat exposure [6]. Rapid supplier substitution following geopolitical disruption may also
introduce unfamiliar digital connections, service providers, and operational dependencies. Conversely, ransomware, software compromise, or
infrastructure attacks affecting suppliers, logistics platforms, ports, or technology providers can translate digital incidents directly into physical
production and distribution interruptions [7]. Energy shortages, telecommunications failures, supplier outages, and transportation instability can further
amplify these effects. Consequently, individually manageable vulnerabilities may become substantially more disruptive when they interact through
common suppliers, infrastructure, technologies, or geographic dependencies [4].
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1.3 Limitations of Siloed and Periodic Third-Party Risk Assessment

Traditional third-party oversight commonly separates risk into specialized assessment processes. Procurement functions may use supplier
questionnaires and operational scorecards, while cybersecurity teams conduct security assessments and enterprise-risk functions monitor geopolitical or
compliance exposure [3]. Although useful independently, these mechanisms can create fragmented representations of supplier vulnerability when
information remains separated across organizational functions [7]. Periodic audits and static vendor classifications may also become outdated between
assessment cycles as cyber threats, geopolitical conditions, and supplier performance evolve. More importantly, isolated thresholds can overlook weak
but correlated deterioration signals [5]. A minor operational delay, emerging cyber vulnerability, and increasing regional instability may appear
insignificant independently but collectively indicate substantially greater exposure [9]. Effective early warning therefore requires cross-domain
intelligence rather than parallel risk monitoring.

1.4 Aim, Scope, and Contribution

This article develops an integrated analytical framework for dynamic third-party risk intelligence across United States supply chains. It combines
geopolitical indicators, cybersecurity telemetry, operational performance, commercial behaviour, and supplier-dependency information within a
temporally synchronized analytical environment [4]. Machine-learning prediction and anomaly detection are employed to identify deterioration
trajectories, abnormal supplier behaviour, and compound risk patterns before significant disruption materializes [6]. The framework extends beyond
probability estimation by incorporating supplier criticality, network dependency, substitutability, deterioration persistence, and prediction confidence
into dynamic prioritization. Explainable risk attribution identifies the specific geopolitical, cybersecurity, and operational signals responsible for
changing supplier classifications [8]. These outputs subsequently inform differentiated interventions including supplier engagement, cybersecurity
escalation, alternative sourcing, inventory protection, logistics adjustment, and continuity activation connecting predictive intelligence directly with
proactive supply-chain resilience [9].

2. CONCEPTUAL FOUNDATIONS OF INTEGRATED THIRD-PARTY RISK INTELLIGENCE

2.1 Evolution From Vendor Assessment to Dynamic Third-Party Risk Management

Third-party risk management has evolved from supplier qualification and periodic compliance verification toward continuous monitoring of
interconnected external dependencies [7]. Traditional vendor assessment concentrated primarily on contractual capability, financial stability, quality,
and regulatory compliance. Globalization and extensive outsourcing subsequently expanded organizational exposure to geographically dispersed
suppliers and service providers operating across multiple jurisdictions [10]. Digital transformation has further connected third parties through cloud
platforms, enterprise applications, APIs, shared data environments, and remote-access infrastructure. These relationships create dependencies that
extend beyond physical supply continuity into cybersecurity and digital-service availability [13]. Multi-tier sourcing compounds this complexity
because direct suppliers may depend on upstream manufacturers, technology providers, or infrastructure operators that remain outside buyer visibility
[8]. Consequently, contemporary third-party risk management increasingly requires continuous intelligence capable of monitoring changing
vulnerabilities across both physical and digital supply networks.

2.2 Geopolitical Risk and Supply-Network Exposure

Geopolitical conditions can alter supplier accessibility, cost structures, transportation reliability, and continuity with limited warning [9]. Sanctions and
export controls may restrict transactions with particular organizations, technologies, commodities, or jurisdictions, while tariffs can change sourcing
economics and supplier competitiveness. Armed conflict and political instability may interrupt production facilities, energy infrastructure, ports, border
crossings, or established transportation corridors [12]. Regulatory divergence can additionally increase compliance complexity for suppliers operating
across multiple markets. Strategic-resource concentration creates further vulnerability where essential minerals, components, energy resources, or
manufacturing capabilities originate from a limited geographic area [15]. Geographic exposure should therefore be analysed alongside supplier
relationships and logistics dependencies rather than treated simply as country-level risk [7]. A supplier located outside an affected region may remain
materially exposed through upstream production, transportation routes, critical inputs, or facilities concentrated within geopolitically vulnerable
locations.

2.3 Cybersecurity Risk Across Digitally Connected Third Parties

Digitally integrated supply chains create attack surfaces extending beyond an organization's internal security perimeter [11]. Suppliers may access
corporate systems through credentials, APIs, cloud environments, software integrations, managed services, and remote administration channels.
Credential compromise or exploitation of unpatched vulnerabilities can therefore allow attackers to exploit trusted third-party relationships [14].
Ransomware affecting a supplier can also interrupt production, order processing, transportation coordination, or digital services even when the
purchasing organization is not directly compromised. Software supply-chain attacks create additional exposure when malicious code or compromised
updates propagate through widely used applications [8]. Cloud-service concentration further means that disruption at a shared technology provider can
affect numerous interconnected organizations simultaneously [13]. Cybersecurity risk intelligence must consequently evaluate both the probability of
compromise and the operational importance of the digital services, data flows, and access relationships associated with each third party.
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2.4 Operational Risk and Disruption Propagation

Operational deterioration frequently provides observable evidence that a supplier's ability to maintain expected service is weakening [10]. Capacity
constraints, equipment downtime, workforce shortages, declining quality, and production instability can reduce available output, while lead-time
volatility and transportation delays can disrupt scheduled material flows. Infrastructure outages affecting electricity, telecommunications, ports, or
transportation networks may create additional constraints beyond the supplier's direct control [15]. These conditions can manifest downstream through
incomplete deliveries, inventory shortages, production rescheduling, customer delays, and service degradation [9]. Propagation becomes particularly
severe where buyers maintain limited safety stock, depend on single-source suppliers, or require lengthy qualification periods for substitutes. Shared
suppliers and logistics infrastructure can additionally transmit one localized disruption across several facilities or product lines [12]. Operational risk
must therefore be assessed in relation to both deterioration severity and the network pathways through which disruption can spread.

2.5 Cross-Domain Risk Interaction and Analytical Gap

Geopolitical, cybersecurity, and operational risks can interact in ways that make independent assessment analytically incomplete [8]. Regional conflict,
for example, may disrupt energy availability and transportation while simultaneously increasing cyber-threat activity against organizations associated
with affected countries or strategic sectors [14]. Trade restrictions may force rapid supplier substitution, creating new operational dependencies and
digital connections that have not undergone equivalent risk assessment. Similarly, a cyberattack against a logistics or infrastructure provider can
transform a digital compromise into physical transportation and inventory disruption [11]. Conventional domain-specific systems may assign moderate
significance to each individual signal while overlooking their combined escalation trajectory [7]. Dynamic third-party intelligence therefore requires
cross-domain models capable of detecting temporal co-occurrence, reinforcing deterioration, dependency concentration, and compound threats [13].
Addressing this analytical gap enables organizations to recognize when interacting weak signals collectively represent a materially greater threat to
supply continuity.

3. MULTI-DOMAIN DATA ARCHITECTURE AND TEMPORAL SIGNAL ENGINEERING
3.1 Geopolitical and Geographic Exposure Signals

Geopolitical intelligence should convert broad international developments into supplier-specific indicators of potential disruption [13]. Relevant
variables include sanctions designations, export restrictions, tariffs, political-instability measures, regional conflict intensity, trade-policy changes, port
restrictions, and border disruption. Exposure should also capture dependence on strategic commodities whose production or processing is
geographically concentrated [16]. Rather than assigning identical country-level risk to every supplier, the analytical architecture should map events to
supplier facilities, upstream sources, transportation corridors, ports, and critical materials. Geographic concentration can be expressed as:

=1
where  represents the proportion of supplier 's relevant activity concentrated in region . Higher concentration can increase vulnerability when
production and logistics dependencies coincide within an exposed geography [20].

3.2 Cybersecurity and Digital Dependency Signals

Cybersecurity monitoring should capture both observable security deterioration and the digital importance of each third-party relationship [14].
Predictive variables may include unresolved vulnerability findings, ransomware indicators, security incidents, authentication anomalies, patching
delays, exposed internet-facing services, unusual privileged-access events, and repeated security-control failures. Cyber threat intelligence can
supplement internal observations with information concerning active exploitation, malicious infrastructure, sector-targeted campaigns, and emerging
vulnerabilities [18]. Digital dependency should additionally identify cloud platforms, APIs, managed services, software components, and remote-access
relationships whose unavailability could interrupt supply-chain operations. A temporal cyber deterioration score may be represented as:

=1
where  represents observed cyber-risk indicator and its analytical weight. Persistent deterioration is more informative than an isolated security
exception, particularly when vulnerabilities coincide with critical digital dependencies [22].

3.3 Operational and Supply-Performance Signals
Operational data provide direct evidence of whether emerging external or internal pressures are beginning to affect supplier execution [15]. Relevant

indicators include order-fulfilment ratios, promised-versus-actual delivery slippage, lead-time volatility, capacity utilization, production downtime,
quality failures, order cancellations, shipment frequency, inventory availability, and logistics exceptions. Fulfilment performance can be represented as:
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Declining fulfilment combined with increasing delivery variability may indicate more significant deterioration than either signal independently [19].
Recurrent equipment outages, falling shipment frequency, or rising defect rates can similarly indicate weakening operational capability. These
indicators should be assessed against supplier-specific historical behaviour because normal lead times, capacity patterns, and delivery variability differ
substantially across suppliers, products, sectors, and transportation environments [21].

3.4 Commercial and Transactional Behaviour

Commercial behaviour can reveal changing supplier conditions before formal operational failure becomes visible. Procurement-volume changes, abrupt
price increases, unusual payment requests, contract amendments, purchasing changes, and revised service commitments should therefore form part of
dynamic monitoring [17]. Repeated requests to renegotiate delivery schedules or contractual conditions may become particularly informative when
accompanied by worsening operational or external indicators. Communication deterioration—including delayed responses, repeated unresolved
exceptions, or reduced reporting consistency—can provide additional behavioural evidence [20]. These variables should not automatically be
interpreted as distress signals in isolation. Their predictive value arises from persistence, deviation from established supplier behaviour, and interaction
with geopolitical, cybersecurity, financial, or operational deterioration occurring during the same analytical period.

3.5 Supplier Dependency and Network Exposure

Third-party risk severity depends not only on the probability of disruption but also on the supplier's structural importance within the supply network
[13]. Dependency variables should capture single-source relationships, supplier criticality, tier-one and tier-two connections, alternative-source
availability, geographic concentration, shared infrastructure, and recovery difficulty. Network representation can be formalized as:

=)

where represents suppliers, facilities, technologies, materials, and logistics nodes, while captures their dependency relationships. Network centrality
can identify third parties whose disruption may propagate across multiple products or facilities [18]. Substitutability should incorporate whether
technically qualified alternatives exist, their available capacity, and the time required for activation. Shared ports, cloud providers, upstream
manufacturers, or transportation corridors can also create hidden concentration [21]. Dependency intelligence therefore distinguishes isolated supplier
vulnerability from exposure capable of producing cascading operational consequences.

3.6 Temporal Synchronization and Cross-Domain Feature Engineering

Multi-domain intelligence requires heterogeneous signals to be aligned according to when information actually became observable [14]. Rolling
windows can capture recent averages and volatility, while lag variables identify delayed relationships between external events and supplier
deterioration. Trend slopes, recurrence counts, persistence measures, and event-proximity variables provide additional temporal structure [16].
Supplier-specific standardized deviation can be expressed as:

Cross-domain features should capture interactions such as geopolitical escalation occurring simultaneously with logistics delays or heightened cyber
activity [22]. Data from different reporting frequencies must be synchronized without retrospectively assigning later information to earlier prediction
periods. Strict availability timestamps are therefore necessary to prevent information leakage and preserve realistic forecasting conditions [19].

Table 1. Multi-Domain Signal Architecture for Dynamic Third-Party Risk Intelligence

Update
Risk Domain|Representative Signals Temporal Feature P Risk Interpretation Operational Source
Frequency
Sanctions,  conflict,  export L. . . . ..
. . Event proximity; regional|Daily/event- Increasing exposure to|Government, geopoliticall
Geopolitical [controls, tariffs, border| . . . . .
. exposure trend driven political or trade disruption  [and trade-risk feeds
restrictions
Vulnerabilities, incidents,|Recurrence; unresolved—riskN ! Increasing  probability  of]SOC, SIEM, vulnerability
. . . . ear-real- L. . . . .
Cybersecurity|authentication anomalies,|duration; cyber i me/dail digital compromise or serviceland  threat-intelligence
. L ime/dai ) .
ransomware indicators deterioration score Y interruption systems
. Fulfilment, capacity, downtime,|Rolling deterioration;| . 'Weakening supplier execution|ERP, QMS and supplier-

Operational . . L Daily/weekly .

defects, cancellations baseline deviation capability performance systems

Pricing, contracts, payment X [Abnormal commercial[Procurement and

) . |Behavioural change rate;| . . . .
Commercial |requests, communication| st Daily/weekly  |behaviour or relationship{contract-management
. ersistence .

exceptions P deterioration systems

Logisti Lead times, shipment frequency,|Lead-time volatility;|Near-real- Increasing transportation and|TMS, carrier and|
ogistics . . . . . . . . o . .
& port delays, transit exceptions  |repeated milestone failure [time/daily delivery instability shipment-tracking feeds

External Commodity prices,|Volatility; event severity;|Daily/event- [External pressure capable of|Market, infrastructure and|
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Update
Risk Domain|Representative Signals Temporal Feature P Risk Interpretation Operational Source
Frequency
infrastructure outages, weather,|exposure duration driven amplifying supplier|external-risk feeds
economic conditions vulnerability
Single sourcing, tier| . Potential for supplier|Procurement,  supplier-
. . . |Dependency concentration;|Monthly/event- | . . o
Dependency [relationships, centrality, . . disruption to propagate acrossjmapping and continuity
. . recovery-time change driven
substitutability the network systems

4. DYNAMIC PREDICTIVE ANALYTICS AND CROSS-DOMAIN RISK INTELLIGENCE
4.1 Temporal Third-Party Risk Representation

Third-party risk should be modelled as an evolving trajectory because supplier vulnerability rarely emerges as a single observable event [21].
Geopolitical exposure, cyber weaknesses, delivery instability, and commercial deterioration may accumulate at different rates before collectively
affecting continuity. Sequential observations preserve the ordering of these changes, while rolling windows distinguish temporary deviations from
sustained deterioration [24]. For supplier , temporal change can be represented as:

1 ¢

V== (- o)
=0

Persistence measures determine whether adverse conditions remain active, whereas acceleration captures increasing deterioration intensity [27]. Event
sequences can additionally reveal whether one risk precedes another. Prediction horizons such as 7, 30, or 60 days enable risk trajectories to be
translated into different intervention windows [30].

4.2 Machine-Learning Models for Dynamic Risk Prediction

Machine-learning models offer complementary capabilities for converting multidimensional supplier histories into disruption probabilities. Logistic
regression provides a transparent baseline and allows directional interpretation of individual risk variables [22]. Random forests accommodate
nonlinear relationships and interactions among geopolitical, cybersecurity, operational, and dependency indicators without imposing a predetermined
functional structure [25]. Gradient boosting and XGBoost can progressively learn complex combinations of weak deterioration signals and are
particularly useful for structured multi-source datasets [28]. Support vector machines can identify complex decision boundaries in high-dimensional
feature spaces, whereas neural networks provide greater flexibility for modelling extensive sequential and nonlinear interactions [31]. Ensemble
methods combine predictions from complementary models:

Model selection should consider calibration, temporal stability, interpretability, robustness across supplier categories, false-negative exposure, and
warning lead time rather than classification accuracy alone [23].

4.3 Cross-Domain Anomaly and Compound-Threat Detection
Supervised prediction should be supplemented with anomaly detection because emerging third-party threats may differ from historically labelled

disruptions [26]. Isolation-based methods, clustering, reconstruction-error models, and supplier-specific baseline analysis can identify unusual
combinations of signals even when each individual indicator remains below a conventional escalation threshold. Compound risk can be represented

=000 0)

conceptually as:

where | represents geopolitical exposure,  cybersecurity risk,  operational deterioration, and | cross-domain interaction intensity. A moderate
increase in regional instability may therefore become substantially more significant when accompanied by cyber threat escalation and deteriorating
logistics performance [29]. Cross-domain anomaly detection identifies these reinforcing configurations rather than evaluating geopolitical, digital, and
operational evidence independently [32]. Persistence and temporal proximity should further distinguish coincidental co-occurrence from an emerging
compound threat.

4.4 Dynamic Third-Party Risk Score Construction
Predicted disruption probability should be converted into an operational score that reflects both likelihood and potential supply-network consequence

[24]. A dynamic third-party risk score can be expressed as:

where  is predicted disruption probability, supplier criticality, ~dependency exposure, and  represents persistence or deterioration intensity. The
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dependency component should additionally reflect substitutability and recovery difficulty because identical disruption probabilities can produce very
different consequences across suppliers [27]. For example, a moderately vulnerable single-source supplier with limited alternatives may require greater
attention than a higher-risk supplier that can be replaced rapidly. Scores should be recalculated whenever material geopolitical events, cyber
observations, operational changes, or dependency information become available [30]. The resulting trajectory indicates whether exposure is stabilizing,
accelerating, or recovering rather than presenting risk as a static classification.

4.5 Explainable Cross-Domain Risk Attribution

Explainability is necessary because a composite score alone does not indicate why supplier exposure has changed. Global feature importance can
identify the variables that consistently influence predictions across the supplier population, while local attribution methods can explain individual
supplier classifications [23]. A local explanation can be represented as:

()= o+
=1
where  represents the contribution of feature to supplier 's predicted risk. Attribution may reveal that an elevated classification is driven primarily
by sanctions exposure, unresolved cyber vulnerabilities, repeated delivery slippage, or interaction among several moderate indicators [26]. Explanations
should separate domain-specific drivers from compound effects so that procurement, cybersecurity, operations, and enterprise-risk teams can validate
the evidence and determine which function should lead intervention [31].

4.6 Dynamic Thresholds and Early-Warning Classification

Dynamic scores should be translated into differentiated warning states rather than a binary risk decision [22]. Low risk represents conditions within
expected supplier baselines; Emerging identifies early deterioration requiring closer observation; Elevated reflects persistent or reinforcing signals
requiring cross-functional review; and Critical indicates substantial exposure requiring urgent resilience action [28]. Classification can be expressed as:

=0 )

where measures persistence and prediction confidence. Escalation thresholds should incorporate supplier criticality so that strategically
important dependencies receive appropriately earlier review [32]. Persistence requirements can prevent temporary anomalies from producing
unnecessary interventions, while confidence-aware classification directs uncertain predictions toward enhanced monitoring. Risk states should also
permit de-escalation when adverse indicators reverse and sustained evidence demonstrates supplier recovery [25].

Figure 1. Integrated Predicti
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5. RISK PRIORITIZATION AND PROACTIVE RESILIENCE INTERVENTION
5.1 Translating Dynamic Risk Intelligence Into Coordinated Decisions

Dynamic third-party risk intelligence becomes valuable when it creates a shared basis for coordinated action across organizational functions [30].
Procurement teams can interpret supplier criticality and commercial exposure, while cybersecurity functions evaluate digital vulnerabilities, privileged
access, and threat activity. Operations and logistics teams determine potential effects on production, transportation, inventory, and fulfilment [33].
Enterprise-risk and business-continuity functions can then assess whether combined exposure threatens broader organizational objectives or critical
services. Rather than allowing each function to escalate independently, the framework should associate risk states with predefined cross-functional
response protocols [36]. An elevated score driven primarily by cybersecurity indicators may require security-led investigation, whereas simultaneous
geopolitical, logistics, and dependency deterioration may demand enterprise-level escalation [39]. Shared explanations, prediction confidence, and
deterioration persistence therefore support proportionate intervention and clearly assigned decision ownership.

5.2 Geopolitical Exposure Mitigation

Geopolitical mitigation should reduce dependence on locations, resources, and transportation pathways vulnerable to political or trade disruption [31].
Geographic diversification can distribute sourcing across jurisdictions, while alternative trade routes reduce reliance on exposed ports, borders, or
transit corridors. Where supplier relocation is commercially feasible, organizations can evaluate production alternatives in less concentrated regions
[34]. Sanctions screening should be continuously updated to identify changing restrictions affecting suppliers, beneficial owners, materials, or
counterparties. Strategic inventory can provide temporary protection where geopolitical deterioration threatens critical inputs [37]. Alternative material
sourcing and prequalified regional suppliers further improve flexibility. Contingency planning should therefore connect geopolitical warning indicators
with specific sourcing, transportation, inventory, and contractual responses rather than treating geopolitical intelligence solely as contextual information.

5.3 Cybersecurity Intervention and Digital Containment

Cybersecurity escalation should reflect both observed threat deterioration and the operational significance of the affected digital relationship [32].
Elevated cyber risk can trigger enhanced monitoring, credential reviews, vulnerability remediation, and reassessment of third-party access privileges.
Where compromise is suspected, temporary access restriction or network segmentation can limit propagation while investigation proceeds [35]. API
connections, remote administration channels, cloud integrations, and privileged accounts should receive particular attention where they provide
pathways into critical systems. Incident coordination arrangements should define how suppliers exchange indicators, containment information, and
recovery status during an active event [38]. For highly dependent digital services, organizations should evaluate alternative technology providers,
backup communication mechanisms, data-recovery capability, and manual operating procedures. These controls convert cyber-risk intelligence into
containment measures while preserving essential operational continuity where possible [40].

5.4 Operational Continuity and Alternative Sourcing

Operational deterioration requires interventions aligned with both warning horizon and available recovery time. Where predicted disruption exceeds
acceptable exposure, organizations may increase safety stock, accelerate planned purchases, reserve production capacity, or redistribute inventory
between facilities [30]. Dual sourcing can reduce concentration, although alternative suppliers should be technically qualified before an emergency
where feasible [34]. Rapidly escalating risk may justify emergency procurement, production resequencing, or prioritization of products with limited
substitute components. Logistics rerouting can bypass affected ports, carriers, or transportation corridors when disruption is geographically
concentrated [37]. Mitigation intensity should also consider inventory coverage and alternative-source activation time. A high-risk supplier with
sufficient stock protection may permit controlled intervention, whereas a moderately elevated single-source supplier supporting near-term production
can require earlier action because response options diminish as inventory is consumed [39].

5.5 Dependency-Aware Prioritization and Cascading Failure Prevention

Risk probability alone does not adequately represent the potential consequences of third-party disruption. Dependency mapping should identify critical
suppliers, common tier-two providers, shared technologies, geographic clusters, transportation corridors, cloud platforms, and infrastructure
dependencies capable of creating correlated failures [33]. Propagation-sensitive prioritization can be expressed as:

= % x x(1- )

where _ represents dynamic third-party risk, operational criticality, network concentration or centrality, and substitutability. A moderately
exposed supplier occupying a single point of failure may consequently warrant earlier intervention than a higher-risk supplier with several readily
available substitutes [36]. Shared dependencies are particularly important because apparently independent suppliers may rely on the same upstream
manufacturer, cloud platform, strategic commodity, or logistics route [38]. Prioritizing propagation potential enables organizations to direct limited
resilience resources toward exposures capable of generating cascading disruption [40].
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5.6 Closed-Loop Intervention and Adaptive Risk Intelligence

Each intervention should generate outcome data that strengthen subsequent risk prediction [31]. Recorded outcomes should distinguish events that
materialized, intensified, stabilized, were contained, or were prevented following mitigation. A prediction should not automatically be labelled incorrect
when timely intervention prevented the anticipated disruption [35]. Intervention records should therefore preserve the original warning, explanation,
action taken, response timing, supplier outcome, and operational consequence. These observations can support threshold recalibration, feature
refinement, model retraining, and improved estimation of intervention effectiveness [39]. Closed-loop learning consequently transforms risk
management from repeated prediction into an adaptive process that learns which warnings and mitigation strategies provide the greatest resilience value.

Figure 2. Cross-Domain Thi i and Coordinated Mitigation Framework
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6. PERFORMANCE EVALUATION, GOVERNANCE, AND RESPONSIBLE DEPLOYMENT
6.1 Temporal Experimental Design and Validation

Evaluation of dynamic third-party risk models should reproduce the chronological conditions under which real warnings would be generated [33].
Historical observations should therefore be divided into training, validation, and untouched testing periods rather than randomly mixed across time.
Rolling or expanding-window validation can assess whether models remain reliable as geopolitical conditions, cyber threats, and supplier performance
evolve [36]. All variables must be timestamped according to when information actually became available, preventing future sanctions, incident
outcomes, or disruption records from leaking into earlier predictions [39]. Event-based testing should additionally examine performance around major
cyber incidents, geopolitical shocks, and operational disruptions. Stratification across supplier sectors, geographic exposures, criticality levels, and
disruption categories determines whether predictive reliability generalizes beyond dominant supplier groups [35].
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6.2 Predictive and Early-Warning Performance

Performance evaluation should measure both statistical discrimination and whether warnings provide sufficient time for resilience action. Precision
indicates the proportion of alerts corresponding to genuine disruption events, whereas recall measures the proportion of actual events successfully
detected [34]. Fl-score balances these measures, while ROC-AUC evaluates discrimination across classification thresholds. PR-AUC is particularly
useful when major third-party disruptions are comparatively infrequent [37]. Specificity and false-positive rate quantify unnecessary alerts, whereas:

+

captures missed disruptions that may leave organizations without adequate preparation [40]. Probability calibration should determine whether predicted
risk levels correspond with observed event frequencies. Warning lead time should measure the interval between initial actionable detection and
disruption, while actionable-warning rate evaluates how frequently predictions provide sufficient time to implement realistic mitigation [36].

6.3 Cross-Domain and Compound-Risk Evaluation

Integrated models should demonstrate whether combining domains provides information beyond independent risk monitoring. Evaluation should
therefore compare geopolitical-only, cybersecurity-only, operational-only, and fully integrated architectures using identical chronological test periods
[33]. Particular attention should be given to events where no individual domain exceeds its conventional warning threshold but several moderate
indicators deteriorate concurrently [38]. Incremental predictive value can be assessed through changes in recall, PR-AUC, calibration, false-negative
exposure, and warning lead time. Event-level analysis should additionally determine whether integrated models identify compound disruptions earlier
than domain-specific alternatives [40]. This approach tests the central proposition that cross-domain interaction provides actionable intelligence
unavailable from isolated risk indicators.

6.4 Benchmarking Against Conventional Third-Party Risk Assessment

Dynamic intelligence should also be benchmarked against the assessment mechanisms organizations would otherwise employ. Relevant comparators
include periodic supplier questionnaires, static scorecards, scheduled cybersecurity assessments, geopolitical watchlists, operational thresholds, and
manually consolidated enterprise-risk reviews [35]. Benchmarking should apply common disruption definitions and evaluation periods to avoid
artificially favouring predictive approaches. Conventional methods may offer transparency and established governance but can lose sensitivity between
assessment cycles [38]. Integrated predictive intelligence should therefore be evaluated according to earlier detection, cross-domain visibility,
adaptation to changing conditions, false-negative reduction, scalability, and intervention usefulness rather than algorithmic complexity alone [34].
Comparative assessment establishes whether additional analytical sophistication produces measurable operational resilience value.

6.5 Governance, Privacy, Explainability, and Human Oversight

Integrated risk intelligence can contain commercially confidential supplier records, sensitive cybersecurity information, contractual data, and externally
sourced threat intelligence, requiring clearly defined governance controls [37]. Data provenance should document origin, ownership, update frequency,
transformation, and authorized use. Model drift and changing feature distributions require continuous monitoring because relationships learned under
earlier geopolitical or cyber conditions may weaken over time [39]. Performance should also be evaluated across supplier sizes, sectors, regions, and
data-availability levels to identify systematic bias. Explainable outputs should preserve the principal evidence underlying each escalation so that
authorized personnel can validate predictions before consequential action [33]. Audit trails should record model versions, risk scores, explanations,
overrides, decisions, and intervention outcomes. Human ownership of escalation and mitigation decisions remains essential for responsible deployment
[40].
Table 2. Comparative Evaluation of Siloed and Integrated Third-Party Risk Intelligence

Evaluation
. . Siloed Assessment Integrated Predictive Intelligence Measurement Indicator  [Resilience Benefit
Dimension
L. Periodic or  event-triggered| X . . R X More preparation  time
Detection timing . Continuous temporal early warning Median warning lead time . .
review before disruption
Cross-domain . Geopolitical, cyber, operational and|Compound-event detection|Identifies interacting|
o Risks evaluated separately . .
visibility dependency signals jointly analysed rate threats
. Predetermined review cycles and . Calibration/drift Responds to  changing
Adaptability Scores update as new signals emerge .
thresholds performance conditions
Explainabilit Domain-specific  reports  and|Supplier-specific risk attribution across|Explanation fidelity —and|Supports evidence-based,|
xplainabili . . . .
P Y expert judgement domains stability escalation
False-negative Weak interacting signals may|Cross-domain deterioration incorporated| . Reduces missed  high-
. . .. False-negative rate
exposure remain undetected into prediction consequence threats
. L. .. |Automated monitoring across supplier|fSuppliers monitored per|Extends continuous
Scalability Significant manual coordination . .
populations assessment cycle oversight




International Journal of Research Publication and Reviews, Vol (7), Issue (9), September (2026), Page — 2319-2330 2328

Evaluation

Siloed Assessment Integrated Predictive Intelligence Measurement Indicator  [Resilience Benefit

Dimension

Actions  frequently  follow|Shared risk score informs coordinated| Supports  earlier  cross-

Intervention utility [Actionable-warning rate

separate functional reviews intervention functional mitigation

7. STRATEGIC IMPLICATIONS FOR UNITED STATES SUPPLY-CHAIN RESILIENCE
7.1 Enterprise Risk and Cross-Functional Integration

Dynamic third-party intelligence can provide a common analytical layer connecting procurement governance, cybersecurity operations, supplier
management, enterprise risk, and business continuity [34]. Shared risk trajectories allow strategic sourcing teams to consider supplier vulnerability
alongside cybersecurity exposure and operational dependency, while executives can prioritize resilience resources according to potential organizational
consequences [37]. Integration therefore reduces fragmented escalation and enables procurement, security, operations, and continuity teams to
coordinate interventions around a consistent representation of changing third-party exposure [40].

7.2 Critical Supply Networks and Systemic Resilience

Cross-domain intelligence has particular relevance where third-party failure can affect essential services or economically significant supply networks.
Manufacturing organizations can monitor critical production dependencies, while healthcare and energy networks can identify suppliers whose
disruption threatens essential equipment, materials, infrastructure, or services [35]. Transportation, financial services, telecommunications, and
technology organizations similarly depend on interconnected physical and digital third parties [38]. Identifying common providers, geographic
concentrations, technology dependencies, and shared logistics pathways can therefore support earlier recognition of vulnerabilities capable of
producing systemic consequences [33].

7.3 Future Organizational and Analytical Direction

Future adoption requires interoperable supplier-intelligence ecosystems capable of combining multi-tier operational information with cyber,
geopolitical, and dependency signals while maintaining appropriate security and confidentiality [36]. Responsible Al governance should accompany
scalable real-time monitoring, with clear standards for explainability, auditability, model oversight, and human decision authority [39]. Secure cross-
industry information sharing could further improve visibility of common dependencies and emerging threats that remain difficult for individual
organizations to observe independently [40].
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8. CONCLUSION

8.1 Synthesis of Principal Findings

This article demonstrates that third-party vulnerability is more effectively understood when geopolitical, cybersecurity, operational, commercial, and
dependency signals are integrated within a unified analytical framework. Temporal synchronization enables changing supplier conditions to be
evaluated as evolving trajectories rather than isolated observations. Combining these signals improves visibility of compound threats that may remain
concealed within separate risk domains, enabling earlier identification of deteriorating conditions and providing organizations with greater opportunity
to protect supply continuity before disruption becomes severe.

8.2 Analytical and Resilience Contribution

The framework advances third-party risk management from fragmented, periodic assessment toward dynamic, explainable, and dependency-aware
intelligence. By connecting predictive risk scores and cross-domain explanations directly with coordinated intervention, it establishes a practical link
between early-warning analytics and proactive organizational resilience.

8.3 Future Research Directions

Future research should investigate graph-based multi-tier modelling, cyber-geopolitical interactions, streaming threat intelligence, causal risk modelling,
adaptive thresholds, and privacy-preserving data integration. Longitudinal studies should further determine whether predictive interventions produce

sustained improvements in supply-chain resilience across different industries and disruption environments.
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