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ABSTRACT—

Victims of crime often do not know which law applies to their situation, which authority to approach, what evidence to preserve or how to write a formal complaint,
and this lack of guidance delays reporting and weakens cases. This paper presents the Personal Al Guidance and Safety System, a mobile application that helps a
person who faces any type of crime. The user describes the incident in simple words; a fine-tuned transformer model identifies the crime type; a retrieval-augmented
generation (RAG) engine grounded in official legal texts and procedures produces step-by-step guidance; a drafting module prepares an editable application or
complaint for the proper official desk; and an SOS module shares the live GPS location with trusted contacts. The classifier and the knowledge base are built from
publicly available government sources, namely NCRB reports, the Open Government Data Platform, India Code and eCourts. The paper describes the architecture,
data pipeline, models, privacy safeguards and evaluation protocol of the system, and reports the prototype implementation. The system provides guidance and not
legal advice, and aims to make the path to justice simple, quick and accessible to every citizen.
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1. INTRODUCTION

Crime is a persistent problem in every society. The National Crime Records Bureau (NCRB) reports lakhs of cognizable crimes every year in India,
ranging from theft and assault to harassment of women, domestic violence and a fast-growing number of cyber frauds [11]. For a victim, the first hours
after an incident are the most important, yet it is exactly then that the person is most confused. Many victims do not know their rights, fear the police
station, find the First Information Report (FIR) procedure complicated, or are unable to write a proper application. As a result many crimes go unreported,
evidence is lost and complaints are weak or ignored.

The legal framework itself has recently changed. The Bharatiya Nyaya Sanhita (BNS), the Bharatiya Nagarik Suraksha Sanhita (BNSS) and the Bharatiya
Sakshya Adhiniyam, 2023, replaced the Indian Penal Code, the Code of Criminal Procedure and the Evidence Act from 1 July 2024 [12], [13]. Facilities
such as e-FIR, Zero FIR, the National Cyber Crime Reporting Portal and the emergency number 112 exist, but ordinary citizens often do not know which
one to use. Existing digital services address only one part of the problem: emergency apps send an SOS, the cyber crime portal accepts online complaints,
and legal-aid helplines need a human adviser.

Recent progress in natural language processing, especially pre-trained transformers [1], domain-specific legal language models [2] and retrieval-
augmented generation [4], makes it possible to build a system that understands a plain-language description of an incident and answers from official
documents. The main contributions of this work are:

» Asingle mobile application that combines crime-type identification, legal and procedural guidance, application drafting and emergency SOS.

» A data pipeline that builds the classifier and a legal knowledge base only from public, official government sources, with a mapping from old IPC-
based records to the new BNS provisions.

» A grounded-answer design, in which every guidance is generated from retrieved official text, with confidence checks, disclaimers and privacy
safeguards.
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Il. LITERATURE SURVEY

Artificial intelligence has been applied to law and to crime analysis in several ways. Table | summarises the main works that informed this project and
their limitations with respect to helping a crime victim directly.

Table I. Literature summary with their limitations

Author(s) / Source Year | Method Limitation for victim guidance

Text-based machine learning to
N. Aletras et al. [7] 2016 predict European Court of Human
Rights judgments from case facts

Predicts outcomes for researchers; gives no
guidance or next steps to a victim

Topological multi-task learning for
H. Zhong et al. [8] 2018 charge prediction from criminal case
descriptions

Trained on court-style text, not on a victim’s
everyday description; not India-specific

Analysis of machine learning for

H. Surden [9 2014 Conceptual study; no working system
[°] legal classification and prediction P 4 95y
Deep learning on multi-modal data to | Predicts where/when crime occurs; does not
H. W. Kang and H. B. Kang [10] 2017 . . L
predict crime occurrence help a person after an incident
Pre-trained bidirectional
J. Devlin et al. [1]; I. Chalkidis etal. | 2019, . Models, not applications; need fine-tuning
transformers; legal-domain pre- ] .
[2] 2020 . on local crime categories
training
Corpus of Indian Supreme Court
. . e Research corpus for lawyers and
V. Malik et al. [3] 2021 cases for judgment prediction and L .
. researchers; not victim-facing
explanation
2019, | Android application for animal Assistive mobile and chat applications for

S. Chaflekar et al. [28], [29 . . . .
(28], 129] 2023 welfare; chat-bot for blind students other domains; not for crime guidance

Retrieval-augmented generation for | General technique; needs a legal knowledge

P. Lewisetal. [4 2020 . . . .
[4] knowledge-intensive tasks base and safeguards for this domain
. . . . SOS and location sharing; online .
Existing services: 112 India, National . . Each covers one part; none combines
. . complaint forms; lawyer advice ) . .
Cyber Crime Reporting Portal [14], | — guidance, drafting and SOS for Indian
through centres; chatbot for .
TELE-LAW, DoNotPay criminal law

consumer disputes

Research gap. The review shows that strong language models, legal corpora and official reporting channels already exist, but they are separate. No
single, simple application takes a victim’s plain description, explains the applicable rights and procedure under the current Indian laws, drafts the
application and provides emergency support. The proposed system is designed to fill this gap.

I1l. PROPOSED METHODOLOGY

The system is built in five stages: data collection, pre-processing and training, guidance generation, application drafting and emergency support. Fig. 1
shows the overall block diagram.

A. Data Collection

Only public and official data is used. Crime categories and statistics are taken from the NCRB “Crime in India” reports and the Open Government Data
Platform (data.gov.in) [11], [15]. The text of the BNS, BNSS, the Information Technology Act, 2000 and related acts is taken from India Code [12], [13],
[16]. Public judgments are taken from eCourts and court websites, and complaint formats, helpline numbers and reporting procedures are taken from
police and cyber crime portals [14]. Because most historical government data is recorded under Indian Penal Code (IPC) heads, a mapping table from
IPC sections to the corresponding BNS sections is maintained so that older data can be used to train a system that explains the new law. No personal
details of any victim are collected from these sources. Data-mining techniques of the kind used on public records in health informatics [27] are used to
extract category patterns from the collected data.
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B. Pre-processing

The raw text is cleaned (removal of headers, noise and duplicates), case descriptions are labelled with a fixed set of crime categories (theft and robbery,
physical assault, stalking and harassment of women, domestic violence, online financial fraud, cyber harassment and others), and the data is split into
training, validation and test sets (80:10:10). Classes with few samples are balanced using paraphrasing and synonym replacement. Legal documents are
divided into small overlapping chunks, each tagged with its source and section number.

C. Crime Type Classification

A pre-trained transformer encoder of the BERT family (BERT [1], Legal-BERT [2] or the multilingual IndicBERT [5]) is fine-tuned for multi-class text
classification with a softmax output layer. Training uses the AdamW optimiser with a learning rate of about 2x107%, batch size 16 and early stopping on
validation loss. The model outputs a crime category and a confidence score. If the confidence is below a threshold, the system asks the user a clarifying
question instead of guessing.

D. Retrieval-Augmented Guidance

Each legal chunk is converted into an embedding and stored in a vector index (FAISS [17]). For a query, the incident text and the predicted category are
used to retrieve the most relevant chunks, which are passed as context to a large language model with a fixed instruction: answer only from the given
context, use simple language, give numbered steps, mention the correct helpline or portal, and state that the answer is guidance and not legal advice. If
the retrieved context does not contain the answer, the model must say so and refer the user to the police or the legal services authority. Grounding the
answer in official text reduces made-up content [4].

E. Application Drafting

For each crime category, standard templates of complaints and applications (to the Station House Officer, cyber cell, bank, or for a copy of FIR) are
stored. The details entered by the user (name, address, date, place, description) are inserted in the template, the language model improves the wording
without changing the facts, and the result is shown as an editable preview and exported as a PDF. This template-filling step is similar in spirit to syntax-
directed translation, in which structured text is converted into another well-defined representation [18]-[20], and the parsing and design issues involved
are discussed in [25].

F. Emergency SOS and Privacy

The SOS button reads the GPS location of the phone and sends an SMS with a map link to saved emergency contacts, and offers a one-tap call to 112.
All communication uses HTTPS, passwords are stored as hashes, login uses token-based authentication, sensitive case data is stored in encrypted form,
and the user can delete all data at any time. Signature-based detection of network attacks [21] and secure cloud storage practices [22] are followed for
protecting the server and the stored data.

.
Government Data 1 training / knowledge /
(NCRB, data.gov.in, Crime Type Classifier
India Code, eCourts) J (NLP / BERT)

Legal Knowledge Base
+ Retrieval (RAG)

Backend

User Server

(Mobile App) (FastAPI
+ REST API)

Application Draft Generator
(Templates + LLM)

Emergency SOS Module
Database (GPS + SMS)
(Users, Cases, Drafts)

Fig. 1. Block diagram of the proposed system
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IV. SYSTEM ARCHITECTURE AND IMPLEMENTATION

The system follows a three-layer architecture (Fig. 2). The presentation layer is a Flutter mobile application with screens for registration, incident
reporting, guidance chat, evidence checklist, draft preview, case history, helpline numbers and SOS. The application layer is a Python FastAPI server that
contains the authentication, classification, RAG guidance, draft-generation and SOS services. The data layer consists of a PostgreSQL database (users,
incidents, guidance, drafts, emergency contacts and SOS alerts), the vector index, the trained models and the datasets. The processing pipeline is shown
in Fig. 3. An administrator role updates the legal data and retrains the model when laws or procedures change. Since many users may send requests at the
same time, the server is designed with the concurrency issues of object-oriented modelling in mind [23], and load-balancing approaches for cloud and
microservice environments [30]-[33] and the real-time cloud deployment of a Flask-based application [34] guide the scalable deployment.

PRESENTATION LAYER (Flutter Mobile Application)

Login / Describe Guidance Draft S0S
Registration Incident Chat Application Button
¢

APPLICATION LAYER (Python FastAPI Server)

Auth & Crime RAG Guidance Draft SOS & Alert
Security Classifier Engine Generator Service
DATA LAYER
User & Case Vector Trained Law & Crime Encrypted
Database Store Models Datasets File Store

Fig. 2. Three-layer system architecture

A. Offline stage (training and knowledge base preparation)

Collect data Clean and Tokenize and Fine-tune Save trained
(NCRB, data.gowv.in,|—> pre-process —> create —> classifier + —> model and
ndia Code, eCourts text embeddings build vector store knowledge base

4"”
B. Online stage (when the user reports an incident) 7
”"”

User incident Crime type f!ae;r;e;re‘jrcggﬁ;: LLM with Gu'dfn;;;t“s

description classifier chunks) retrieved context application

Fig. 3. NLP and RAG pipeline (offline preparation and online guidance)
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V. RESULTS AND DISCUSSION

A. Prototype Implementation

A working prototype of the mobile interface was developed (Fig. 4). The home screen provides a prominent SOS button and shortcuts. After the user
describes the incident, the application displays the detected crime type, numbered steps, relevant helplines and an evidence checklist, and offers to

generate a draft application, which can be edited and saved as a PDF.

B. Sample Scenarios

Table Il shows the guidance produced for three typical incidents. The steps follow the official channels: helpline 1930 and the National Cyber Crime
Reporting Portal for online financial fraud [14], the Sanchar Saathi portal for lost or stolen mobile phones, and the emergency number 112 and Women

Helpline 181 for harassment.

Table Il. Sample scenarios and guidance

User

input

Detected type

Guidance given

Money withdrawn after a fake
call asking for OTP

Online financial fraud

Call 1930; inform bank and block card; report on cybercrime.gov.in; save

SMS and call log; file police complaint

Phone stolen in a bus

Theft

Block SIM; note IMEI; report on Sanchar Saathi; file complaint or e-FIR;

inform banks

daily

A man follows me and calls

Stalking / harassment of
woman

Use SOS or call 112 if in danger; save call records; file complaint (Zero

FIR possible); Women Helpline 181

IJ

Hello, User

Press and hold for emergency

Report an Incident

My Cases

Helpline Numbers

[l

sending location to
emergency contacts...

Lat: 21,1458 Long: 79.0882

== ]

~—

‘Guidance Assistant

Someane took money from
my account after a
fake call asking OTP.

3. Report at oy
4. Keep SM5 / call evidence
5. File comploit at police

Draft Application

—

e —

[ wansaction sus s screensnors
D Caller number and call log
[] sankstotement

D Copy of ID proof

D Time and date of Incident

——

Fig. 4. Prototype screens: (a) home and SOS screens; (b) guidance assistant and evidence checklist

Table IV. Feature comparison with existing public services

Feature 112 India Cyber Crime Portal | TELE-LAW Proposed system
Emergency SOS with live location Yes — — Yes
Identifies crime type from free text — — — Yes (Al)

Plain-language legal guidance and next steps | —

Limited

Yes (by lawyer)

Yes (Al, grounded)

Drafts application / complaint

Online form

Yes (editable PDF)

Covers all common crime types

Emergencies

Cyber crime only

Legal advice

Yes

— : not a stated feature of the service. Entries for existing services are based on their public descriptions.

C. Evaluation Protocol and Results

The crime classifier is evaluated on the held-out test split using accuracy and the weighted precision, recall and F1-score, and the per-class results are
examined to find categories with overlapping descriptions such as cheating and online fraud. The retrieval step is evaluated by checking whether the
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correct legal chunk appears in the top-k retrieved results. The correctness of the generated guidance and the completeness of the drafted applications are
rated by law students or legal-aid volunteers against official procedures and standard templates, and usability is rated by volunteer users on a questionnaire.
Response time and SOS delivery time are measured on a test phone. The measured values are given in Table I11.

Table I1I. Evaluation results

Parameter Result
Classification accuracy 924 %
Weighted precision / recall / F1 83.9/845/84.1
Retrieval relevance (top-k hit rate) 83.33%
Guidance correctness (expert rated) 65 %

Draft completeness vs. templates 30%

User rating of ease of use 80 %

Guidance response time 40s

SOS SMS delivery time 30s

D. Comparison with Existing Services

Table IV compares the proposed system with the existing public services, based on their publicly described features. The existing services are valuable
but each covers a different part of the victim’s needs, whereas the proposed system brings crime identification, guidance, drafting and SOS into a single
application.

E. Limitations and Ethical Considerations

The system gives guidance and not legal advice, and the final decision always remains with the user, the police and the courts. Its quality depends on the
quality and freshness of the official data, so the knowledge base must be updated whenever laws or procedures change. Official datasets mostly contain
statistics, acts and judgments; they are not a perfect sample of what victims describe, so the classifier may make mistakes on unusual descriptions. The
language model may produce errors, which is why answers are grounded in retrieved text, low-confidence cases trigger a clarifying question, and every
answer carries a disclaimer. Sensitive personal data is encrypted and used only with consent. The first version supports English text input only.

VI. CONCLUSION AND FUTURE WORK

This paper presented the Personal Al Guidance and Safety System, a mobile application that helps victims of crime by identifying the crime type,
explaining the applicable rights and procedure from official legal sources, drafting applications for official desks and providing an emergency SOS
facility. The design uses open-source tools and public government data, and a prototype of the application has been implemented. By removing the
confusion and fear that surround the reporting process, the system can increase timely reporting and help victims move towards fair justice.

In future work, we plan to add Hindi, Marathi and other Indian languages with voice input, direct submission through state e-FIR and national portals,
biometric authentication such as fingerprint or face verification [26], a secure evidence locker with time and location stamps, links to verified lawyers,
NGOs and free legal aid services, crime hotspot maps based on official statistics, an offline mode with better message delivery in weak networks [24],
and automatic updating of the knowledge base when new laws or amendments are published. A larger evaluation with legal experts and real users is also
planned.

REFERENCES

[1] J. Devlin, M.-W. Chang, K. Lee and K. Toutanova, “BERT: Pre-training of deep bidirectional transformers for language understanding,” in Proc.
NAACL-HLT, 2019.

[2] 1. Chalkidis, M. Fergadiotis, P. Malakasiotis, N. Aletras and I. Androutsopoulos, “LEGAL-BERT: The muppets straight out of law school,” in Findings
of EMNLP, 2020.

[3] V. Malik et al., “ILDC for CJPE: Indian legal documents corpus for court judgment prediction and explanation,” in Proc. ACL-IJCNLP, 2021.

[4] P. Lewis et al., “Retrieval-augmented generation for knowledge-intensive NLP tasks,” in Advances in Neural Information Processing Systems
(NeurlPS), 2020.



International Journal of Research Publication and Reviews, Vol 7, Issue 10, pp 9763-9770 October, 2026 9769

[5] D. Kakwani et al., “IndicNLPSuite: Monolingual corpora, evaluation benchmarks and pre-trained multilingual language models for Indian languages,”
in Findings of EMNLP, 2020.

[6] A. Vaswani et al., “Attention is all you need,” in Advances in Neural Information Processing Systems (NeurIPS), 2017.

[7] N. Aletras, D. Tsarapatsanis, D. Preotiuc-Pietro and V. Lampos, “Predicting judicial decisions of the European Court of Human Rights: A natural
language processing perspective,” Peer] Computer Science, vol. 2, €93, 2016.

[8] H. Zhong, Z. Guo, C. Tu, C. Xiao, Z. Liu and M. Sun, “Legal judgment prediction via topological learning,” in Proc. EMNLP, 2018.
[9] H. Surden, “Machine learning and law,” Washington Law Review, vol. 89, no. 1, pp. 87-115, 2014.

[10] H. W. Kang and H. B. Kang, “Prediction of crime occurrence from multi-modal data using deep learning,” PLoS ONE, vol. 12, no. 4, ¢0176244,
2017.

[11] National Crime Records Bureau, Ministry of Home Affairs, Government of India, “Crime in India,” annual reports. [Online]. Available:
https://ncrb.gov.in

[12] Government of India, “The Bharatiya Nyaya Sanhita, 2023,” Act No. 45 of 2023. [Online]. Available: https://www.indiacode.nic.in

[13] Government of India, “The Bharatiya Nagarik Suraksha Sanhita, 2023,” Act No. 46 of 2023. [Online]. Available: https://www.indiacode.nic.in
[14] Ministry of Home Affairs, “National Cyber Crime Reporting Portal.” [Online]. Available: https://cybercrime.gov.in

[15] Open Government Data (OGD) Platform India. [Online]. Available: https://data.gov.in

[16] Government of India, “The Information Technology Act, 2000.” [Online]. Available: https://www.indiacode.nic.in

[17] J. Johnson, M. Douze and H. Jégou, “Billion-scale similarity search with GPUs,” IEEE Trans. Big Data, 2019.

[18] Snehal H. Chaflekar and Mukta D. Khirwadkar, “Syntax — Directed Translation of Organic Molecular Name to Intermediate Graphical Language,”
International Journal of Multidisciplinary Educational Research (IIMER), vol. 3, issue 3(3), 2014.

[19] Mukta D. Khirwadkar and Snehal Chaflekar, “Two-Dimensional Graphical Representation for IUPAC Name using Syntax Directed Translation,”
3rd IEEE International Conference on Computation of Power, Energy, Information and Communication (ICCPEIC), Adhiparashakthi Engineering
College, Tamilnadu, 2014, DOI: 10.1109/ICCPEIC.2014.6910396.

[20] Mukta D. Khirwadkar and Snehal H. Chaflekar, “Translation of Organic Compound to 2D Graphical Representation using SDT,” International
Journal on Recent and Innovation Trends in Computing and Communication (IJRITCC), vol. 3, issue 5, 2015, DOI: 10.17762/ijritcc.v3i5.4393.

[21] Nikhil S. Mangrulkar and Snehal H. Chaflekar, “Real Time Detection of Network Attacks Using Signature Based Approach,” International Journal
of Computer Science & Engineering Technology (IJCSET), vol. 6, issue 6, 2015.

[22] mS. Chaflekar and R. Raipure, “Application of Cloud System on Secure Cloud Storage,” International Research Journal of Engineering and
Technology (IRJET), vol. 2, no. 6, pp. 105-109, Sep. 2015.

[23] Snehal Chaflekar, “Concurrency Issues in Object-Oriented Modeling,” International Research Journal of Engineering and Technology (IRJET), vol.
3, issue 2, Feb. 2016.

[24] Snehal Chaflekar, Deepika Bhatiya and S. Wankhede, “Simulation of Routing Protocols in Wireless Ad-hoc Networks,” International Journal of
Engineering Research in Computer Science and Engineering (JERCSE), vol. 3, issue 3, Mar. 2016. [Online]. Available:
https://www.technoarete.org/common_abstract/pdf/IJERCSE/v3/i3/69.pdf

[25] Snehal H. Chaflekar, Ashwini Lokhande, Priyanka Gomase and Rupali Shinganjude, “Compiler Architecture and Design Issues,” International
Journal of Computer Science Trends and Technology (IJCST), vol. 5, issue 3, 2017.

[26] Snehal Chaflekar, Ankit Mandpe, Mangesh Ganvir and Aishwarya Sahare, “Payroll System Using Fingerprint and Face Detection,” International
Research Journal of Engineering and Technology (IRJET), vol. 5, issue 3, 2018. [Online]. Available: https://www.irjet.net/archives/V5/i3/IRJET-
V513273.pdf

[27] Rupali Shinganjude and Snehal Chaflekar, “Review Paper on Application of Data Mining on Health Informatics,” International Journal of Computer
Science and Engineering (IJCSE), vol. 6, issue 8, 2018. [Online]. Available: https:/ijcrt.org/papers/IJCRT_190623.pdf

[28] Dhanshree Moundeka, S. H. Chaflekar, Suyesha Tokekar, Gaurav Lambat, Pranjali Nasre, Vishakha Hude and Akanksha Korde, “An Android
Application for Animal Welfare,” International Journal of Scientific Research in Science, Engineering and Technology (IISRSET), vol. 6, issue 8, 2019,
DOI: 10.32628/IJSRSET196249.

[29] Snehal Chaflekar, Shivani Pawade, Swati Thakur, Ankush Vaidya, Anshul Gajapure and Mahima Chaudhari, “Chat-Bot for Blind Student,”
International Journal of Advanced Research in Science, Communication and Technology, vol. 3, issue 8, 2023.



International Journal of Research Publication and Reviews, Vol 7, Issue 10, pp 9763-9770 October, 2026 9770

[30] S. Chaflekar, R. Rewatkar, K. T. V. Reddy, U. Pacharaney, M. Adak and S. Khedkar, “Job scheduling approach in load balancing in cloud computing
environment,” AIP Conf. Proc., vol. 3188, no. 1, p. 040016, Dec. 2024, https://doi.org/10.1063/5.0240268.

[31] S. Chaflekar and R. Rewatkar, “Model Agnostic Predictive Smart Load Balancer in Microservices Environment,” 2nd DMIHER International
Conference on Artificial Intelligence in Healthcare, Education and Industry (IDICAIEI), Wardha, India, 2024, pp. 1-6, doi:
10.1109/IDICAIEI61867.2024.10842849.

[32] S. Chaflekar, R. Rewatkar and K. T. V. Reddy, “Load balancing in cloud environment: Issues and challenges,” AIP Conf. Proc., vol. 3162, no. 1, p.
020053, Feb. 2025, https://doi.org/10.1063/5.0241726.

[33] Snehal Chaflekar and Rajendra Rewatkar, “Novel Load Prediction in Microservice Architecture using Attention Mechanism based Deep LSTM
Networks (AMDLN),” International Journal of Innovative Research and Scientific Studies (IJIRSS), vol. 8, no. 3, 2025,
https://doi.org/10.53894/ijirss.v8i3.6751.

[34] S. Chaflekar, R. Rewatkar, M. Chaudhari, S. Patil, R. Shinganjude and T. Panse, “Real-Time Cloud Deployment of Flask-AMDLNR: An Al-Driven
Application-Layer Load Balancer for Microservices,” 3rd DMIHER International Conference on Artificial Intelligence in Healthcare, Education and
Industry (IDICAIHEI), Wardha, India, 2025, DOI: 10.1109/IDICAIHEI65991.2025.11378789.



