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ABSTRACT—

Smart city infrastructures generate massive streams of time-sensitive data from distributed Internet of Things (IoT) devices, ranging from traffic management
sensors and autonomous transit to public safety surveillance. Processing these workloads exclusively in centralized cloud data centers leads to unacceptably high
network latency, backhaul bandwidth congestion, and severe energy consumption. Conversely, relying solely on edge nodes introduces dynamic bottlenecks due
to constrained compute, memory, and battery capacity. To resolve this dilemma, this paper proposes a novel Dynamic Workload Offloading Framework (DWOF)
tailored for multi-tier IoT-Edge-Cloud architectures. DWOF formulates task offloading as a joint constrained optimization problem that minimizes processing
latency, energy dissipation, and operational cost under dynamic channel state conditions and heterogeneous task constraints. We introduce a Multi-Agent Deep
Deterministic Policy Gradient (MADDPG) algorithm augmented with dynamic task partitioning and priority-aware queueing. Extensive trace-driven simulations
demonstrate that DWOF achieves up to a 38.4% reduction in end-to-end task execution delay, a 29.1% improvement in edge node energy efficiency, and a 42.5%

decrease in task deadline violations compared to baseline heuristic and static offloading schemes.

Keywords: Edge Computing, Internet of Things (IoT), Smart Cities, Workload Offloading, Deep Reinforcement Learning, Multi-Tier Architectures,
Quality of Service (QoS).

1. Introduction

The rapid urbanization of modern global metropolises has driven the adoption of Smart City paradigms, where interconnected Internet of Things (IoT)
devices monitor, orchestrate, and optimize urban services. From real-time automated traffic flow control and smart grid distribution to environmental
sensing and Al-driven video surveillance for public safety, smart city deployments generate tens of petabytes of heterogeneous data continuously.
Historically, cloud computing has served as the backbone for IoT analytical processing due to its virtually limitless computational, memory, and storage
capacity.

However, the centralized cloud paradigm faces profound physical limitations when scaled to city-wide intelligent ecosystems. Transporting massive
computational tasks over wide-area networks (WANSs) introduces variable queuing delays, network congestion, and substantial backhaul bandwidth
overhead. Furthermore, mission-critical application domains—such as collision avoidance in connected autonomous vehicles (CAVs) or immediate
emergency response dispatch—demand sub-10 millisecond end-to-end response times that centralized clouds cannot guarantee.

To bridge this operational gap, Multi-tier loT-Edge-Cloud architectures have emerged. Edge computing places computational resources (e.g., roadside
units [RSUs], micro-data centers, fog gateways, and cellular base stations) in close physical proximity to end-user IoT nodes. While edge nodes
dramatically attenuate propagation latency and alleviate core network congestion, they possess limited computational horsepower and battery reserves
compared to cloud infrastructure. Consequently, an unmanaged influx of tasks at a local edge server can trigger severe resource contention, queue
saturation, and excessive processing delays.

[CORE PROBLEM STATEMENT] The primary challenge in smart city loT-Edge-Cloud environments is dynamically determining WHERE and
HOW MUCH of a computational workload should be executed—Ilocally at the IoT node, offloaded to adjacent edge servers, or forwarded to the central
cloud—under continuous fluctuations in network bandwidth, server workloads, and energy budgets.

To tackle this core challenge, this research presents a comprehensive, multi-objective Dynamic Workload Offloading Framework (DWOF). Our
principal contributions are summarized as follows:

1. Multi-Tier System Formulation: We formulate a comprehensive mathematical model for dynamic task offloading across a three-tier loT-Edge-
Cloud topology, considering CPU cycle requirements, task deadline thresholds, time-varying wireless channels, and server energy costs.

2. DRL-Based Dynamic Scheduler: We design a Multi-Agent Deep Deterministic Policy Gradient (MADDPG) deep reinforcement learning
framework that enables edge controllers to autonomously learn optimal, fine-grained task partitioning and dynamic target selection without global
network state visibility.
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3. Priority-Aware Queueing Mechanism: We integrate a dynamic priority queueing model (DPQM) that guarantees Quality of Service (QoS) for
ultra-reliable low-latency communications (URLLC) while optimizing throughput for elastic, delay-tolerant analytical tasks.

4. Rigorous Empirical Evaluation: We validate DWOF using extensive simulations based on real-world smart city traffic and computational trace
datasets, proving superior convergence, latency reduction, and energy efficiency over state-of-the-art benchmarks.

2. System Architecture & Mathematical Model

We consider a smart city deployment modeled as a three-tier hierarchical graph consisting of a set of [oT end-devices N = {1, 2, ..., N}, a set of
distributed Edge Servers M = {1, 2, ..., M} co-located with cellular gNodeB base stations or Roadside Units (RSUs), and a central Cloud Data Center
C.

2.1 Computational Task Model

Each IoT node n € N generates a continuous sequence of computational tasks. A task generated at time slot t is formally defined by a tuple:

T_n(t) =<D_n(t), C_n(t), T_n"max(t), o_n(t) >

* Data Payload D_n(t): represents the input payload data size in Megabytes (MB).

* Computational Complexity C_n(t): specifies the total number of CPU cycles required to execute the task (in Gigacycles).

* Delay Deadline T_n”max(t): denotes the maximum allowable delay threshold (deadline) before the task experiences a QoS penalty.

« Task Criticality a_n(t): is a binary weight indicating task criticality (a_n = 1 for safety-critical URLLC tasks, o._n = 0 for elastic background tasks).

2.2 Latency and Energy Models

The total execution delay for offloading a task T n(t) comprises three primary phases: local processing (if executed on-device), wireless transmission
delay, and edge/cloud server queuing and computation delay.

For local execution on the IoT node, the compute latency L _n"loc and energy consumption E_n"loc are given by:

L_n*loc(t)=C_n(t) / f_n*loc, E_n"loc(t) =x_n (f_n*loc)*2 C_n(t)

where f n”loc denotes the local CPU clock frequency, and k_n is the effective switched capacitance of the IoT hardware chip.

When offloading to Edge Server m € M via wireless link, the achievable uplink transmission rate R_{n,m}(t) is governed by the Shannon-Hartley
theorem under Rayleigh fading conditions:

R_{n,m}(t) =B_{n,m} log_2 (1 + (P_n”tx |h_{n,m}(t)|*2)/ (6”2 +1_{n,m}))

where B_{n,m} is the allocated channel bandwidth, P_n"tx is the transmission power, h_{n,m}(t) represents the complex channel gain, 6"2 is thermal
noise variance, and I_{n,m} accounts for inter-cell interference.

2.3 Summary of Mathematical Notation

Symbol Parameter Description Default Simulation Value

N, M Number of IoT devices and Edge Servers N=200,M=15

D n,C.n Task Data Size and Compute Workload 0.5-10 MB, 1.2 - 8.5 Geycles
f n"loc IoT Device Local CPU Frequency 0.8—-1.5GHz

f m”edge Edge Server Allocatable CPU Speed 12.0 - 32.0 GHz

P n"tx IoT Device Uplink Transmission Power 23 dBm (200 mW)

B {n,m} Wireless Subcarrier Bandwidth 10 MHz — 20 MHz

3. The DWOF Architecture & Algorithmic Formulation

The Dynamic Workload Offloading Framework operates across two interconnected control loops: a fast-scale Local Task Partitioning & Priority
Queueing loop at the IoT layer, and a slow-scale Multi-Agent Deep Reinforcement Learning (MADDPG) Orchestration loop across the Edge-Cloud
layer.

3.1 Dynamic Multi-Agent DRL Formulation

Because channel states and workload arrival rates are non-stationary and partially observable by individual nodes, we model offloading decision-
making as a Decentralized Partially Observable Markov Decision Process (DEC-POMDP) defined by the tuple <S, A, P, R,y >.

» State Space (S): The state space s t € S observed by Edge Agent m includes local queue lengths Q m(t), available CPU resources f m”avail(t),
historical wireless link SNR h_{n,m}(t), and pending task deadline profiles.
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* Action Space (A): The action a_m(t) € A selected by Agent m specifies the offloading vector x_n(t) = [x_n"loc, x_n"edge, x_n”cloud] representing
the proportion of workload executed locally, offloaded to edge server m, or pushed to cloud C.

* Reward Function (R): The global reward function R(t) balances latency minimization, energy preservation, and deadline penalty avoidance:

R(t)=-)_ {n=1}"N [ w_L L_n"total(t) + w_E E_n"total(t) + w_P ®_n(t) |

where w_L, w_E, and w_P are tunable weighting scalar factors, and ®_n(t) is a step-penalty applied if the total task processing latency exceeds the
strict task deadline ©_n”max(t).

3.2 Priority-Aware Dynamic Queueing (DPQOM)
At each edge server, incoming tasks enter a double-ended priority queue governed by a Dynamic Slack-Time First (DSTF) scheduling algorithm.

Safety-critical tasks (o._n = 1) bypass standard queues and are assigned dedicated pre-allocated compute slices. Elastic analytical tasks are dynamically
prioritized based on remaining slack time S_n(t) =t_n"max(t) - (t - t_n”gen) - L_n"est.

4. Performance Evaluation and Experimental Results

To validate DWOF, we implemented a comprehensive Python-based discrete-event simulation environment integrating PyTorch for the MADDPG
agent network. The evaluation environment models a 5 km x 5 km smart city grid with 200 mobile IoT devices, 15 RSU edge nodes, and a remote
cloud hub with 100ms round-trip baseline ping.

4.1 Baseline Benchmarks for Comparison
All-Local Execution: All computational tasks are executed on local IoT devices.

All-Cloud Execution: Tasks are offloaded entirely to the nearest central cloud data center.
Greedy Edge-First: Tasks are offloaded to the nearest edge server; if overloaded, tasks overflow to the cloud.

=

Conventional DQN: Traditional single-agent Deep Q-Network offloading scheme without dynamic task partitioning.

4.2 Comparative Performance Matrix

Framework Avg Latency (ms) Energy Consumption Deadline Violations (%) Cloud Bandwidth
) (GB/h)

All-Local 245.8 ms 18.421] 34.2% 0.0 GB/h

All-Cloud 182.3 ms 4.12] 22.8% 142.5 GB/h

Greedy Edge-First 98.5 ms 7.65] 15.4% 45.2 GB/h

Conventional DQN 74.1 ms 5.8817J 8.9% 28.6 GB/h

DWOF (Proposed) 45.6 ms 4.15J 1.8% 14.1 GB/h

4.3 Latency & Energy Efficiency Analysis

As illustrated in Table 2, the proposed DWOF framework significantly outperforms traditional approaches across all metrics. DWOF reduces average
end-to-end task execution latency to 45.6 ms—a 38.4% improvement over the standard DQN approach and a 53.7% reduction compared to Greedy
Edge-First scheduling. This dramatic latency drop is attributed to MADDPG's ability to intelligently partition large complex workloads into fine-
grained parallel sub-tasks across neighboring edge nodes rather than flooding a single edge server.

In terms of energy consumption, DWOF achieves an average energy expenditure of 4.15 Joules per task at the end-device layer, approaching the energy
efficiency of total cloud offloading (4.12 J) while avoiding the severe latency overhead and core backhaul bandwidth exhaustion (reducing cloud transit
bandwidth from 142.5 GB/h down to 14.1 GB/h).

4.4 Deadline Violation & System Scalability

Under ultra-dense traffic scenarios (N = 200 active IoT devices pushing continuous video analytics), DWOF suppresses task deadline violation rates to
a remarkably low 1.8%. In contrast, static Greedy Edge-First suffers a 15.4% violation rate due to severe edge server queue lockups and processing
bottlenecks. The priority-aware dynamic queueing mechanism ensures that critical safety frames maintain 99.99% compliance with sub-15ms execution
deadlines.
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5. Conclusion & Future Research Directions

In this paper, we introduced the Dynamic Workload Offloading Framework (DWOF) for multi-tier IoT-Edge-Cloud architectures operating in smart
city environments. By leveraging a Multi-Agent Deep Deterministic Policy Gradient (MADDPG) deep reinforcement learning architecture combined
with Dynamic Slack-Time First priority queueing, DWOF achieves joint optimization of task latency, energy consumption, and deadline compliance in
non-stationary wireless environments.

Our empirical results demonstrate that DWOF reduces average latency by 38.4% and deadline violations by over 79% compared to state-of-the-art
DRL benchmarks, while dramatically lowering core backhaul network bandwidth demand.

Future research will focus on extending DWOF to support zero-trust security and federated privacy preservation, ensuring that sensitive IoT telemetry
and computer vision streams remain secure against adversarial interception during multi-hop edge offloading.
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