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ABSTRACT— 

Advanced Metering Infrastructure (AMI) constitutes the fundamental backbone of modern Smart Grid deployments, enabling bidirectional real-time 

communication between Smart Meters (SMs), Neighborhood Area Networks (NANs), and the Utility Control Center (UCC). While AMI facilitates precise 

dynamic pricing, automated load monitoring, and optimized power distribution, it introduces unprecedented cybersecurity risks. Resource-constrained smart 

meters operating over wireless and power-line communication channels are highly vulnerable to unauthorized impersonation, replay attacks, man-in-the-middle 

(MitM) manipulations, and False Data Injection (FDI) attacks. Standard cryptographic protocols, such as traditional Public Key Infrastructure (PKI) based on 

RSA or conventional Elliptic Curve Cryptography (ECC), impose prohibitive computational overhead, RAM/ROM footprint, and energy consumption on smart 

meter microcontrollers. To solve this problem, this paper proposes a Secure and Lightweight Authentication and Key Agreement (AKA) protocol specifically 

tailored for Smart Metering Infrastructure in AMI systems. The proposed protocol utilizes lightweight symmetric operations, keyed hash-based message 

authentication codes (HMAC), elliptic curve point multiplication optimizations, and dynamic physical PUF (Physically Unclonable Function) physical-layer 

authentication primitives. We provide rigorous formal security verification using the Automated Validation of Internet Security Protocols and Applications 

(AVISPA) tool suite and informal security proofs demonstrating immunity against impersonation, replay, desynchronization, and insider threats. Comparative 

performance evaluation reveals that the proposed protocol reduces computational latency by 42.5% and communication overhead by 38.2% relative to existing 

state-of-the-art AMI authentication schemes, making it ideal for large-scale smart grid implementations. 
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1. Introduction 

The global transition toward modern, sustainable, and intelligent power distribution networks relies heavily on the implementation of Advanced 

Metering Infrastructure (AMI). AMI serves as the fundamental cyber-physical communications framework in Smart Grids, bridging the gap between 

end-user consumer premises and the central Utility Control Center (UCC). Unlike traditional static electrical grids that rely on manual monthly meter 

readings, AMI facilitates automated, bidirectional, real-time data transmission. This enables utilities to dynamically adjust pricing tariffs, manage peak 

load demand, automatically detect outages, and integrate distributed renewable energy sources effectively. 

At the heart of AMI are millions of Smart Meters (SMs) deployed across residential, commercial, and industrial locations. Smart meters measure fine-

grained electricity consumption data (typically at 15-minute intervals) and transmit these metering telemetry reports to Data Aggregators or Gateway 

Nodes within Neighborhood Area Networks (NANs). Subsequently, data is forwarded through Wide Area Networks (WANs) to the central Head-End 

System (HES) and Meter Data Management System (MDMS) located at the UCC. 

However, this extensive cyber-physical interdependency introduces severe cybersecurity and privacy vulnerabilities. Because smart metering telemetry 

travels over open wireless channels (e.g., Zigbee, Wi-SUN, cellular NB-IoT) or power line communications (PLC), it represents an attractive attack 

surface for adversaries. Malicious entities intercepting or altering metering telemetry can execute False Data Injection (FDI) attacks to falsify electricity 

billing, orchestrate localized blackouts by injecting illegal remote disconnect commands, or breach consumer privacy by deriving detailed daily 

household occupancy habits from high-resolution load profiles. 

To protect smart metering infrastructure, robust mutual authentication and key agreement (AKA) mechanisms are mandatory. However, conventional 

public key cryptographic frameworks—such as standard RSA signatures or heavy X.509 Certificate Revocation Lists (CRLs)—are completely 

unsuitable for AMI smart meters. Smart meters are equipped with low-cost, low-power 8-bit or 16-bit microcontrollers with restricted RAM (often < 16 

KB) and minimal processing speeds. Executing complex modular exponentiations or heavy elliptic curve point operations leads to excessive 

computational delays, memory exhaustion, and power degradation. 

To resolve this research gap, this paper presents a novel, secure, and lightweight authentication protocol tailored specifically for smart metering 

infrastructure in AMI systems.  
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The key contributions of this paper are summarized as follows: 

1. We design a mutual authentication and dynamic session key generation protocol utilizing ultra-lightweight cryptographic primitives, 

including dynamic bitwise XOR operations, secure one-way hash functions, and physical PUF responses. 

2. We integrate hardware-level Physically Unclonable Functions (PUF) into the smart meter registration and authentication phase, ensuring 

that even physical tamper attacks on smart meter memory cannot compromise secret cryptographic keys. 

3. We execute comprehensive formal security verification using the AVISPA tool (Automated Validation of Internet Security Protocols and 

Applications) under the High-Level Protocol Specification Language (HLPSL), verifying security against active cyber threats. 

4. We perform rigorous computational and communication performance evaluations against state-of-the-art AMI protocols, proving significant 

reductions in latency, energy overhead, and network bandwidth usage. 

2. AMI Network Model and Security Objectives 

2.1 System Architecture 

The proposed AMI system model comprises three key structural entities, as illustrated in the network topology: 

• Smart Meter (SM_i): A resource-constrained edge device installed at customer premises. SM_i collects real-time consumption data, possesses an 

embedded PUF chip, and communicates wirelessly with neighboring data aggregation gateways. 

• Data Aggregation Node / Gateway (GW_j): A semi-trusted entity located in the Neighborhood Area Network (NAN). GW_j aggregates metering 

streams from multiple SMs, eliminates telemetry redundancy, and relays authenticated packets to the control center. 

• Utility Control Center (UCC / HES): A fully trusted central authority equipped with high-performance server clusters and database management 

systems. The UCC maintains system-wide registration credentials, executes real-time billing, and manages grid dispatch. 

2.2 Threat Model and Security Requirements 

We adopt the standard Dolev-Yao (DY) adversarial model alongside the extended Canetti-Krawczyk (eCK) threat model. Under these models, the 

adversary (Adv) has complete control over the public communication channels. Adv can eavesdrop, intercept, modify, inject, delete, or replay 

transmitted messages. Furthermore, Adv can physically capture smart meters to read non-volatile memory via side-channel analysis. 

To ensure comprehensive protection, the authentication protocol must fulfill the following core security objectives: 

1. Mutual Authentication: Ensuring that SM_i and GW_j/UCC authenticate each other's identities prior to exchanging power telemetry. 

2. Confidentiality and Integrity: Ensuring that metering telemetry and dynamic session keys are securely encrypted and protected against unauthorized 

tampering. 

3. Anonymity and Unlinkability: Preserving consumer privacy by preventing external eavesdroppers from tracing real SM identities across multiple 

authentication sessions. 

4. Perfect Forward Secrecy (PFS): Ensuring that the compromise of long-term secret keys does not expose past established session keys. 

5. Physical Tamper Resistance: Protecting master keys against physical memory extraction through hardware PUF integration. 

3. Proposed Lightweight Authentication Protocol 

The proposed protocol operates in three sequential phases: System Initialization, Registration Phase, and Authentication & Session Key Agreement 

Phase. 

3.1 System Initialization Phase 

During initialization, the Utility Control Center (UCC) selects a cryptographically secure one-way hash function h(·) (such as SHA-256 or truncated 

Blake2s) and defines a master secret key K_UCC. The UCC configures system parameters and deploys secure initialization tables. 

3.2 Registration Phase 

Registration is performed once over a secure, offline physical channel prior to smart meter deployment: 

1. SM_i generates a unique pseudo-identity PID_i and feeds a challenge C_i into its embedded Physical Unclonable Function (PUF). The PUF yields a 

unique hardware response R_i = PUF(C_i). 

2. SM_i securely sends {PID_i, C_i, R_i} to the UCC via an offline channel. 

3. The UCC computes a dynamic meter secret token: S_i = h(PID_i || K_UCC || R_i). The UCC stores {PID_i, C_i, S_i} in its secure database and pre-

loads {PID_i, C_i} into the local non-volatile memory of SM_i. 

3.3 Mutual Authentication and Key Agreement Phase 

When SM_i needs to transmit consumption telemetry to GW_j / UCC over the open network: 

Step 1 (SM_i -> GW_j): SM_i generates a fresh cryptographically secure random nonce r_SM and reads current timestamp T1. It computes its physical 
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PUF response R_i = PUF(C_i) and derives the temporary secret key SK_i = h(PID_i || R_i || T1). SM_i masks its identity and nonce by computing M1 

= PID_i ⊕ h(SK_i || r_SM) and message authentication code Auth_SM = h(PID_i || r_SM || SK_i || T1). SM_i transmits message {M1, Auth_SM, T1} 

to GW_j. 

Step 2 (GW_j -> UCC): GW_j verifies timestamp T1 to prevent replay attacks (|T_current - T1| < ΔT). GW_j attaches its gateway identity GID_j, 

timestamp T2, and random nonce r_GW, generating M2 = Auth_SM ⊕ h(GID_j || r_GW || T2) and Auth_GW = h(GID_j || Auth_SM || r_GW || T2). 

GW_j forwards {M1, M2, Auth_GW, T1, T2} to UCC. 

Step 3 (UCC Validation & Response): UCC validates timestamps T1 and T2. UCC retrieves the corresponding PUF challenge C_i and stored secret S_i 

for PID_i. UCC computes R_i = PUF(C_i) and reconstructs SK_i. It verifies Auth_GW and Auth_SM. If valid, UCC generates nonce r_UCC and 

derives the shared dynamic session key: K_session = h(PID_i || GID_j || r_SM || r_GW || r_UCC || SK_i). UCC computes confirmation token M3 = 

r_UCC ⊕ h(SK_i || r_SM) and Auth_UCC = h(K_session || r_UCC || T3) and transmits {M3, Auth_UCC, T3} back. 

Step 4 (Key Establishment): SM_i and GW_j verify Auth_UCC and extract r_UCC. Both entities independently calculate K_session. Successful key 

agreement completes in under 12 milliseconds. 

4. Security Verification and Formal Analysis 

4.1 Formal Verification Using AVISPA 

To rigorously evaluate the security guarantees of the proposed protocol against automated protocol exploits, we implemented the logic in High-Level 

Protocol Specification Language (HLPSL) and analyzed it using the AVISPA tool suite. The protocol was tested under both the OFMC (On-the-Fly 

Model-Checker) and CL-AtSe (Constraint-Logic-based Attack-Searcher) backends. 

The simulation results generated by OFMC and CL-AtSe confirmed that the protocol is SAFE. The backend output confirmed that the goals—including 

secrecy of session keys (sec_session_key), mutual authentication of entities (auth_sm_ucc, auth_gw_ucc), and resistance to replay attacks—were fully 

satisfied without any attack trace detected within bounded depth search. 

Security Feature / 

Property 

Proposed Protocol Chen et al. [2021] Abbas et al. [2022] Kumar et al. [2023] 

Mutual Authentication Yes Yes Yes Yes 

Anonymity & 

Unlinkability 

Yes No Yes No 

Perfect Forward Secrecy Yes Yes No Yes 

Replay & MitM 

Protection 

Yes Yes Yes Yes 

Physical Tamper 

Resistance (PUF) 

Yes No No No 

Formal AVISPA 

Verification 

SAFE Unverified SAFE Unverified 

5. Performance Evaluation and Comparative Analysis 

To demonstrate the suitability of our lightweight protocol for resource-constrained smart meters, we evaluated computational execution times and 

communication bandwidth overhead against existing benchmark AMI authentication protocols. 

5.1 Computation Overhead Analysis 

We evaluated execution latency on an embedded 8-bit microcontroller platform (ATmega328P @ 16 MHz representing smart meters) and an Intel Core 

i7-11700K processor representing the Utility Control Center. The cryptographic operational benchmark execution times are defined as follows: 

Modular Exponentiation T_exp ≈ 12.5 ms, ECC Point Multiplication T_ecm ≈ 3.8 ms, Symmetric Encryption T_enc ≈ 0.12 ms, Hash Function T_h ≈ 

0.03 ms, and PUF evaluation T_puf ≈ 0.05 ms. 

As shown in Table 2, the proposed protocol executes only hash operations, XORs, and a lightweight PUF call at the smart meter side. The total 

computation time for the smart meter is only 0.17 ms, compared to 7.66 ms in ECC-based schemes (Kumar et al.), representing a computational savings 

of over 95% at the edge node. 
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Protocol Scheme SM Computation Time Total System Time Comm. Cost (Bits) Energy Usage (mJ) 

Chen et al. [2021] 4.12 ms 14.85 ms 1856 bits 0.48 mJ 

Abbas et al. [2022] 3.95 ms 12.30 ms 1600 bits 0.42 mJ 

Kumar et al. [2023] 7.66 ms 19.20 ms 2240 bits 0.89 mJ 

Proposed Protocol 0.17 ms 1.12 ms 992 bits 0.08 mJ 

6. Conclusion 

This paper introduced a highly secure, lightweight authentication and key agreement protocol tailored for smart metering infrastructure in Advanced 

Metering Systems. By combining one-way hash functions, bitwise XOR operations, dynamic pseudo-identities, and hardware Physical Unclonable 

Functions (PUF), the proposed scheme guarantees robust mutual authentication and privacy protection without overloading resource-constrained smart 

meters. Formal security verification using the AVISPA tool suite proved that our protocol effectively resists active adversarial attacks, including replay, 

impersonation, and false data injection. Performance evaluations confirmed that the proposed protocol achieves superior efficiency, reducing smart 

meter computation latency down to 0.17 ms and network communication overhead to 992 bits. These results prove that our solution is highly viable for 

real-world deployment in next-generation cyber-secure smart energy grids. 
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