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ABSTRACT :

Smart cities rely on large numbers of Internet of Things (IoT) devices that sense, communicate and act on urban infrastructure such as traffic, energy, water,
waste, healthcare and public safety. This scale and heterogeneity creates serious security, privacy and trust problems: centralized cloud platforms are single points
of failure, constrained devices cannot run heavy cryptography, and data shared between municipal departments and private operators is difficult to audit.
Blockchain, with its decentralized consensus, tamper-evident ledger and programmable smart contracts, is a promising complement to IoT. This paper reviews the
security requirements of smart city IoT systems, surveys existing blockchain-based solutions, and proposes a four-layer architecture that combines a lightweight
device layer, an edge/fog layer, a permissioned blockchain layer and an application layer. The architecture provides device identity management, smart-contract-
based access control, integrity-protected data logging with off-chain storage, and automated service execution. A threat analysis maps common attacks to the
proposed countermeasures, and a qualitative evaluation compares the approach with conventional centralized designs. Open challenges including scalability,

energy cost, interoperability, privacy regulation and governance are discussed, together with directions for future research.
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1. Introduction

Rapid urbanization is placing heavy pressure on transport, energy, water, sanitation and public services. A smart city addresses this pressure by
embedding sensors, actuators and communication networks into urban infrastructure and using the collected data for better planning and real-time
decisions [2], [13]. The Internet of Things is the technological backbone of this vision, connecting billions of devices from smart meters and street
lights to traffic cameras and environmental monitors [1], [12].

However, the same connectivity that makes smart cities efficient also widens the attack surface. Compromised sensors can feed false data into traffic
control or energy grids, insecure gateways can leak citizens’ personal information, and centralized data platforms can be breached or manipulated by
insiders [6], [10]. Traditional security models that depend on a trusted central authority struggle to scale to millions of resource-constrained devices
owned by many different stakeholders.

Blockchain technology, first introduced as the foundation of Bitcoin [14], offers a decentralized, append-only and cryptographically linked ledger
maintained by a network of participants. Combined with smart contracts [8], it can provide trustworthy identity, auditable data exchange and automated
policy enforcement without a single controlling party. Integrating blockchain with IoT therefore appears natural, but it is not trivial: blockchains are
resource-intensive, have limited throughput and add latency, while IoT devices are constrained in power, memory and bandwidth [7], [15].

1.1 Problem Statement

Existing smart city platforms are largely centralized and lack a verifiable, interoperable and scalable mechanism to authenticate devices, protect data
integrity and enforce access policies across multiple administrative domains.

1.2 Objectives
. To identify the security and privacy requirements of smart city [oT deployments.
. To review existing literature on blockchain-enabled IoT security.

. To propose a layered, scalable architecture integrating blockchain and IoT for smart city applications.
. To analyze the security of the proposed design against common threats and to discuss its limitations.

1.3 Contributions

The main contributions are (i) a structured requirement analysis for secure smart city IoT, (ii) a four-layer blockchain—loT—edge architecture with
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defined workflows for device registration, data logging and access control, (iii) a threat-to-countermeasure mapping, and (iv) a discussion of challenges
and research directions.

1.4 Organization of the Paper

Section 2 reviews related work. Section 3 presents background concepts. Section 4 describes the proposed architecture and Section 5 the methodology
and workflows. Section 6 analyzes security, Section 7 discusses smart city applications, and Section 8 presents the evaluation and discussion. Section 9
covers challenges, Section 10 future scope, and Section 11 concludes the paper.

2. Literature Review

Research on blockchain for IoT has grown quickly. Christidis and Devetsikiotis [3] discussed how blockchains and smart contracts can remove
intermediaries and enable autonomous, trustworthy interactions among IoT devices. Dorri et al. [4] proposed a lightweight, hierarchical blockchain for
a smart home, using a local private ledger managed by an immutable-ledger miner to reduce overhead while retaining security and privacy. Biswas and
Muthukkumarasamy [5] presented a smart city framework in which a blockchain layer connects distributed devices and provides secure
communication.

Sharma and Park [9] proposed a hybrid architecture for smart cities that combines a distributed blockchain core with software-defined networking and
edge nodes to improve scalability and reduce latency. Fernandez-Caramés and Fraga-Lamas [7] reviewed blockchain applications across IoT domains
and highlighted problems of scalability, storage and regulation. Conoscenti et al. [15] performed a systematic literature review and observed that most
proposals target data management and access control, while performance evaluation on real constrained devices is limited. Sicari et al. [10] and Roman
et al. [6] analyzed IoT security, privacy and trust requirements, which underline the need for decentralized trust models.

Table 1: Summary of Selected Related Work

Reference Focus Key Idea Limitation

Christidis & Blockchain and smart contracts Autonomous, trustless device Conceptual; limited
Devetsikiotis [3] for IoT interaction implementation detail

Dorri et al. [4] Smart home security and privacy | Lightweight hierarchical blockchain Single-domain (home) scope
Biswas & Smart city security Blockchain communication layer for Scalability not fully addressed
Muthukkumarasamy devices

[5]

Sharma & Park [9] Hybrid smart city network SDN + edge + distributed blockchain Complex deployment
Fernandez-Caramés & | Review of blockchain for IoT Taxonomy of use cases and issues Survey; no new architecture
Fraga-Lamas [7]

2.1 Research Gap

Most prior work focuses on a single domain, assumes powerful nodes, or treats storage and privacy only briefly. There is a need for an architecture that
(a) accommodates constrained devices through edge delegation, (b) keeps bulky data off-chain while anchoring integrity on-chain, (c) supports multi-
stakeholder governance through a permissioned network, and (d) integrates privacy-aware access control suitable for urban services.

3. Background and Preliminaries

3.1 Smart City and IoT

A smart city uses information and communication technology to improve the efficiency of urban services and the quality of life of citizens. An IoT-
based smart city is commonly viewed in layers: perception (sensors, actuators, RFID, cameras), network (Wi-Fi, LoORaWAN, NB-IoT, 5G), data
processing (edge, fog and cloud) and application layers [1], [2]. Key characteristics include massive scale, heterogeneity of devices and protocols,
constrained resources, and ownership by multiple agencies and vendors.

3.2 Blockchain Fundamentals

A blockchain is a chain of blocks, each containing a batch of transactions and the cryptographic hash of the previous block, so that altering any record
invalidates all subsequent blocks. Participants agree on the ledger state through a consensus mechanism. Proof of Work (PoW) is secure but energy-
intensive; Proof of Stake (PoS) reduces energy use; and Practical Byzantine Fault Tolerance (PBFT) and related protocols [11] give fast finality in
permissioned settings with known validators.
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3.3 Smart Contracts

Smart contracts are programs stored and executed on the blockchain that run automatically when predefined conditions are met [8]. In smart cities they
can encode access policies, trigger payments for energy trading, record incidents and orchestrate multi-party workflows without manual intervention.

3.4 Public, Private and Consortium Blockchains

Table 2: Comparison of Blockchain Types for Smart City Use

Property Public Consortium (Permissioned) Private

Participation Open to anyone Approved organizations Single organization
Consensus PoW / PoS PBFT, Raft, similar Raft, similar

Throughput / latency Low / high Moderate to high / low High / low

Privacy control Low High Very high

Decentralization High Partial (multi-party) Low

Suitability Citizen-facing public records Inter-agency city platforms Internal department systems

For city-scale deployments involving several departments, utilities and service providers, a consortium (permissioned) blockchain such as Hyperledger

Fabric [11] offers a practical balance between trust, performance and privacy, and is therefore adopted in the proposed architecture.

4. Security Requirements and Proposed Architecture

4.1 Security and Privacy Requirements

. Authentication and identity: Only legitimate devices and users participate in the system.
. Integrity: Sensor data and commands cannot be altered undetected.
. Confidentiality and privacy: Sensitive data is encrypted and disclosed only to authorized parties.

. Availability and resilience: Services remain operational despite node failures or denial-of-service attacks.

. Auditability and non-repudiation: Every access and update is recorded and attributable.

. Scalability and interoperability: The solution must support millions of devices and heterogeneous standards.

4.2 Layered Architecture

The proposed architecture has four layers, shown in Table 3. Resource-constrained devices never run consensus; instead, edge/fog gateways act as

blockchain clients on their behalf, and large data is stored off-chain with only its hash anchored on the ledger.

Table 3: Layers of the Proposed Architecture

Layer

Components

Responsibilities

1. Device (Perception)
Layer

Sensors, actuators, cameras, smart meters, RFID

Data sensing, lightweight signing, secure boot, firmware
integrity

2. Edge / Fog Layer

Gateways, edge servers, local caches

Protocol translation, data aggregation, device proxying
for blockchain, local analytics, anomaly detection

3. Blockchain Layer

Permissioned ledger, validator nodes, smart
contracts, membership service

Identity registry, access-control policies, integrity
anchoring, audit logs, automated service logic

4. Application Layer

Dashboards, APIs, mobile apps for traffic,
energy, water, waste, health, governance

Service delivery, analytics, citizen interfaces, authorized
data queries

An off-chain storage component (a distributed file system or a secured cloud/data lake) sits alongside layers 2 and 3. It holds high-volume sensor

streams and images, while the blockchain keeps their cryptographic digests, timestamps and access metadata.

4.3 Core Modules

. Identity and registration module: Each device receives a unique identifier and key pair at manufacture or deployment. A registration

smart contract binds the identifier and public key to the owning agency, and a revocation list handles compromised devices.
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. Access-control module: Policy smart contracts define who may read, write or control which resources, under which conditions (role,
location, time). Requests are checked on-chain before the edge releases data or executes a command.

. Data integrity module: Edge nodes batch readings, compute a Merkle root over each batch and submit it as a transaction. Any later change
to off-chain data fails verification against the on-chain root.

. Service automation module: Contracts trigger actions automatically, for example dispatching maintenance when a threshold is crossed, or
settling energy trades between prosumers.

. Anomaly detection and incident response module: Statistical or machine-learning checks at the edge flag suspicious devices, and a
contract records the incident and can suspend the device pending review.

5. Methodology and System Workflow

5.1 Design Approach

The design follows a requirements-driven methodology: (1) identify threats and requirements, (2) select a permissioned blockchain and consensus
protocol appropriate for known validators, (3) define smart contracts for identity, access and logging, (4) delegate heavy operations to edge nodes, and
(5) analyze security and performance trade-offs.

5.2 Device Registration and Authentication

. The device manufacturer or city administrator generates a key pair and submits a registration transaction through an edge gateway.

. The registration contract verifies the administrator’s credentials and records the device ID, public key, type and owner on the ledger.
. During operation the device signs each message; the gateway verifies the signature against the registry before accepting data.

. If a device is compromised or decommissioned, a revocation transaction invalidates its key network-wide.

5.3 Secure Data Logging

. The device sends signed, encrypted readings to its edge gateway.

. The gateway validates, aggregates and stores the data off-chain.

. It computes a hash (Merkle root) of the batch and submits an integrity transaction to the blockchain.

. Validators reach consensus and append the transaction; the transaction ID is returned as a verifiable receipt.

5.4 Access Control Workflow

. A user or application requests a resource through the API gateway.

. The access-control contract evaluates the request against stored policies and the requester’s attributes.

. If approved, a time-limited token is issued and the decision is logged; otherwise the request is denied and the attempt is logged.
. The edge node verifies the token and serves the data, optionally returning a hash so the requester can check integrity.

5.5 Consensus and Platform Choice

A permissioned platform such as Hyperledger Fabric [11] is suitable because it supports channels for data isolation between departments, pluggable
consensus, membership services and chaincode (smart contracts). Ethereum [8] based private networks are an alternative where broad tooling is
desired. Both avoid the energy cost of public PoW networks.

Table 4: Candidate Platforms for the Blockchain Layer

Platform Consensus options Strengths Considerations

Hyperledger Fabric Raft, pluggable Channels, fine-grained Higher setup complexity
permissions, modular

Ethereum (private / PoA) | PoA, IBFT Mature smart contract ecosystem | Weaker native privacy isolation

Public PoW chains PoW Maximum openness Energy use, low throughput,
unsuitable for real-time IoT
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6. Security and Privacy Analysis

Table 5 maps common smart city threats to the mechanisms of the proposed architecture.

Table 5: Threats and Countermeasures

Threat Impact Countermeasure in proposed design

Device spoofing / False data, unauthorized control On-chain identity registry, per-message digital signatures,

impersonation revocation

Data tampering Wrong decisions in traffic, grid or water Hash/Merkle-root anchoring on immutable ledger;

systems verification on read

Man-in-the-middle / replay Message interception or reuse TLS/DTLS channels, timestamps and nonces in signed
messages

Insider misuse Unauthorized data access or edits Smart-contract access control, immutable audit trail

Single point of failure / Service outage Distributed validators, edge redundancy, rate limiting at

DDoS gateways

Sybil / rogue node Consensus manipulation Permissioned membership with vetted validators; BFT-
tolerant consensus

Privacy leakage Exposure of citizen data Off-chain encrypted storage, channels, pseudonymous
identifiers, minimal on-chain metadata

Smart contract bugs Logic exploitation Code audits, formal verification, upgrade/governance
procedures

Integrity and non-repudiation follow from hash chaining and digital signatures: any modification of a logged batch changes its digest and is detected.
Auvailability improves because no single server controls the system and consensus continues despite a bounded number of faulty validators [11].
Confidentiality depends on keeping personal data off-chain, encrypting it, and limiting the ledger to hashes and policy metadata; this is also consistent
with data-minimization principles of modern data protection law. It must be noted that blockchain does not protect against faulty sensors that sign
wrong readings (the “oracle problem”); edge anomaly detection and device attestation are therefore needed as complementary measures.

7. Smart City Application Scenarios

. Intelligent transportation: Vehicle and infrastructure data are signed and logged; traffic-signal contracts and incident records are auditable,
and tolling or parking payments can be automated.

. Smart energy and grid: Smart meters record consumption with tamper-evident logs; contracts support peer-to-peer energy trading and
demand-response incentives between prosumers and utilities.

. Water and environment monitoring: Sensor readings for water quality and leakage are anchored on-chain so regulators and citizens can
trust the data; contracts trigger maintenance alerts.

. Waste management: Bin fill-level sensors and vehicle tracking provide verifiable proof of collection and support pay-per-service contracts.

. Healthcare and emergency services: Patient data stays in encrypted off-chain stores, while consent records and access logs are kept on-
chain to give patients control and auditors visibility.

. Public safety and surveillance: Camera metadata and evidence chains of custody are hashed to preserve integrity of footage used in
investigations.

. E-governance: Land records, permits, certificates and public procurement can be recorded transparently, reducing fraud and delays.

8. Evaluation and Discussion

8.1 Evaluation Approach

This paper presents an architectural and analytical evaluation. A prototype implementation on a Hyperledger Fabric test network with emulated IoT
clients is a planned next step; the metrics to be measured are transaction throughput (transactions per second), end-to-end latency, device-side energy
and memory overhead, ledger growth, and fault tolerance under validator failures and network partitions.
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8.2 Qualitative Comparison

Table 6: Proposed Architecture vs. Centralized Cloud-Based Smart City Platform

Criterion Centralized cloud platform Proposed blockchain—IoT—edge architecture
Trust model Single trusted operator Shared trust among consortium members

Data integrity Depends on operator controls Tamper-evident ledger with verifiable hashes
Single point of failure Yes No (distributed validators, edge redundancy)
Auditability Operator logs, can be altered Immutable, shared audit trail

Latency / throughput Generally lower latency, high throughput Added consensus latency; mitigated by edge

processing and off-chain storage

Implementation complexity Lower Higher (key management, governance, contract
lifecycle)
Multi-agency interoperability Requires bilateral integrations Common ledger and standardized contracts
8.3 Discussion

The analysis indicates that the proposed design improves integrity, auditability and resilience over centralized alternatives while keeping device
overhead low by delegating blockchain operations to the edge. The cost is added architectural and governance complexity, and some latency for on-
chain operations. Time-critical control loops (for example, emergency braking or grid protection) should therefore remain local, using the blockchain

for verification, logging and coordination rather than for hard real-time control.

9. Challenges and Limitations

. Scalability and throughput: Consensus and ledger growth limit transaction rates; sharding, off-chain channels, batching and edge

aggregation are needed for city scale [7].

. Resource constraints and energy: Constrained devices struggle with public-key cryptography; lightweight and elliptic-curve schemes,

hardware security modules and secure elements can help [4].

. Privacy and regulation: Immutability conflicts with the right to erasure; personal data must stay off-chain and be minimized, with careful

legal design.
. Interoperability: Diverse protocols and standards (MQTT, CoAP, oneM2M, etc.) require common data models and middleware.
. Key management: Lost keys, compromised keys and large-scale revocation are difficult in decentralized settings.

. Oracle / data-quality problem: Faulty or malicious sensors can feed false data to the chain; trusted hardware and data validation are

required.

. Governance and cost: Deciding who runs validators, how members join, and how disputes and contract upgrades are handled requires clear

legal and institutional frameworks.

. Smart contract security: Bugs in smart contracts can be costly and hard to patch; rigorous testing and formal verification are essential.

10. Future Scope

. Implementation and benchmarking of the architecture on a Fabric or private Ethereum testbed with realistic IoT workloads.

. Integration of artificial intelligence and federated learning for privacy-preserving analytics and anomaly detection at the edge.
. Use of zero-knowledge proofs and homomorphic encryption for stronger privacy.

. Post-quantum cryptography to protect long-lived ledgers against future quantum threats.

. Cross-chain interoperability between city, regional and national ledgers.

. Lightweight consensus designs tailored to IoT and 5G/6G networks, and digital-twin integration for city simulation.

. Standardization and policy work, including alignment with national smart-city initiatives and data protection laws.

11. Conclusion

This paper examined how blockchain and IoT can be combined to build secure, trustworthy smart city applications. After reviewing the security needs
of urban IoT and prior work, it proposed a four-layer architecture with a permissioned blockchain, edge-assisted lightweight devices, smart-contract-
based access control and integrity anchoring with off-chain storage. The threat analysis shows that the approach strengthens identity, integrity,
auditability and resilience compared with centralized platforms, although scalability, privacy regulation, interoperability and governance remain open
challenges. Future work will focus on prototype implementation and empirical evaluation, and on privacy-enhancing and quantum-resistant techniques,

to move blockchain-enabled smart cities from concept to practice.
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