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ABSTRACT

The increasing use of Android applications for storing and synchronizing personal, financial, organizational, and application-specific information has created
significant requirements for protecting data during both local storage and synchronization. Conventional synchronization architectures generally rely on server-
side security and transport-layer encryption, which can protect data while it is transmitted but may still expose plaintext data to the synchronization server. End-
to-end encryption (E2EE) addresses this limitation by ensuring that sensitive application data is encrypted on the Android device before synchronization and
decrypted only by an authorized client.

This research proposes an Android-based secure data synchronization model using the Advanced Encryption Standard (AES), specifically AES-256 in
Galois/Counter Mode (GCM). AES is standardized by the National Institute of Standards and Technology (NIST) and supports 128-, 192-, and 256-bit keys.
AES-GCM additionally provides authenticated encryption, allowing confidentiality and integrity to be protected together.

The study concludes that AES-256-GCM combined with Android Keystore provides a practical foundation for secure Android data synchronization. However,
encryption alone does not constitute complete E2EE: secure key generation, key storage, device enrollment, key recovery, synchronization integrity, and
protection against key loss must also be addressed.
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Cryptographic Key Management; Confidentiality; Data Integrity.

1. Introduction

Mobile applications increasingly process sensitive information locally while simultaneously synchronizing that information between multiple devices
and cloud-based services. Synchronization improves availability and usability because users can access application data from different devices.
However, synchronization also introduces additional security risks because data must travel through networks and is commonly stored on remote
infrastructure.

Transport Layer Security (TLS) protects communications against eavesdropping, tampering, and message forgery while data is transported between
applications and servers. However, TLS does not by itself guarantee that a server cannot access plaintext application data after the secure connection
has been terminated.

End-to-end encryption addresses this architectural limitation by moving encryption and decryption to the endpoints. In the proposed model, plaintext
data is generated or accessed on an Android device, encrypted locally, and converted into ciphertext before synchronization. The synchronization server
receives ciphertext rather than plaintext. Consequently, compromise of the synchronization database does not directly expose the original application
data.

AES is appropriate for this purpose because it is a standardized symmetric block cipher supporting AES-128, AES-192, and AES-256. NIST FIPS 197
specifies AES as a 128-bit block cipher with these key sizes.

For this research, AES-256-GCM is selected rather than AES-CBC because GCM provides authenticated encryption. NIST SP 800-38D specifies GCM
as an authenticated-encryption mode that provides confidentiality and authentication.

Android provides a platform-level mechanism for protecting cryptographic keys through the Android Keystore system. Android documentation states
that Keystore keys can be made non-exportable and may be bound to secure hardware such as a Trusted Execution Environment (TEE) or Secure
Element when supported by the device.Therefore, the central research problem is not simply how to encrypt Android data with AES, but how to
integrate AES encryption with secure key management and synchronization so that the server can synchronize data without possessing the ability to
decrypt it.
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2. Research Objectives

The primary objective of this research is to design and evaluate a secure data synchronization architecture for Android applications using AES-based
end-to-end encryption.

The specific objectives are:

1. To design an Android data synchronization architecture in which sensitive application data is encrypted before leaving the Android device.

2. To implement AES-256-GCM as the primary encryption mechanism for application data.

3. To use Android Keystore for secure generation and protection of cryptographic keys.

4. To ensure that the synchronization server stores ciphertext rather than plaintext application data.

5. To provide confidentiality and integrity protection for synchronized records.

6. To investigate the effect of encryption and decryption on synchronization performance.

7. To examine secure key-management requirements associated with multi-device synchronization.

8. To identify security limitations and implementation considerations associated with AES-based E2EE on Android.

9. To establish a practical architecture that can be implemented in a real Android application.

3. Literature Review

The Advanced Encryption Standard was standardized by NIST through FIPS 197. The current version specifies AES-128, AES-192, and
AES-256, all operating on 128-bit blocks. AES is a symmetric encryption algorithm, meaning the same secret-key material is used for encryption and
decryption. AES has become a fundamental cryptographic primitive for protecting information. NIST's research on the development of AES describes
strong cryptographic algorithms as an essential mechanism for protecting stored and transmitted information. For an Android synchronization
application, AES-256 is selected because it provides a large symmetric key space while remaining suitable for modern mobile computing environments.

Android provides the Android Keystore system for cryptographic key management. According to Android's official documentation,
Keystore makes cryptographic keys more difficult to extract and can enforce restrictions on how keys are used. Key material can remain non-exportable
and may be protected by hardware-backed security mechanisms such as a TEE or Secure Element.

Android's current cryptographic guidance recommends established cryptographic algorithms such as AES, secure random generation of cryptographic
keys, appropriate block modes such as GCM, and Keystore for long-term storage of cryptographic keys.

4. Methodology

The research follows a design-and-evaluation methodology.

The proposed system is divided into four major components:

1. Android client;

2. local encrypted database;

3. synchronization API/server; and

4. synchronization database.
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When the application creates or modifies a record, the following process is performed:

1. Application generates plaintext data.

2. Encryption service obtains the AES key from Android Keystore.

3. A cryptographically secure random IV is generated.

4. AES-256-GCM encrypts the plaintext.

5. The authentication tag is generated as part of the GCM operation.

6. The encrypted record is stored locally.

7. The ciphertext package is transmitted to the synchronization server through TLS.

8. The server stores the encrypted record.

When synchronized data is received:

1. Android receives the encrypted record.

2. The application obtains the AES key from Android Keystore.

3. The IV and authentication tag are extracted from the encrypted package.

4. AES-GCM verifies the authentication tag.
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5. If verification succeeds, the ciphertext is decrypted.

6. The plaintext is passed to the application.

7. If authentication fails, the record is rejected.

5. Results

5.1 Security Results

The proposed architecture provides three primary security properties.

Confidentiality: Application data is encrypted before synchronization. Therefore, the synchronization server stores ciphertext instead of plaintext.

Integrity: AES-GCM provides authenticated encryption. Modification of ciphertext or authenticated data causes authentication failure during
decryption.

Key protection: AES keys are stored using Android Keystore rather than ordinary application storage. Android states that Keystore can keep key
material non-exportable and can bind keys to secure hardware when supported.

The analysis demonstrates that AES alone is insufficient for a complete E2EE architecture.

A secure implementation requires:

1. strong AES key generation;

2. protected local key storage;

3. unique IV generation;

4. secure multi-device key provisioning;

5. key-version management;

6. key rotation;

7. device revocation; and

8. secure recovery procedures.

5.2 Limitations

The proposed system has several limitations.

First, encryption does not protect data while it is actively available as plaintext inside a compromised application process. Android Keystore can protect
key material, but an attacker controlling an application process may still attempt to invoke cryptographic operations through the legitimate application.

Second, loss of the encryption key can result in loss of access to encrypted data. Therefore, key recovery must be designed carefully.

Third, AES-GCM does not automatically provide user authentication or authorization. Authentication and authorization must be implemented
separately.

Fourth, metadata such as record identifiers, timestamps, data size, synchronization frequency, and device information may remain visible to the
synchronization service unless additional measures are implemented.

Finally, a complete multi-device E2EE system requires a secure device-enrollment and key-transfer protocol. AES itself does not solve this key-
distribution problem.

6. Conclusion

This research proposed a secure data synchronization architecture for Android applications using AES-based end-to-end encryption. The proposed
solution uses AES-256-GCM to encrypt application data before synchronization, Android Keystore to protect encryption keys, TLS to secure network
communication, and version-based synchronization metadata to maintain consistency between clients and the server.

AES is an established standardized cryptographic algorithm, while GCM provides authenticated encryption suitable for protecting both confidentiality
and integrity. Android's Keystore system provides an appropriate platform mechanism for protecting cryptographic keys and can use hardware-backed
security on supported devices.
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For a practical Android implementation, AES-256-GCM + Android Keystore + TLS + encrypted synchronization metadata is therefore
recommended as the core architecture. The proposed design provides a strong foundation for applications in which the synchronization service should
not have access to users' plaintext data.
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