International Journal of Research Publication and Reviews, Vol (6), Issue (6), June (2025), Page — 12892-12898

International Journal of Research Publication and Reviews

Journal homepage: www.ijrpr.com ISSN 2582-7421

WWW.IJRPR.COM

Preventing Proxy Attendance Using Facial Recognition Through High-
Resolution Image Creation

Prof. Prabhu Kichadi', Lakshmidevi Kumavat’, Gayatri Shirodkar’, Shrutika Vijay Naik*, Nandini
Ksokané’®, Prof. Suhas Yadav®

! Asst. Professor, Dept of Computer Science & Engineering, VSM's Somashekhar R. Kothiwale Institute of Technology, Nipani, Karnataka, India,
591237.

2Dept of Computer Science & Engineering, VSM’s Somashekhar R. Kothiwale Institute of Technology, Nipani, Karnataka, India, 591237

3 Dept of Computer Science & Engineering, VSM’s Somashekhar R. Kothiwale Institute of Technology, Nipani, Karnataka, India, 591237

4 Dept of Computer Science & Engineering, VSM’s Somashekhar R. Kothiwale Institute of Technology, Nipani, Karnataka, India, 591237

5 Dept of Computer Science & Engineering, VSM’s Somashekhar R. Kothiwale Institute of Technology, Nipani, Karnataka, India, 591237

®Dept of Computer Science & Engineering, VSM’s Somashekhar R. Kothiwale Institute of Technology, Nipani, Karnataka, India, 591237

ABSTRACT:

The SMS Alert Attendance System using Face Recognition presents a modern and efficient solution to attendance tracking in educational institutions and
workplaces. By utilizing facial recognition technology, this system automates the identification and verification process, replacing outdated manual or biometric
attendance methods. The core functionality revolves around accurately detecting a person's face and marking their attendance in real-time, thereby eliminating the

chances of proxy or fraudulent entries.

Once the individual is successfully recognized, the system promptly sends an SMS alert to the concerned student or employee as well as the respective authority
figure such as a teacher, supervisor, or administrator. This real-time communication ensures instant confirmation and maintains a transparent record of attendance,
contributing to accountability and discipline. The SMS alert feature also helps in addressing discrepancies immediately and strengthens the feedback mechanism
between stakeholders.

The system is backed by a centralized database that securely stores attendance logs and enables easy access for reporting and analysis. This database can be used
to generate summaries, monitor patterns, and support administrative decisions. Moreover, the integration of automation reduces manual errors and significantly

lowers the workload on staff, making the attendance process not only reliable but also time-saving and cost-effective.

Keywords: SMS Alert System Real-time Notification, Proxy Prevention, Biometric Authentication, Centralized Database, Automation in Attendance,
Educational Technology, Workplace Monitoring, Secure Identification, Attendance Tracking System, Facial Detection, Real-time Attendance Logging,
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1. Introduction

In recent years, technological advancements have dramatically reshaped various aspects of institutional and organizational operations, including the
management of attendance. Traditional attendance systems, such as manual roll calls, punch cards, and biometric thumb scans, often suffer from
drawbacks including time inefficiency, human error, and vulnerability to proxy attendance. These shortcomings highlight the pressing need for a more
secure, accurate, and automated solution to monitor and manage attendance in real-time.

Face recognition technology has emerged as a powerful tool in biometric authentication due to its speed, non-intrusiveness, and ability to uniquely identify
individuals based on facial features. When integrated into attendance systems, facial recognition can streamline the process by automatically detecting
and recording individuals' presence without physical interaction. This eliminates the possibility of proxy attendance and significantly reduces manual
effort, making it ideal for schools, colleges, universities, and corporate environments.

To enhance communication and transparency, the addition of an SMS alert mechanism further elevates the functionality of the system. Once attendance
is marked via face recognition, the system can immediately send SMS notifications to relevant stakeholders—such as students, parents, teachers, or
administrators—informing them about the attendance status. In some implementations, additional alerts via email or messaging platforms like WhatsApp
are also triggered for absentees or delayed entries. This real-time communication strengthens accountability and fosters proactive responses in both
academic and workplace settings.
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Overall, the combination of facial recognition and automated alerts presents a modern, scalable, and efficient alternative to conventional attendance
methods. This paper explores the design, implementation, and benefits of an SMS Alert Attendance System using Face Recognition, emphasizing its
accuracy, speed, transparency, and suitability for large-scale deployments.

Nomenclature

Attendance System - A method or tool used to record the presence or absence of individuals.

Face Recognition — A biometric technology that identifies or verifies individuals using facial features.
Biometric Authentication - Security process using unique biological characteristics such as face or fingerprints.
Proxy Attendance - Fraudulent attendance marked by someone else on behalf of the actual individual.

SMS Alert System - An automated system that sends attendance notifications via Short Message Service.
Real-Time Monitoring - Immediate tracking and reporting of attendance as it happens.

Non-Intrusive Identification - Recognition method that does not require physical contact or action by the user.
Automated Alert Mechanism - A feature that sends instant updates about attendance status to stakeholders.

2. Literature Review and Analysis
2.1. Real Time Attendance System Using Face Recognition Technique

Authors: Mayank Srivastava, Amit Kumar, Aditya Dixit, Aman Kumar
This paper presents a real-time attendance system leveraging facial recognition with a relatively small training dataset consisting of 30 images across 7
individuals. The authors employ the Paul-Viola face detection framework for initial image extraction, producing binary images as input for the recognition
process. A key observation from the study is that the accuracy of face detection declines as the angle of the face increases relative to the camera. The
system's innovation lies in its continuous observation of students at entry and exit points to register attendance. While this approach supports real-time
monitoring, it may require robust camera placement and sufficient lighting to minimize error. The research lays the foundation for practical deployment
in college environments, although scalability and multi-user recognition under dynamic conditions were not deeply explored.

2.2 FaceTime — Deep Learning Based Face Recognition Attendance System

sAuthors: Marko Arsenovic, Srdjan Sladojevic, Andras Anderla, Darko Stefanovic
The FaceTime system introduces deep learning techniques combined with data augmentation to enhance accuracy despite a limited initial dataset. A
notable strength of this work is the use of augmentation to artificially expand the dataset, improving model robustness. The authors analyze environmental
factors like lighting, discovering that daylight entering through open doors adversely affects recognition performance. They suggest gradient
transformation as a possible solution. Interestingly, even images corrupted by unknown noise were sometimes correctly recognized, demonstrating the
model’s resilience. This study emphasizes the importance of environmental normalization in real-world applications and points to avenues for improving
model reliability in variable conditions.

2.3. Student Attendance System using Face Recognition

Authors: Samridhi Dev, Tushar Patnaikb
This paper compares multiple machine learning algorithms and identifies the K-Nearest Neighbors (KNN) algorithm as the most effective, achieving
an impressive accuracy of 99.27%. The system’s robustness was validated under diverse conditions, including variations in lighting, facial expressions,
head orientation, and facial accessories like beards and spectacles. A standout feature of the study is its attention to inter-temporal face recognition,
effectively identifying individuals even when there’s a significant time gap (up to two years) between images. This shows the potential of KNN in long-
term student tracking without requiring frequent re-enrollment. The system’s simplicity and high accuracy make it suitable for academic institutions with
moderate technical infrastructure.

2.4 Automated Smart Attendance System Using Face Recognition

Authors: Kolipaka Preethi, Swathy Vodithala
This study outlines a structured approach to attendance using three main stages: face detection, dataset creation and training, and finally, face recognition
with real-time attendance marking. The process reflects a complete pipeline for practical deployment. Although the methodology is standard, its stepwise
modular approach makes the system easier to understand, implement, and possibly integrate with institutional databases. The paper does not deeply
analyze external influencing factors like illumination or facial occlusions, but it effectively demonstrates how real-time automation can be achieved using
conventional face recognition techniques.
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|Feature / Paper “Paper 1 (Srivastava) ||Paper 2 (Arsenovic) ||Paper 3 (Dev) “Paper 4 (Preethi) I

Viola-Jones face||Deep learning +|ML algorithm (KNN||Modular (Detection — Training —
Approach . . ..

detection augmentation best) Recognition)
|Dataset Size ||30 images (7 persons) ||Sma11, augmented ||N0t specified ||Not specified |
|Accuracy Focus HImpact of face angle ||Impact of lighting & noise| |KNN 99.27% accuracy HReal-time attendance I
Environmental Factors||Face angle and camera||Light variation, door||{Illumination, expression, .

. Not deeply discussed

Analyzed view effect etc.

Entry/exit-based Time-invariant
Unique Contribution ry Use of augmentation . Simplicity and modularity

tracking recognition

. .. . L Dataset  details not|| . . . .
Limitation Limited angle tolerance ||Sensitive to lighting led Limited environmental testing
reveale

The reviewed literature collectively highlights the growing adoption of face recognition technology in automating attendance systems across academic
and organizational settings. Paper 1 by Srivastava et al. utilizes the Viola-Jones framework and focuses on real-time monitoring through entry and exit
points, though it notes reduced accuracy with changes in face angle. Paper 2 by Arsenovic et al. employs deep learning with data augmentation, addressing
challenges such as lighting variations that affect recognition accuracy. Both studies emphasize the importance of environmental factors and suggest
preprocessing techniques to improve reliability.

On the other hand, Paper 3 by Dev and Patnaikb conducts a comparative analysis of algorithms and finds that the KNN algorithm delivers the highest
accuracy (99.27%) under various facial and environmental conditions, including long-term appearance changes. Paper 4 by Preethi and Vodithala
proposes a simple yet effective modular approach involving detection, dataset training, and live recognition. Together, these papers show that successful
implementation depends on a combination of robust algorithm selection, environmental adaptability, and system design, making face recognition a
practical and scalable solution for modern attendance management.

3. Objectives

In today’s fast-paced academic and professional environments, accurate and efficient attendance management is critical. Traditional methods such as
manual roll calls, ID cards, or biometric thumb scans often fall short due to issues like proxy attendance, manual errors, and time consumption. To address
these challenges, the objective of the SMS Alert Attendance System using Face Recognition is to create a secure, automated, and real-time solution that
not only records attendance accurately but also communicates the status instantly to relevant stakeholders.

One of the primary goals of this system is to automate attendance tracking using advanced facial recognition technology. This eliminates the need for
manual intervention, thereby reducing errors and ensuring accuracy. The system captures and verifies the individual’s face in real-time, allowing for
seamless attendance logging even in large or crowded environments. Moreover, by using a biometric method that is unique to each person, the system
enhances security and helps prevent proxy attendance, ensuring that only the actual individual can mark their presence.

An essential component of this solution is its real-time SMS alert functionality. As soon as attendance is marked, an SMS is sent to stakeholders such as
parents, teachers, or managers, providing immediate updates. This promotes transparency and facilitates timely interventions in case of absenteeism or
tardiness. The ability to remotely monitor attendance through SMS or additional integrations like email or WhatsApp ensures that stakeholders are kept
informed from any location, thereby improving oversight and accountability.

Additionally, the system offers significant advantages in terms of efficiency and cost-effectiveness. By eliminating manual processes and paper-based
records, it saves time and reduces administrative overhead. The captured data is stored securely and can be retrieved or analyzed as needed, ensuring the
integrity and accuracy of attendance records. This also makes it easier to generate reports, identify trends, and take data-driven decisions regarding student
or employee performance.

Another key objective is the system’s scalability. Designed to function effectively in various settings—schools, universities, corporate offices, and other
institutions—it can handle a wide range of user volumes without loss of performance. The modular design allows easy integration with existing systems,
and its usability across different environments makes it a flexible and future-ready solution.

Finally, by providing convenience for all stakeholders, improving accountability, and supporting real-time communication, the SMS Alert Attendance
System using Face Recognition stands out as a modern, reliable, and intelligent approach to attendance management. It bridges the gap between
automation and communication, offering a holistic solution that aligns with the evolving demands of educational and organizational institutions.
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4. System Design
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Before any individual can be recognized by a facial recognition-based attendance system, a structured enrollment procedure is essential to ensure both
accuracy and security. The process begins with capturing multiple images of each person from various angles. This approach helps the system to generalize
facial features under different lighting and positioning conditions. These images are then securely stored in a protected database to maintain confidentiality

and safeguard personal data.

Following image collection, the system leverages these photos to train the face recognition model. By analyzing the unique facial characteristics of each
individual, the model is able to create a reliable digital representation that supports precise identification during real-time operations.

Finally, each enrolled person is linked with a specific identifier, such as a student or employee ID. This association forms a complete user profile within
the system, enabling fast and accurate matching during authentication processes. This enrollment pipeline is crucial for building a robust, privacy-aware,
and efficient attendance tracking solution using face recognition technology.

4.2 Real-time Attendance Logging

The face recognition attendance system is designed to function in real-time, automating the process of recording presence as individuals enter a designated
area such as a classroom or workplace. As a person enters the premises, a surveillance camera captures their facial image instantly, eliminating the need
for any physical interaction or manual intervention.

Once the image is captured, it is immediately transmitted to a central server where the processing begins. The server uses a facial recognition algorithm
to analyze the image by comparing it with pre-enrolled facial data stored in a secure database. The algorithm examines distinct facial features such as the
distance between the eyes, nose structure, and jawline to accurately identify the individual.

If the system finds a match, the person's attendance is automatically marked as present. Conversely, if no match is identified, the system records the
person as absent. All attendance records, including the date and individual-specific recognition data, are systematically stored in the database. The system
can also generate attendance graphs and logs, offering real-time analytics and reports, thereby replacing outdated paper-based methods with a highly

efficient, secure, and intelligent solution.

Camera »|  Detecting face Perform image pre-
processing
Show herfnic name |« Recognize Face Extract Features

' i

eount Harimis Face Database
attendance




International Journal of Research Publication and Reviews, Vol (6), Issue (6), June (2025), Page — 12892-12898 12896

4.3 SMS and Email Notification: Real-Time Absence Alerts

To ensure transparent communication and enhance student accountability, the attendance system integrates an automated SMS and email notification
module. This feature provides instant alerts to parents or guardians when a student is marked absent, fostering real-time awareness and parental
engagement.

The process begins with the system identifying students who are absent during the scheduled attendance capture. Once identified, the system accesses
the contact details of the respective parents or guardians from the central database. It then generates a predefined message such as, "Your child is absent
today."

This message is dispatched simultaneously via SMS and email to the concerned recipients. The system also monitors the delivery status of each
notification, ensuring that messages are successfully delivered. In cases where delivery fails, the system attempts to resend the notification until it is
confirmed as delivered. This automated alert mechanism significantly reduces manual follow-ups by institutions and ensures that absenteeism is
communicated without delay.

5. METHODOLOGY

The implementation of an SMS-based attendance system powered by facial recognition is structured through several interconnected phases. The initial
phase involves data acquisition and preprocessing, where high-resolution facial images are collected under appropriate lighting conditions. These
images are processed using advanced face detection techniques such as Haar Cascades or deep learning-based models. Once faces are detected, they are
aligned and normalized to a standard template to ensure consistent feature extraction. This step is crucial for reliable identification, as it standardizes key
facial components such as the eyes, nose, and mouth.

The next phase focuses on model training, which forms the backbone of the recognition system. A diverse and well-labeled dataset is essential,
incorporating various facial expressions, angles, and lighting conditions to help the model generalize well across different environments. Depending on
system requirements, either classical machine learning algorithms or deep learning architectures like CNNs are chosen. The selected model is then trained
using supervised learning methods to recognize individual facial features accurately.

Once the model is trained, the system transitions into real-time face recognition and attendance marking. Cameras installed in classrooms or offices
continuously capture incoming facial images. These images are scanned for faces, and the system extracts unique features from each detected face. These
features are then compared against a pre-existing database of enrolled individuals. If a match is found, the system automatically logs the individual's
attendance without the need for manual input.

System integration and deployment play a vital role in ensuring the operational success of the solution. All components—including the recognition
engine, database, notification service, and user interface—must be cohesively integrated. The database securely stores user profiles, attendance logs, and
facial feature data. Administrators are provided with an intuitive interface for managing records, training the model, and viewing attendance reports.
Hardware components such as cameras are strategically placed to maximize facial image clarity and consistency.

An efficient face recognition attendance system must be optimized for both accuracy and speed. The system should be capable of handling real-time
identification with minimal delays, especially in high-traffic environments like schools or corporate offices. Ensuring high recognition accuracy reduces
false positives and negatives, leading to dependable attendance data.

Finally, the system must address privacy and ethical concerns associated with biometric data. It is essential to comply with data protection regulations
and obtain explicit consent from users before collecting facial information. Data storage and transmission should be encrypted and access-controlled to
prevent unauthorized use. Ethical deployment practices, transparency in data usage, and clear communication with users are all vital to building trust in
such a system.

6. Requirements

Sl Hardware . .
Purpose Specifications / Features
No. Component
. . . High-resolution (1080p or above); USB/IP camera; optionally
Camera or Captures real-time images or video for face . .
. . stereo or 3D cameras for better depth and recognition in low-light
Webcam detection and recognition. .
conditions.
. . CPU: Intel i5 or above; GPU: Nvidia GTX series
Processor Executes face recognition algorithms and . i . .
. recommended; essential for real-time processing and deep learning
(CPU/GPU) manages system operations.

models.
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SL Hardware . .
Purpose Specifications / Features
No. Component
Hosts the attendance system software, . . .
Server L. At least 8GB RAM, sufficient storage; reliable internet
3 processes facial images, and manages the database . K .
Computer connection required for SMS/Email alerts.

and alert system.

Power Supply & Ensures uninterrupted system functionality Stable AC power supply; UPS backup for cameras, server, and

4
Backup even during power outages. network devices.
5 Input Devices Supports configuration, user registration, and Basic USB keyboard and mouse for manual input and control
(Optional) system maintenance. during setup or troubleshooting.
6 Additional Enhances detection in low-light or triggers Infrared cameras or motion sensors; useful in low-light or
Sensors (Optional)  system upon motion detection. automated triggering environments.
SL
No Software Category Software/Tools Purpose / Features
1 IDE for Development PyCharm Python-based IDE for development, debugging, and project management.
Face Recognition . Used for facial detection, recognition, and image processing. FaceNet offers
2 . i OpenCV, Dlib, FaceNet . . .
Libraries high-accuracy deep learning-based recognition.
3 SMS Gateway Services Twilio, Nexmo (Vonage), Plivo APIs for sending SMS alerts automatically when attendance is marked.
Email Notification . . Used to send real-time email alerts to parents or guardians regarding
4 SMTP (Gmail SMTP), SendGrid
Tools attendance status.
Face Detection Frameworks and algorithms to build and train deep learning models for face
5 TensorFlow, Keras, PyTorch, MTCNN . ..
Frameworks detection and recognition.
Database Management Store user profiles, facial data, and attendance logs. MongoDB is ideal for
6 g MySQL, SQLite, MongoDB, PostgreSQL P .g g
Systems unstructured data; MySQL/PostgreSQL for relational data.
7 Backend/Web Flask. Di Python frameworks for backend development, managing APIs, attendance
ask, Django . . . . . . .
Frameworks Jang logic, and integration with recognition and notification modules.
g Cloud-Based Google Cloud Vision API, Microsoft Cloud services for scalable face detection and recognition using pre-trained
Recognition APIs Azure Face APIs, AWS Rekognition models.
Real-Time Processing Handle large-scale, real-time data streams and background task processing
9 Apache Kafka, Celery . . . .
Frameworks such as sending SM'S/Email notifications asynchronously.

7. Benefits and Applications

The integration of facial recognition technology in attendance management systems offers significant improvements in terms of accuracy and precision.
By analyzing unique facial features of individuals, the system ensures highly accurate attendance logging, minimizing errors that are common with
manual or card-based systems. One of the critical benefits is the elimination of proxy attendance, as only the authenticated individual can be recognized
and marked present. Additionally, advanced deep learning algorithms used in modern facial recognition systems allow the technology to function
effectively even in sub-optimal conditions, such as low-resolution imagery, thereby maintaining a low error rate.

The system also excels in delivering time and cost efficiency. Automating the attendance process significantly reduces the time spent on roll calls,
enabling faculty and administrators to redirect their focus toward more valuable tasks. Over time, operational costs are lowered due to the elimination of
consumables like paper and traditional attendance hardware, such as RFID or swipe cards. Moreover, with integrated SMS alert functionality, real-time
attendance notifications are sent to parents or supervisors, enabling swift response and follow-up on absenteeism or tardiness.

In terms of security, the system leverages biometric authentication to provide a much higher level of protection compared to conventional identification
methods. Because facial features are unique and difficult to forge, the system ensures that only authorized individuals can register attendance, reducing
the risks of identity fraud or unauthorized access.

For end-users, the system is designed with a focus on convenience. Attendance is recorded simply by looking into a camera, removing the need for any
physical interaction or manual input. This hands-free approach not only saves time but also enhances the user experience. Automated SMS alerts further
improve transparency by keeping stakeholders informed of attendance status without needing to consult physical records or online portals.

The system is also highly scalable and flexible, making it suitable for a wide range of environments—from schools and universities to corporate offices
and government organizations. Its ability to process large numbers of individuals in real-time, combined with the option for cloud-based storage, supports
remote access and centralized monitoring across multiple locations, offering institutions improved data control and operational flexibility.

From an environmental perspective, the system promotes sustainability by minimizing the need for paper-based documentation. By relying primarily on
cameras and software for functionality, it also reduces dependency on physical identification tools such as ID cards or attendance registers, thereby
lowering hardware waste.
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Finally, the system enables effective real-time data tracking and analytics. Notifications are sent immediately as attendance is recorded, helping
stakeholders keep track of individual behavior such as late arrivals or early departures. The system also supports the generation of automated reports,
which provide insights into attendance trends, enabling institutions to take data-driven decisions to enhance discipline and punctuality.



