
International Journal of Research Publication and Reviews, Vol (6), Issue (6), June (2025), Page – 9846-9854                          

 

International Journal of Research Publication and Reviews 

 

Journal homepage: www.ijrpr.com  ISSN 2582-7421 

 

DECENTRALIZED COMPLAINT MANAGEMENT SYSTEM FOR 

LAW  ENFORCEMENT  

AAKUNURI MANJULA1 KAATHA SREEYA SRI 2 BATTINI LAHARI3JANGAM SAMPATH4 

THANGELLA ARAVIND5 

1Associate Professor, Department of CSE, Jyothishmathi institute of technology and science, Nustulapur, Karimnagar, T.S., India 
2,3,4,5UG students, Department of CSE, Jyothishmathi institute of technology and science, Nustulapur, Karimnagar, T.S., India 

aakunuri.manjula@jits.ac.in shreeyasrikaatha@gmail.com chikkibattini@gmail.com sampathjangam73@gmail.com 

thangellaaravind926@gmail.com 

ABSTRACT: 

 The Decentralized Complaint Management System For Law Enforcement is a complete web-based platform that is created to transform the process of submitting, 

tracking, and resolving criminal complaints in the law enforcement system using decentralized blockchain technology. The innovative system enables open and 

unalterable interaction among citizens, police authorities, and judicial authorities through an authenticated web-based interface that provides full accountability and 

trust. The platform uses role-based access control with five distinct user types: citizens, FIR authorities, police stations, higher authorities, and judicial authorities, 

each having unique dashboards and functionalities tailored to their operational needs. Major features are online complaint registration with end-to-end multimedia 

evidence support (images, video, and live recording facility), smart location-based police station allocation, blockchain-based verification for tamper-resistant 

record maintenance, automatic deadline monitoring with smart escalation processes, and full case history documentation with audit trails. Developed with Python 

Flask framework and SQLite database backend along with onboarded blockchain simulation, the system maintains data integrity by virtue of immutable distributed 

ledger records while offering real-time status reports and transparency to everyone. This decentralized system resolves some key issues in conventional complaint 

handling processes such as transparency shortfalls, tampering risks for evidence, jurisdictional delays, and accountability loopholes, thereby improving public 

confidence in the justice system by virtue of digital governance, procedural transparency, and decentralized verification mechanisms that remove single points of 

failure and corruption.  

I.INTRODUCTION 

The Decentralized Complaint Management System for Law Enforcement is a progressive digital project aiming to bring about a revolutionary 

transformation and reformat the way complaints are registered, processed, and resolved in law enforcement agencies. Conventional systems are plagued 

with serious problems like opacity, data tampering possibilities, slow bureaucratic processes, jurisdictional confusion, and lack of accountability—all 

leading to public mistrust and delayed justice. This project meets those challenges head-on by leveraging the power of blockchain technology, 

contemporary web frameworks, and smart automation to develop a transparent, secure, and effective digital platform. 

Fundamentally, the system substitutes centralized paper-based functions with a completely decentralized architecture in which all complaints, updates, 

and administrative actions are immutably and permanently stored on a blockchain ledger to guarantee data integrity and audibility. Not only does this 

deter unauthorized alterations, but institutional accountability and public trust are also developed. 

Citizens can file First Information Reports (FIRs) online with full multimedia support—images, videos, and live audio testimony—enriching the quality 

and timeliness of complaint filing. After being filed, complaints are automatically directed to the respective police station based on an intelligent 

assignment engine that considers jurisdiction, spatial proximity, workload allocation, and specialization, cutting down on delays and human errors. 

In addition to that, to more effectively improve the efficiency of operations, the system has automated deadline monitoring and escalation procedures, 

which constantly track each case's progress. When predetermined resolution times are breached, the system will automatically escalate the case to superior 

authorities with complete documentation and proof, thus ensuring timely interventions and accountability at all levels. 

Multilevel architecture with role-based access guarantees various stakeholders—citizens, police officers, overseer authorities, and judicial members—

customized access to pertinent functionalities while maintaining rigorous data security and privacy conditions. Blockchain hashing integration ensures 

that all evidence furnished is tamper-proof and admissible in court proceedings. 

The system also features live analytics and reporting capabilities that assist administrators in monitoring case loads, resolution times, geographic trends, 
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and officer performance, facilitating data-driven decision-making and policy development. The user interface is also intuitive and accessible to cater to 

citizens with different backgrounds to submit and track complaints without needing technical knowledge, while equipping police and judicial staff with 

sophisticated case management features. 

Through the integration of complaint handling, evidence management, process monitoring, and inter-agency coordination into one open system, this 

platform sets a new standard for efficacy and accountability in law enforcement activities. It is a paradigm shift in public safety governance, linking 

technological innovation with democratic accountability and making sure that justice is not merely done—but appears to be done. 

II.LITERATURE SURVEY 

[1] Blockchain-Based Evidence Management System for Digital Forensics (Zhang, Wang, Chen, 2021): 

This work addresses the age-old issue of maintaining the integrity and authenticity of digital evidence in forensic investigations. Through the combination 

of Ethereum smart contracts and SHA-256 cryptographic hashing, it provides an immutable record of the complete evidence life cycle—from collection 

to storage and transfer. This method not only avoids evidence tampering but also strengthens the chain of custody, an important factor for judicial 

admissibility. The experimental results of the system indicate a 99.7% accuracy rate in the detection of tampering attempts, achieving much greater audit 

trail transparency than traditional database-driven systems. For all its effectiveness, the system has high computational overhead, scalability issues in 

large-scale implementations, and the need for special operation knowledge, which has to be resolved to facilitate mass usage. 

[2] IoT and Machine Learning-based Smart Police Management System (Patel, Kumar, Sharma, 2020): 

Mitigating inefficiencies in police operations, this study consolidates the use of IoT sensors, machine learning algorithms, and cloud computing to support 

predictive policing and efficient resource deployment. The system uses predictive analytics to forecast crime patterns, streamlines incident reporting 

through IoT-enabled devices, and optimizes patrol routes and case allocation using genetic algorithms. The reported results include a remarkable 34% 

reduction in response time and a 28% boost in resource utilization efficiency, with machine learning algorithms delivering 82.5% accuracy in crime 

prediction and 91.3% precision in incident categorization. Adoption hindrances consist of the need for extensive IoT infrastructure, issues surrounding 

permanent surveillance and privacy of data, high initial costs, and the need for huge quantities of quality training data to maintain performance. 

[3] Decentralized Identity Management for Law Enforcement Use Cases (Thompson, Rodriguez, Kim, 2022): 

The study promotes the use of self-sovereign identity (SSI) systems developed on top of distributed ledger technology to improve identity verification in 

law enforcement. The solution avoids central points of failure, enabling officers and citizens to possess verifiable credentials with selective disclosure, 

thus improving privacy protections. Performance indicators identify a 95.8% success rate in identity confirmation and an impressive 67% cut in security 

breaches relating to authentication. However, real-world challenges involve sluggish acceptance of SSI standards across agencies, cryptographic key 

management complexity, regulatory compliance challenges, and identity standard coordinating complexity in multiple jurisdictions. 

[4] Automated Case Management System with Natural Language Processing (Anderson, Liu, Brown, 2021): 

With a specific focus on streamlining the complaint processing, the system utilizes cutting-edge NLP models in the form of fine-tuned BERT transformers 

to pull useful information from textual complaint data, predict case types with 89.2% accuracy, and automate routing on the basis of content analysis. It 

also encompasses features for auto-generation of reports and similar past case identification, helping to speed up investigations and enhance workload 

balancing. Experimentally, this results in a 45% decrease in manual case processing time and a 23% increase in the accuracy of case assignments. 

Drawbacks include reliance on domain-specific, high-quality training data availability, difficulty in handling complex legal language subtleties, 

substantial computational resources for real-time inference, and continued model updates to preserve accuracy. 

[5] Blockchain-Based Voting System for Transparent Governance (Garcia, Nakamura, Singh, 2020): 

This work adds to transparency and auditability guidelines by introducing a permissioned blockchain network optimized for governance applications. By 

using optimized consensus protocols, it supports immutable record storage, complete real-time auditability, and 100% tampering attempt detection. The 

system maintains high throughput of up to 10,000 parallel transactions and average confirmation latency of 3.2 seconds. Although promising for 

transparent law enforcement decision-making, it faces challenges in terms of scalability in large-scale deployments, significant energy usage, regulatory 

compliance issues, and the necessity of strong cryptographic key management to ensure user privacy as well as system security. 

[6] Multi-Agency Information Sharing Platform for Law Enforcement (Wilson, Patel, Johnson, 2022): 

Understanding the fundamental necessity for secure collaboration, this system allows safe exchange of information between several law enforcement 

agencies by blending role-based access control (RBAC) and attribute-based encryption (ABE). This layout guarantees that sensitive information is made 

available solely on a "need-to-know" basis by jurisdiction and clearance levels, resulting in an impressive 94.7% effectiveness in inter-agency information 

retrieval and an 87% decrease in delays due to data sharing bottlenecks. Despite these benefits, the system must overcome operational challenges including 
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the complexity of managing diverse access policies, standardizing heterogeneous data formats, infrastructure investments for secure communications, 

and comprehensive training for users to ensure proper adoption. 

III.METHODOLOGY 

1.System Design and Requirements Analysis Phase 

•Performed stakeholder analysis with judiciary, law enforcement, legal specialists, and citizens 

•Mapped complaint lifecycle through interviews, focus groups, and workflow analysis to identify pain points, transparency gaps, and accountability issues 

in existing complaint systems 

• Applied interviews, focus groups, and workflow analysis to map complaint lifecycle 

• Created use case models, user stories, and process maps for every user role 

• Created a modular three-tier architecture: 

Presentation layer: web interface Business logic layer: Flask application Data layer: SQLite database integrated With blockchain 

• Prioritized maintainability, scalability, and security 

2. Technology Stack Choice and Framework Implementation 

• Gave preference to open-source, cross-platform, robust technologies 

• Used Python Flask for light web framework and fast development 

• Used SQLite due to simplicity and zero-config, with migration paths for scale 

• Developed custom blockchain simulation using Python's hashlib for crypto hash 

• Created genesis block and chain data structure to guarantee data integrity and immutability 

3. User Interface Design and User Experience Approach 

• Implemented human-centered design principles with user personas and journey mapping 

• Designed wireframes and prototypes with iterative user feedback 

• Prioritized accessibility, responsiveness, and intuitive navigation 

• Employed Bootstrap framework, Font Awesome icons, and custom CSS animations 

• Performed usability and A/B testing to maximize task completion and user satisfaction 

4. Security Implementation and Data Protection Methodology 

• Implemented defense-in-depth strategy with multiple security layers 

Executed input validation and sanitization to avoid injection and scripting attacks 

Utilized salted SHA-256 for password hashing 

Handled sessions safely with cookie management and timeouts 

Verified file uploads to prevent malicious files 

• Utilized blockchain for cryptographic authentication of data integrity 
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• Applied role-based access controls and encryption of data 

• Implemented audit logs and adhered to data protection policies 

5. Development and Testing Methodology 

• Implemented agile development with iterative cycles and continuous integration 

• Applied test-driven development to maintain code quality 

• Perfomed unit, integration, user acceptance, security, performance, and blockchain tests 

• Enacted code reviews, automated tests, documentation standards, and Git version control 

6. Deployment and Maintenance Methodology 

• Employed containerization for uniform deployment across environments 

Automated database migrations and backup/recovery processes 

• Established monitoring and logging to provide system visibility 

• Performed regular security updates and performance tuning 

• Integrated user feedback to enable continuous improvement 

• Planned scalability to accommodate growing users and transactions with reliability 

SYSTEM ARCHITECTURE 

 

 

 

 

 

 

 

 

 

 

 

 

IV.IMPLEMENTATION DETAILS 

1. Controlled Laboratory Testing 

Experimental work was initiated with controlled lab testing on synthetic datasets that reflect various complaint situations, evidence types, and user 

behaviors. This phase set baseline performance standards and aided in the identification of bottlenecks or failure points prior to advancing into more 

sophisticated environments. 
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2. Load Testing 

The system was subjected to extensive load testing with concurrent access by a maximum of 500 users in all roles—citizens, police officers, FIR 

authorities, higher authorities, and judicial officers. These users executed different operations like filing complaints, uploading evidence, reviewing cases, 

updating statuses, and verifying blockchain. In this stage, the responsiveness, database performance, and utilization of resources of the system were tested 

under maximum load conditions. 

 

3. Security Testing 

Security testing included penetration testing using certified ethical hackers to try SQL injection, cross-site scripting, session hijacking, and blockchain 

tampering attacks. All vulnerabilities found were methodically remediated through code enhancement, incorporating additional validation layers, and 

fortifying encryption prior to additional testing. 

 

4. Blockchain-Specific Testing 

Advanced blockchain testing aimed at hash generation consistency, block construction efficiency, chain validation consistency, and tamper detection 

functionality. Systematic data manipulations were added to ensure the system could identify and reject unauthorized modifications and preserve data 

integrity throughout the complaint life cycle. 

 

5. User Experience (UX) Testing 

User experience testing involved participants from all stakeholder groups, such as citizens with different technical competencies, police officers from 

various jurisdictions, and administrative staff. Participants carried out common tasks in simulated environments as researchers gathered quantitative data 

on task completion rates, errors, and time, along with qualitative feedback through think-aloud protocols and interviews. This allowed usability problems 

to be identified and the interface improved.  

 

6. Performance Optimization 

Performance experiments tested various database indexing strategies, caching mechanisms, file storage setups, and blockchain approaches to balance 

responsiveness, data integrity, and resource use.  

V.RESULTS 
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VI. CONCLUSION & FUTURE WORKS 

The Decentralized Complaint Management System for Law Enforcement is a pioneering public safety technology that endeavors to transcend the classic 

problem areas of inefficiency, opaqueness, and citizen distrust against conventional complaint handling processes. The system incorporates blockchain 

technology, intelligent automation, and user-centric design to provide a safe, efficient, and accountable atmosphere for complaint management among 

five major stakeholder roles of citizens, FIR authorities, police stations, higher authorities, and judicial bodies. 

Fundamentally, the system uses a blockchain-supported ledger to guarantee that all complaints, submission of evidence, updates, and administrative 

actions are recorded immutably. This not only nullifies the possibility of data tampering and unauthorized changes but also facilitates real-time auditing 

by stakeholders, improving transparency and restoring trust. Automated escalation processes eliminate case delay by monitoring deadlines and 

transferring unresolved cases to superior authorities along with complete documentation. 

Evidence management is strengthened with encrypted storage, blockchain-authenticated legitimacy, and version control. Smart case assignment 

algorithms balance jurisdiction, workload, and specialism to better utilize resources, respecting the preferences of citizens. The user interface, formulated 

with accessibility and responsiveness in consideration, provides usability for a wide range of user groups from technologically advanced officers to 

digitally limited citizens. 

Comprehensive system testing-including functionality, performance under maximum loads, penetration security testing, and user feedback analysis-

validated substantial operational enhancements: 

64% decrease in complaint processing time 

78% enhancement in evidence verification integrity 
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92% user satisfaction rate 

100% success in identifying tampering through blockchain 

With its modularity design and scalability, the platform is suitable for widespread implementation across jurisdictions and organizational scales. 

In the future, the system provides a solid platform for ongoing innovation. AI and machine learning integration will drive predictive analysis, automated 

triage of cases, and smart risk assessment. Mobile apps development for iOS and Android will facilitate field operations with offline reporting, GPS-

tagged occurrences, and evidence collection in the field. 

Future advances of the blockchain—such as smart contracts—will automate sophisticated workflows and facilitate cross-jurisdictional case management. 

Integration with current government databases and judicial systems will create an integrated justice ecosystem, providing thorough case monitoring, 

automated background checks, and real-time data exchange. 

 

Other proposed enhancements are: 

Real-time dashboards and performance analytics for decision-makers 

Biometric and facial recognition for suspect verification 

Voice analysis for audio evidence 

IoT integration for scene data capture automation 

Expansion to other case types like civil disputes, traffic offenses, and emergency response coordination 

 

VII.REFERENCES  

 

[1] Zhang, L., Wang, H., and Chen, M. (2021). "Blockchain-Based Evidence Management System for Digital Forensics." International Journal of Digital 

Forensics and Incident Response, 18(3), 245-262. DOI: 10.1016/j.ijdfir.2021.03.008 

[2] Patel, R., Kumar, S., and Sharma, A. (2020). "Smart Police Management System Using IoT and Machine Learning." IEEE Transactions on Intelligent 

Transportation Systems, 21(8), 3421-3435. DOI: 10.1109/TITS.2020.2995847 

[3] Thompson, J., Rodriguez, C., and Kim, S. (2022). "Decentralized Identity Management for Law Enforcement Applications." ACM Transactions on 

Privacy and Security, 25(2), 1-28. DOI: 10.1145/3501774 

[4] Anderson, K., Liu, X., and Brown, D. (2021). "Automated Case Management System with Natural Language Processing." Journal of Law Enforcement 

Technology, 15(4), 112-128. DOI: 10.1080/15614263.2021.1892456 

[5] Garcia, M., Nakamura, T., and Singh, P. (2020). "Blockchain-Based Voting System for Transparent Governance." Computer Security Journal, 36(5), 

78-95. DOI: 10.1016/j.cose.2020.101892 

[6] Wilson, E., Patel, N., and Johnson, R. (2022). "Multi-Agency Information Sharing Platform for Law Enforcement." International Journal of Police 

Science & Management, 24(3), 189-205.  DOI: 10.1177/14613557221089234 

[7] Nakamoto, S. (2008). "Bitcoin: A Peer-to-Peer Electronic Cash System." Bitcoin.org. Retrieved from https://bitcoin.org/bitcoin.pdf 

[8] Buterin, V. (2014). "Ethereum: A Next-Generation Smart Contract and Decentralized Application Platform." Ethereum White Paper. Retrieved 

from https://ethereum.org/whitepaper/ 

[9] Hyperledger Foundation. (2020). "Hyperledger Fabric: A Distributed Operating System for Permissioned Blockchains." Hyperledger Documentation. 

Retrieved from https://hyperledger-fabric.readthedocs.io/ 

[10] Flask Development Team. (2023). "Flask Documentation: Web Development, One Drop at a Time." Flask Official Documentation. Retrieved 

from https://flask.palletsprojects.com/ 

[11] SQLite Development Team. (2023). "SQLite Database Engine Documentation." SQLite Official Documentation. Retrieved 

from https://www.sqlite.org/docs.html 

[12] Bootstrap Team. (2023). "Bootstrap Framework Documentation: Build Fast, Responsive Sites." Bootstrap Official Documentation. Retrieved 

from https://getbootstrap.com/docs/ 

[13] National Institute of Standards and Technology. (2015). "Secure Hash Standard (SHS)." FIPS PUB 180-4. DOI: 10.6028/NIST.FIPS.180-4 

[14] World Wide Web Consortium. (2018). "Web Content Accessibility Guidelines (WCAG) 2.1." W3C Recommendation. Retrieved 

from https://www.w3.org/WAI/WCAG21/ 

[15] International Organization for Standardization. (2013). "Information Technology - Security Techniques - Information Security Management Systems 

- Requirements." ISO/IEC 27001:2013. Geneva: ISO Press. 

[16] Open Web Application Security Project. (2021). "OWASP Top Ten Web Application Security Risks." OWASP Foundation. Retrieved 

from https://owasp.org/www-project-top-ten/ 

[17] European Union. (2016). "General Data Protection Regulation (GDPR)." Official Journal of the European Union, L 119/1. Retrieved from https://eur-

lex.europa.eu/eli/reg/2016/679/oj 

[18] Government of India. (2019). "Personal Data Protection Bill 2019." Ministry of Electronics and Information Technology. New Delhi: Government 

of India Press. 

[19] Font Awesome Team. (2023). "Font Awesome Icon Library Documentation." Font Awesome Official Documentation. Retrieved 

from https://fontawesome.com/docs 

[20] Mozilla Developer Network. (2023). "Web APIs Documentation: JavaScript and Web Development." MDN Web Docs. Retrieved 

from https://developer.mozilla.org/en-US/docs/Web/API 

https://bitcoin.org/bitcoin.pdf
https://ethereum.org/whitepaper/
https://hyperledger-fabric.readthedocs.io/
https://flask.palletsprojects.com/
https://www.sqlite.org/docs.html
https://getbootstrap.com/docs/
https://www.w3.org/WAI/WCAG21/
https://owasp.org/www-project-top-ten/
https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://fontawesome.com/docs
https://developer.mozilla.org/en-US/docs/Web/API

