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ABSTRACT :

Blood reports constitute critical confidential patient data requiring robust security during storage and transmission. This paper proposes an integration of visual
cryptography and advanced image-based encryption tailored for digitized blood reports. The framework leverages an optimized expansion-free halftone-based
visual cryptographic scheme to split blood report images into meaningful shares, distributed across multiple storage nodes. A transfer-learning—augmented
convolutional neural network (CNN) reconstructs and analyses decrypted reports for diagnostic metrics. Experiments utilize the publicly available BCCD (Blood
Cell Count and Detection) dataset (364 images, 640x480 px), extended with 874 augmented samples for robustness. Metrics Peak Signal-to-Noise Ratio (PSNR),
Structural Similarity Index (SSIM) and classification accuracy demonstrate superior performance over state-of-the-art medical image VC systems, achieving PSNR
of 52.7 dB, SSIM of 0.998 and diagnostic classification accuracy of 95.4%. Comparative analysis with recent VC methods highlights our framework’s 15%
reduction in share-generation time and 8% higher diagnostic accuracy 23141 The proposed approach ensures data confidentiality, integrity and availability,

mitigating limitations of pixel expansion and contrast loss in traditional VC.
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1. Introduction

1.1 Background and Motivation

The digitization of laboratory blood reports enhances clinical accessibility but raises privacy concerns when transmitted over open networks =4,

Traditional cryptographic methods impose computational overheads, unsuitable for resource-constrained medical devices .

1.2 Visual Cryptography in Healthcare

Visual cryptography (VC) enables image-based secret sharing without heavy key dependencies, relying on simple Boolean operations and human visual
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stacking for decryption . Yet, standard VC suffers pixel expansion and contrast degradation [,

1.3 Research Gap

Existing medical image VC schemes either incur significant pixel expansion or utilize noisy shares, undermining clinical usability and inviting security

suspicions T8,

1.4 Contributions

This work presents:

1. An expansion-free halftone VC algorithm for blood report images.

2. A distributed storage architecture leveraging meaningful cover shares.

3. A transfer-learning CNN for high-accuracy diagnostic extraction from decrypted images.

4. Comprehensive quantitative evaluation against recent VC frameworks.

2. Literature Survey

We reviewed VC applications in medical imaging from 2019-2024. Table 1 summarizes key studies, methodologies, findings and gaps.

Table 1: Review of Recent Visual Cryptography in Medical Imaging

No. Reference Methodology Key Findings Research Gaps

1 Deng et al. (2023) Privacy- VC + Trusted Execution Secure transmission; Pixel expansion; complex TEE
Protecting VC+TEE Environment recognition accuracy 92% integration

2 Xiuhao et al. (2022) Optical VC Optical coherence + VC High-fidelity decryption Bulky optical setup; non-digital

shares

3 Chen et al. (2024) Deep GAN-based VC Entropy 7.9993; PSNR 53.97 Computational complexity;
Learning VC DDGAN resource demands

4 Li & Zhang (2022) QR-VC QR-code augmented VC Improved contrast; Limited QR capacity; pixel
scheme meaningful shares expansion

5 Alrayes et  al. (2024) ElGamal+VC Accuracy  94.8%;  secure Focus on disease detection; limited
Blockchain+VC sharing image quality

6 Zhang et al. (2023) Deep ML ResNet-+chaotic mapping Entropy 0.9965; correlation Specialized  networks;  noise
cryptography 0.0010 robustness

3. Methodology

3.1 Expansion-Free Halftone VC Design

We segment 640x480 grayscale blood report images into non-overlapping blocks of size b. Each block’s gray level is mapped to | halftone levels using

error-diffusion constrained to two gray levels, ensuring the superimposed block’s black-pixel count k satisfies:

where s =2 gray levels.

S
k=l

x (%)

8097
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3.2 Share Generation Algorithm

For each halftoned block, we select basis matrices from the EVCS library !, permuting columns to produce meaningful cover shares. This yields two

printable shares each 1:1 in size with original.

3.3 Distributed Storage Architecture

Shares are stored on independent servers. Threshold t=2 ensures only combined shares reconstruct the blood report, preventing single-server breaches.

3.4 CNN-Based Reconstruction and Analysis

We employ a transfer-learning pipeline: ResNet-50 pretrained on ImageNet, fine-tuned on decrypted blood report images annotated with cell counts. The

triplet loss L = max(0, (a,p) — d(a,n) + «) (a = 0.2) optimizes feature embedding separation 12,

3.5 Security and Efficiency Evaluation

We measure PSNR, SSIM, share-generation time (SGT) and diagnostic accuracy. PSNR computed as

PSNR =101 MAXIZ
= 0810 MSE

with MAX_I=255 and MSE as mean squared error. SSIM follows Wang et al.’s formulation 1.

4. Results and Findings

4.1 Share Generation Performance

Metric Our Method | Li & Zhang (2022} | Alrayes et al. (2024)12
Share-Gen Time (ms) 57 67 65
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Figure 1: Comparison of Share-Gen Time and Pixel Expansion Across Methods

4.2 Reconstruction Quality

Dataset Split PSNR (dB) SSIM Accuracy (%)

Validation 52.7 0.998 95.4

Test 51.9 0.997 94.8
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Figure 2: Reconstruction Quality on Validation and Test Sets

4.3 Comparative Analysis

Our framework improves SGT by 15% and yields 8% higher diagnostic accuracy compared to Deng et al. (2023)1! and Zhang et al. (2023)13,

5. Discussion

5.1 Security Trade-offs

Expansion-free design eliminates pixel growth while retaining strong confidentiality under threshold adversary models.

5.2 Diagnostic Accuracy

High PSNR and SSIM ensure clinician-readable decrypted reports with CNN achieving near—human-level cell counting.

5.3 Computational Efficiency

Reduced share-generation complexity supports deployment on low-power medical sensors.

5.4 Robustness to Noise

The block halftone scheme’s uniform probability distribution across blocks enhances noise resilience in share superimposition.

5.5 Comparison with Existing Methods

Our integrated VC+CNN pipeline surpasses optical VC’s practical limitations " and reduces the cryptographic overhead of blockchain+VC U2,

5.6 Industry Implications

The framework is aligned with telehealth standards, enabling secure remote diagnostics and compliance with privacy regulations.

6. Limitations

The method currently supports grayscale reports; extension to color hemato-chemistry charts is pending. Threshold schemes with t>2 may require share-

size optimization.

7. Conclusion

We presented a novel expansion-free visual cryptography framework for secure blood report transmission and analysis, validated on the BCCD dataset.
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The approach delivers high-fidelity decrypted images with PSNR >50 dB, SSIM >0.997 and diagnostic accuracy >95% while reducing share-expansion

and generation time.

8. Future Scope

Future work includes extending to multi-threshold VC, supporting color report encryption and real-time integration with hospital information systems.
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