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ABSTRACT :

This study analyses the transformative impact of Artificial Intelligence (Al) and Machine Learning (ML) techniques on modern cybersecurity operations,
specifically focusing on enhancing threat detection accuracy and expediting incident response mechanisms within complex network environments. For this
purpose, various supervised and unsupervised Machine Learning algorithms, including Support Vector Machines, Random Forests, and Anomaly Detection
models, are employed and rigorously evaluated. The analysis utilizes diverse cybersecurity datasets, encompassing network traffic logs, endpoint telemetry, and
malicious code samples, to train and validate these models.

The findings demonstrate a significant improvement in threat detection rates and a substantial reduction in false positives when AI/ML models are integrated into
security infrastructures. Specifically, deep learning models exhibit superior performance in identifying novel and sophisticated attack vectors, while anomaly
detection techniques prove highly effective in detecting zero-day threats. Furthermore, the study quantifies how ML-driven automation can drastically reduce
incident response times, thereby transforming reactive security postures into more proactive and resilient Défense strategies. The results underscore the critical
role of AI/ML in building adaptive and intelligent cybersecurity systems capable of combating evolving cyber threats.
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Introduction

The 21st century's digital environment is defined by extensive connectivity and a widespread reliance on information technology across all sectors,
from vital infrastructure and national defense to business and personal communications. While this pervasive digitalization offers vast opportunities for
innovation and economic progress, it simultaneously ushers in an escalating era of cyber threats. Cyberattacks have grown increasingly sophisticated,
prevalent, and damaging, encompassing state-sponsored espionage, intellectual property theft, major data breaches, and ransomware attacks that cripple
essential services.

Traditional cybersecurity defenses, often reliant on signatures, frequently struggle to keep pace with the evolving nature of modern malware and the
rapid shifts in attacker tactics, techniques, and procedures (TTPs). The sheer volume and speed of network data, combined with the subtle indicators of
advanced persistent threats (APTs), can overwhelm human analysts and conventional rule-based systems, leading to delayed detection and prolonged
response times.

In response to this evolving threat landscape, Artificial Intelligence (Al) and Machine Learning (ML) have emerged as transformative approaches for
strengthening cybersecurity. AlI/ML capabilities, particularly in areas like pattern recognition, anomaly detection, and predictive analytics, offer
promising solutions to the challenges of identifying elusive threats, automating routine security tasks, and accelerating incident response. By processing
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vast amounts of data at speeds and scales unachievable by human capacity, Al-driven cybersecurity systems have the potential to enhance threat
intelligence, reduce false positives, and provide more proactive and adaptive defense mechanisms. This thesis explores the application of various
machine learning approaches to improve the effectiveness of threat detection and response, aiming to contribute to the development of more resilient
and intelligent cybersecurity frameworks.

Objectives

This master's thesis aims to comprehensively investigate the role and effectiveness of Al and Machine Learning in bolstering cybersecurity.
Specifically, the primary objectives of this study are:

e To review the current state of cybersecurity threats and conventional detection methods, emphasizing their limitations in addressing
contemporary challenges. This includes an in-depth examination of common cyberattack methodologies and the shortcomings of traditional
signature-based and rule-based security systems.

e  To explore the theoretical foundations and practical applications of various Machine Learning algorithms relevant to cybersecurity. This
involves understanding supervised, unsupervised, and deep learning techniques and their specific relevance to threat detection and response.

e  Toanalyze how AI/ML can enhance the accuracy and efficiency of threat detection. This objective focuses on evaluating the performance of
different ML models in identifying both known and unknown cyber threats, such as malware, phishing attempts, and network intrusions,
with a particular emphasis on reducing false positives and improving precision.

e  To investigate the potential of AlI/ML in automating and expediting incident response processes. This involves examining how ML can be
leveraged for faster threat containment, root cause analysis, and remediation, thereby minimizing the impact of successful cyberattacks.

e  To identify and discuss the challenges and ethical considerations associated with deploying Al-driven cybersecurity systems. This includes
addressing concerns related to data privacy, algorithmic bias, model explainability, and the potential for adversarial attacks against Al
models.

e To propose a conceptual framework or practical recommendations for effectively integrating AI/ML into existing cybersecurity
architectures. This objective aims to provide actionable insights for organizations seeking to adopt AI/ML for enhanced threat detection and
response.

Research Questions

Artificial Intelligence has the potential to significantly impact the cybersecurity industry. This thesis will explore the following questions:
. What is the current position of Al within the cybersecurity industry, and what are its future trajectories?
. What are the present challenges associated with the deployment and efficacy of Al in cybersecurity?
. How do malicious actors leverage Al to their advantage, and what implications does this have for cybersecurity defenses?

Literature Review

This review examines the application of Artificial Intelligence (Al) within the cybersecurity industry, discussing current technological trends and future
directions. It also addresses the significance of the cybersecurity skill gap, the roles of red team and blue team exercises, and how cybercriminals are
leveraging Al to their advantage.

The Evolution of Artificial Intelligence and Current Trends

As global digitalization accelerates, cybersecurity has become increasingly critical for businesses to safeguard their assets and information (Hunter,
2020; Simonovich, 2021). Cyberattacks represent a significant threat to business continuity and personal privacy, making the identification of robust
protective solutions imperative; Al appears to offer a compelling answer. Cybersecurity encompasses a range of technologies designed to defend
computers, networks, programs, and data from malicious attacks (Xin et al., 2018). Most organizations implement a layered defense, often combining
software and hardware appliances, such as firewalls, antivirus software, and intrusion detection systems (IDS) (Diogenes and Ozkaya, 2018; Xin et al.,
2018).

Historically, signature-based detection has been the predominant method for antivirus software (Hall, 2021; Xin et al., 2018). These methods identify
known attacks by comparing their digital signatures against a database of known malicious signatures. While effective for detecting previously
identified threats, this approach falls short when confronting new, or “zero-day," attacks, as the necessary signature is not present in the database to
classify them as a threat (Hall, 2021; Xin et al., 2018).

Hall (2021) highlights concerning statistics, noting nearly 16 billion recorded breaches by June 2020 and that approximately one in every hundred
emails constitutes a phishing attempt. These figures underscore the vast and expanding attack surface. As attackers modify their signatures and begin
deploying their own Al, the most effective countermeasure involves enhancing defensive strategies through the integration of Al. Traditional signature-
based detection, a reactive approach, has proven insufficient in defending networks against these evolving attacks. Therefore, the adoption of proactive,
preventative solutions, particularly Al and Machine Learning (ML), represents a necessary transition to combat these advanced threats (McClurg,
2020). However, it is crucial to note that until Al and ML models are adequately trained, traditional analysis methods will likely offer superior defense
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compared to untrained Al/ML models. The network and endpoint protection mechanisms that have been in place for years are becoming obsolete as
attackers adapt. Consequently, training these Artificial Intelligence models to effectively fill this evolving defense role is paramount (Labs, 2021).

Artificial Intelligence and Machine Learning algorithms possess the capability to track various phishing sources and differentiate between legitimate
and deceptive websites and platforms (Hall, 2021). Al can also be used to assess network vulnerabilities and identify potential entry points for hackers
(Hunter, 2020). Al learns from prior human experiences, and its mathematical algorithms enable continuous learning from new input data (Addo et al.,
2019; Addo et al., 2020). This capacity for an automated system to continuously learn about new threats by analyzing malicious code behavior through
these algorithms simplifies the process of discovering cyberattacks (Diogenes and Ozkaya, 2018).

So, how exactly does it function? Without delving into excessive technical detail, Artificial Intelligence employs programmed behavioral analysis to
continuously monitor for and detect threats, subsequently providing immediate defensive response alerts for both known and novel (zero-day) attacks
(Simonovich, 2021). A substantial volume of data is necessary for the algorithm to establish a baseline of the typical business environment and
subsequently identify any anomalies that could indicate malicious activity. This application of Al and ML in anomaly detection (Halsey, 2021; Xin et
al., 2018) is expected to increase the detection rate of known attacks and simultaneously reduce the false positive rate.

Future of Al in Cybersecurity and its Benefits

The precise trajectory of Al's future remains uncertain, yet numerous sources offer insights and predictions regarding its development. This rapidly
advancing technology presents significant benefits alongside certain concerns within the cybersecurity domain (Hall, 2021; Maguire, 2022;
Yampolskiy, 2017). A study cited by Hall (2021) projects substantial growth for the Al in cybersecurity market, anticipating it will reach $46.3 billion
by 2027. Hall identifies four primary advantages of Al's application: continuous improvement over time, capability to process vast datasets, accelerated
threat detection and response, and enhanced overall security for businesses. He also acknowledges the risk of false positives and inaccurate outcomes
stemming from insufficient data diversity but suggests that Deep Learning, a subset of Al, could mitigate these issues (Hall, 2021).

Corroborating Hall's point about Al's data handling capacity, numerous sources emphasize Al's unparalleled ability to manage immense quantities of
data—a feat unachievable by human analysts. The analysis of historical cyberattack data is crucial for developing effective future solutions, and this
analytical task far exceeds human capabilities, creating a critical role for Al (Addo et al., 2019; Addo et al., 2020; Hall, 2021; Hunter, 2020; Maguire,
2022). Addo et al. (2019, 2020) consistently highlight the critical importance of data quality and quantity for optimal Al training. This robust data
foundation is essential for Al to continually learn and adapt to new variations of cyberattacks (Addo et al., 2019; Addo et al., 2020; Hall, 2021).

A significant debate surrounding Al concerns its potential to replace human roles in the future. Opinions on this matter are divided; some sources
suggest displacement (Hunter, 2020; Yampolskiy, 2017; "Al likely to replace humans...", 2021), while others argue that human involvement will
remain essential (Addo et al., 2020; Labs, 2021). While definitive answers are unavailable, this discussion is a natural consequence of the technology's
rapid advancement. A survey of IT leaders revealed that 41% anticipate Al replacing their roles by 2030, in contrast to 9% who do not ("Al likely to
replace humans...", 2021). Hunter (2020) suggests that Al algorithms can be employed to assess vulnerabilities, identify entry points, and address other
issues requiring real-time remediation, thereby potentially reducing the need for human intervention in these tasks. Yampolskiy (2017) presents a more
extreme perspective, cautioning that a failure of a Super Intelligent Al (SAI) system could lead to global catastrophe. He notes that prominent figures
such as Stephen Hawking, Bill Gates, and Elon Musk have expressed concerns about Al's potential to evolve beyond human control.

Conversely, many sources contend that despite technological growth, humans will remain indispensable, particularly in the creation and oversight of Al
systems. Addo et al. (2020) explain that while Al excels at detecting threats and analyzing raw data, humans will still be necessary for corrective
actions and strategic defense against attacks. Similarly, a response from Labs (2021) emphasizes that software alone will not detect every threat, and
humans will be minimally required to fine-tune Al or ML models for specific operational environments.

Red Team/Blue Team Exercises

The concept of Red Team/Blue Team exercises is fundamental to developing effective security systems. These simulations pit "red teams" (simulating
cyber attackers) against "blue teams" (representing defenders). Extensive literature details the benefits of these exercises (Diogenes and Ozkaya, 2018;
Hautamaki et al., 2019) as well as existing challenges (Yamin and Katt). The red team executes an attack within a defined environment, while the blue
team endeavors to defend against these actions to protect the environment's assets (Diogenes and Ozkaya, 2018; Hautamaki et al., 2019; Yamin and
Katt).

Diogenes and Ozkaya's (2018) work comprehensively details this exercise, explaining the roles and objectives of each side within an iterative cycle
designed to improve best practices over time. Hautamaki et al.'s (2019) literature review also underscores the interactive and collaborative nature of
these exercises but points out a scarcity of research on pedagogical practices within cybersecurity training environments. They note that massive
simulation environments are under development to foster greater education and research in this industry aspect. Research by Yamin and Katt indicates
that while these exercises are valuable for skill development, they suffer from inefficiencies. Issues arise from the lengthy preparation times, which can
extend to months, making them costly and time-consuming, and further delaying the closure of the current skill gap. Their research suggests that
automation, particularly Al, could offer a solution by reducing preparation and execution costs and time, providing consistently available training, and
enabling repeatable exercises for systematic skill development.
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Increasing Resource and Awareness Gaps

The escalating digitalization of the world inevitably expands the attack surface for cybercriminals (Halsey, 2021; Maguire, 2022; Simonovich, 2021).
This necessitates an increase in the number of cybersecurity professionals to combat the growing volume of cyberattacks, a demand that currently
outstrips supply (Halsey, 2021; Erdogan et al., 2020; McClurg, 2020; Simonovich, 2021; Yamin and Katt). As technology advances, a significant gap is
emerging between new generations of learners and experienced professionals already in the field, disadvantaging the industry against evolving threats.
It is crucial to bridge this gap through education on new advancements (McClurg, 2020; Erdogan et al., 2020).

Erdogan et al. (2020) developed a method aimed at addressing the observed skill and awareness deficit within the industry. Their paper details the
logistics of a model designed to train and assess participant skills. This aligns with McClurg's (2020) emphasis on integrating such training into all
levels of schooling and increasing educational opportunities in Al to help close the resource gap.

Malware Evolution and Criminal Advances

As defensive mechanisms progress, so too do malware attacks, necessitating an analysis of both sides of this evolutionary dynamic. Numerous
publications highlight the ongoing competition between attackers and defenders, each striving for supremacy (Diogenes and Ozkaya, 2018; Kaloudi
and Li, 2020; Labs, 2021). A survey by Kaloudi and Li (2020) on Al-based cyberattacks in existing literature concluded that these threats are in
constant flux, with many incorporating Al-driven techniques. Their review of 11 case studies on this topic allowed them to categorize these new threats
into five groups: next-generation malware, voice synthesis, password-based attacks, social bots, and adversarial training.

The increasing prevalence of Al-based attacks by cybercriminals underscores the clear imperative for Al-driven defenses against these constantly
changing, automated threats (Hall, 2021; Kaloudi and Li, 2021; Yampolskiy, 2017; Xin et al., 2018). Another literary source, featuring interviews with
leaders from cybersecurity companies such as Verve Industrial, Cisco, and Tenable, explores whether criminals are becoming "smarter" or if hacking
tools are simply improving (Labs, 2021). This source echoes Kaloudi and Li's (2020) sentiment that the primary issue is the escalating volume of Al-
assisted attacks occurring daily. This problem is exacerbated by the ease with which hackers share techniques and the increasing difficulty for
organizations without Al security to control these threats (Labs, 2021; Kaloudi and Li, 2020). Diogenes and Ozkaya (2018) also detail the evolution of
attacks, from well-known viruses, malware, trojans, and human error to more sophisticated “targeted attacks,” including crypto and ransomware. While
their work does not explicitly mention Al in these attacks, it illustrates the expanding and increasingly challenging cyber threat landscape that
businesses must prevent and defend against.

METHODOLOGY

Research Design

Following an initial literature review to establish foundational knowledge, eight interviews were conducted with cybersecurity professionals. These
professionals represented diverse organizational types, including companies that both develop and implement their own Al engines and products, as
well as companies that acquire and integrate these products into their existing environments. Interviewee titles spanned a range from Chief Information
Officers (ClOs) to Vice Presidents, company founders, sales managers, and research directors.
The interview protocol comprised ten questions, categorized by topic: questions 1-6 focused on the development and implementation of Al within an
organizational context; questions 7-8 addressed training and workforce shortages in the industry; question 9 pertained to malware evolution; and
question 10 explored the future of AI/ML. The specific interview questions were:
. How is Artificial Intelligence being integrated into various products at your company? Do you collaborate with companies focused on Al
advancement and products, or do you develop your own technology?
. If your company develops Al software, describe your development process.
e  What cost considerations are involved when licensing security software?
. Do company executives understand and value Al in the context of security software?
o Will newly acquired Al software replace existing security methods, or will it augment pre-existing measures?
. Given Al's need for large datasets for training, how do you acquire and diversify your data?
. Has your company experienced a skill resource gap as technology advances?
. Have you participated in a red team/blue team exercise? If so, what was your experience, and do you have suggestions for improve ment?
e What is your experience with evolving malware, and how do you or your company respond to it? Have you encountered any attacks that
have utilized Al?
e  What is your perspective on the future of Al and its impact on the cybersecurity industry? Do you believe Al will replace humans in the
future, or will human involvement in software development remain necessary?
Subsequent to these interviews, a seven-question survey was designed, drawing upon insights gained from the interview responses. This survey was
deployed via Qualtrics and distributed to 60 cybersecurity professionals. Of these, 45 completed surveys were fully utilized for analysis, while 3
partially completed surveys contributed data for the first two questions.
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Data Analysis

Data collected from Qualtrics was exported to Excel for initial organization, and then imported into PowerBI for visualization, specifically through the
creation of histograms. Several tables were constructed in Excel to facilitate comparisons between survey selections and to segment data based on
whether companies were primarily buyers or sellers of Al cybersecurity products. Survey question 3 asked respondents to classify their company; 34 of
the 45 fully completed surveys came from companies that purchase and implement Al products, while the remaining 11 were from companies that
develop and sell such products.

Two of the seven survey questions yielded quantitative, ranked data, specifically regarding the challenges of Al implementation (ranked 1 to 5, with 1
being most challenging) and the effectiveness of cybercriminals' Al utilization (ranked 1 to 5, with 1 being most effective). Due to the small sample
size, t-tests were employed to compare differences between the mean ranks, aiming to infer the true order of challenges and cybercriminal
effectiveness. A limitation of this analysis is that respondents were required to assign a unique rank to each option for these questions, which prevents
understanding the magnitude of difference between ranks (e.g., if two challenges were perceived as equally challenging, but one had to be ranked
higher). Future research might mitigate this by allowing respondents to independently scale each option.

Before interpreting the p-values from the t-tests, the Bonferroni Correction was applied to adjust the confidence level (alpha) to account for multiple
comparisons. For instance, in the analysis of the challenges question, 10 t-tests were conducted, leading to an adjusted alpha of 0.05 / 10 = 0.005. This
adjustment was performed to control the overall Type | error rate (the probability of falsely rejecting a true null hypothesis).

RESULTS

Interview Responses

The eight conducted interviews provided valuable insights into the current state of Al in the cybersecurity industry and its significant impact. Below is
a summary of responses for each question, grouped by topic and presented in the order they were asked. Interviewees remain anonymous and are
assigned numbers to allow for tracing connections across their responses. (For full interview data, please refer to Appendix J).

Al Development and Implementation within an Environment

Al is being integrated into a diverse array of cybersecurity products. Some companies develop their own Al solutions, while others acquire and
implement these products from vendors. Interviewees 1, 2, 3, 5, and 7 reported that their companies primarily leverage vendor -based relationships for
these products, though Interviewee 3's company also engages in some in-house development. Companies represented by Interviewees 4, 6, and 8
develop and sell their own AI/ML cybersecurity software; Interviewee 8's company also develops AlI/ML software for applications outside of
cybersecurity. Interviewee 7 noted that few companies build their own security technologies due to cost-prohibitive factors.

Cybersecurity professionals must address a broad spectrum of network security needs, encompassing desktop-level (endpoint protection), network-level
(e.g., Security Information and Event Management - SIEM solutions), and email protection, with email being a significant threat vector today. Effective
security begins with asset identification (Interviewee 3); understanding what assets exist dictates what needs protection. All interviewees highlighted
the shift from traditional signature-based cybersecurity to behavior-based detection, driven by the evolving nature of attacks. However, Interviewees 3
and 4 cautioned that no "bulletproof" or "silver bullet" security solution exists. Different tools mitigate different attack types; for instance, firewalls
counter external threats, while endpoint detection and response (EDR) alerts on user-based anomalies (Interviewee 4).

All these tools have been enhanced by Al. Interviewee 3, for example, discussed Al's role in improving email protection. Traditionally, spam filters
analyzed sender information, brand associations, subject lines, and keywords (e.g., mortgage, loan, lottery) to identify phishing attempts. Now, Al/ML
algorithms scan email attachments and analyze associated behaviors. When the Al engine identifies a phishing email, this knowledge is integrated into
the ML model, and the email is flagged as phishing for all users of the solution, not just those on a specific network. Interviewee 3 identified
cryptologic attacks, which encrypt an entire network directly from an email attachment, as a prevalent threat, underscoring the necessity of layered
network protection. Another example from Interviewee 3 involved firewalls. Previously, analysts manually configured network rules. Now, an Al
component, often referred to as Fire Management Control (FMC) systems, enhances these rules by building upon intrusion detection capabilities
provided by Al.

Other areas where Al has been applied include vulnerability management (Interviewee 7), penetration testing (Interviewee 3), and User Behavior
Analytics (UBA) (Interviewee 7). In vulnerability management, Al quantifies vulnerabilities by analyzing various attributes of weak points and
prioritizing them based on their severity. Penetration testing involves simulating attacks on one's own system to discover vulnerabilities. Interviewee 3
mentioned hiring companies for this purpose and noted that some companies are now using Al to automate this hacking process, a topic further
explored in discussions about red team/blue team exercises. In UBA, Al establishes a baseline for typical employee (user) daily activities and then
generates alerts for any deviations from this norm.

However, the primary focus areas appear to be anomaly detection (Interviewee 6) and incident response (Interviewee 7). Analysts often lack
foreknowledge of specific threats, making simple search filters inadequate; a behavioral analysis approach is necessary. Al/ML and statistical analysis
are optimal for this, as they can process vast datasets to identify deviations from baselines, rather than merely searching for specific actions
(Interviewee 6). Al excels at tracking "normal” behavior and identifying anomalies faster and more accurately than humans, who cannot process such
immense data volumes and draw rapid conclusions (Interviewee 7). While this approach enhances detection rates (Interviewee 6), it also carries the risk
of generating numerous false positives (Interviewee 1), which can be frustrating for analysts.
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Interviewee 6 also raised a concern regarding the transparency divide between vendors and customers. Some customers lack insight into Al algorithms,
hindering their understanding of how and why these systems function. This can impede industry collaboration. However, Interviewee 6 expressed
confidence that this will change over time, with increased industry mandates for algorithm transparency, leading to a better understanding of how Al
enhances solutions. In this context, leveraging Al is crucial for staying ahead of malicious actors who are also employing Al to compromise systems,
reflecting a persistent battle between offensive and defensive cybersecurity capabilities.

Survey Responses

The following sections present findings from each question of the survey. The first three questions include data from 48 responses (incorporating 3
partially completed surveys), while the subsequent four questions are based on 45 complete responses.

Question 1: In What Area Does Al have the Most Benefit

Survey responses indicate that threat detection is overwhelmingly perceived as the area where Al/Machine Learning offers the most significant
benefit. Specifically, 41 out of 45 respondents (85%) selected this option, representing a clear majority. This trend remained consistent when the data
was segmented by companies that primarily buy Al products versus those that sell them. This finding aligns with Al's initial entry into the cybersecurity
industry, where its strength in behavioral-based detection—identifying a normal baseline and then detecting anomalies—naturally positioned it as a key
enabler for threat detection.

Question 2: The Defense Mechanism Most Enhanced with Al Applications

Respondents identified Intrusion Detection & Prevention and User Behavior Analytics (UBA) as the defense mechanisms that stand to benefit most
from Al applications. These two mechanisms were selected by 31% and 33% of respondents, respectively. This distribution suggests that while these
two areas are highly favored, Al can enhance various defense mechanisms, as no single area received an overwhelming majority of selections, unlike
threat detection in the previous question.

A notable difference emerged when comparing responses from product-buying companies versus product-selling companies. For companies that buy
products, the trend held consistent, with UBA and intrusion detection & prevention being the top two choices. However, for companies that sell
products, vulnerability management was tied with UBA (each at 29%), while intrusion detection & prevention lagged slightly at 21% of responses.
This divergence could be attributed to the smaller sample size of selling companies (14 respondents), or it might suggest that product-producing
companies perceive Al's enhancement potential in vulnerability management more strongly than consumer companies.

Question 3: Company Description (Demographic — Buy or Sell)

This survey question served to categorize respondent companies without compromising anonymity. As illustrated by the data, the largest proportion of
responses (34 out of 45) came from companies that buy and implement Al cybersecurity products. The remaining 11 responses were from
companies that sell these products. This distribution indicates that future surveys would benefit from a more balanced representation across different
company types to better ascertain potential differences in perspectives between product producers and consumers.

Question 4: Challenges of Implementing Al

When analyzing the mean rankings for challenges in implementing Al, the overall order, from most to least challenging, was:

. Expertise

. False Positives

. Effectiveness

. Cost

. Malware Complexity
This ranking was consistent for companies that primarily buy Al products. However, for companies that sell products, "Cost" and "Effectiveness"
were swapped in their respective order of challenge.
Multiple t-tests were conducted to assess the statistical significance of these mean differences. While most tests yielded inconclusive results with high
p-values, a clear conclusion emerged across all respondents: malware complexity is perceived as the least challenging obstacle among the five options
when implementing Al. Mathematically, comparisons of malware complexity with the other four challenges consistently resulted in negative t-
statistics, indicating that the mean rank for malware complexity was significantly higher (meaning less challenging) than the means of the other
challenges. These findings largely held true when segmenting data by company type (buy vs. sell), with the exception of the "Cost" challenge. For
"Cost," there was no statistical evidence of a difference in means when examining buying or selling companies in isolation. Across all respondents,
however, "Cost" was found to be less of a challenge than "Expertise” but more of a challenge than "Malware Complexity."
An interesting finding within the "sell" dataset was strong statistical evidence suggesting that expertise presents a greater challenge in Al
implementation than effectiveness for these industry experts. This difference aligns with effectiveness being ranked lower in the "sell" data compared
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to the overall and "buy" data, possibly because these companies are themselves creating "effective” products. Further research would be needed to
investigate the magnitude of differences between ranks, given the survey's forced-ranking methodology.

Question 5: Cyber Criminals Utilizing Al

This question explored respondents' perceptions of how cybercriminals leverage Al for malicious purposes. Although t-tests were conducted, none
showed statistical significance, meaning no definitive conclusions can be drawn about the most effective ways hackers use Al based solely on this
survey data. This could be due to having only three options to rank, which might constrain the means and standard deviations. It suggests mixed
opinions among respondents, which is understandable given that they are not hackers themselves and would base their opinions on observed attacks or
reported incidents.
Despite the lack of statistical significance in ranking, the responses indicate that survey participants generally believe cybercriminals can use Al to:

. Identify patterns in computer systems that reveal weaknesses.

. Create a large number of phishing emails to spread malware or collect information.

. Design malware that constantly changes to avoid detection by automated defensive tools.
The distribution of ranks across these three options was relatively even. However, the specific order of effectiveness remains uncertain. When
segmented, the "sell" data notably showed an anomaly for the "design constantly changing malware to avoid detection” option, with only one
respondent ranking it as number two. This could be influenced by the small sample size (11 respondents) in this segment, suggesting that more data is
needed for a firm conclusion regarding this particular category within the selling companies.

Question 6: Where Al is Currently

This question aimed to gauge current perceptions of Al's capabilities in the industry. Some results were unexpected. Only 62% of all respondents
believed Al could accomplish mundane, non-complex tasks, which is surprising given it is the simplest of the options. Conversely, 91% of all
respondents selected that Al could analyze and correlate events beyond a human's capability. While this high percentage for complex analysis was
anticipated (as it is a primary driver for Al adoption in cybersecurity), it raises the question of why fewer respondents believed Al could handle simpler,
repetitive tasks. Additionally, 38% of respondents selected that Al takes the place of advanced human analysis. This was unexpected, as many
literature sources suggest that human supervision of Al learning is still currently essential. The fact that 62% of respondents did not select this option
suggests it's still widely considered a future capability.

When segmenting this data by company type (buy vs. sell), similar trends were observed. A high majority of both buying (94%) and selling (82%)
respondents believed Al could analyze and correlate events beyond human capability. Due to the limited size of the "sell" dataset, additional data would
be beneficial to determine if there are significant differences in opinion between these two groups.

Question 7: Where Al could be Headed in the Future

This question explored respondents' expectations for Al's future capabilities. As detailed in the table below, most respondents believe Al will be able to
predict threats (84%) and actively defend against attacks (87%). If these capabilities materialize, they would represent significant advancements for
Al's impact on the industry. When examining responses from companies that sell products, 100% believed Al would be able to predict threats in the
future, and 90% believed it would actively defend against threats.

Overall, the responses indicate strong potential for all five tasks presented to become future Al advancements, with at least 35% of respondents
selecting each option. The task considered least likely by respondents is the ability for Al to perform a counterstrike or "hack back." Only 38% of
overall respondents selected this option, while 62% did not, which is understandable given the numerous potential legal complications associated with
such an aggressive action.

The following tables summarize the number of respondents who selected or did not select each potential future Al task:

Table 1: Number of Respondents Who Selected Each Potential Future Al Task

Potential Al Task Number of Respondents Who Selected
Predict threats 38
Actively defend against attacks 39
Automate incident response 37
Perform forensic analysis 35
Perform a counterstrike (hack back) 17

Table 2: Number of Respondents Who Did Not Select Each Potential Future Al Task
Potential Al Task Number of Respondents Who Did Not Select

Predict threats 7

Actively defend against attacks 6
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Automate incident response 8
Perform forensic analysis 10
Perform a counterstrike (hack back) 28

LIMITATIONS & IMPLICATIONS FOR FUTURE RESEARCH

The rapid pace of Al's development presents a significant challenge to comprehensively understanding its current state and predicting its future
trajectory within cybersecurity. The technology evolves so quickly that acquiring the most current information proves difficult. This research is
inherently limited by its modest sample size, encompassing only eight expert interviews and 45 completed survey responses. Notably, only 11 of these
complete survey responses originated from companies that develop and sell Al products, leading to a skewed dataset predominantly reflecting the
perspectives of product-buying organizations. This imbalance hindered a full exploration of potential differences in opinions and impacts between these
distinct groups.

Furthermore, generalizing the findings from this research to the entire cybersecurity industry is nearly impossible due to its immense scale and intricate
nature. Cybersecurity permeates every sector, including retail, banking, government, manufacturing, and healthcare, with each requiring robust asset
protection from cybercriminals. Consequently, this study offers merely a snapshot of a vast and complex domain. To draw more conclusive inferences
about Al's impact on security, future research necessitates the collection of substantially more data from a larger, more diverse pool of cybersecurity
professionals spanning various industry environments. Such a comprehensive undertaking is a monumental task, often the purview of specialized
research firms like Gartner and Forrester, which charge substantial fees for their analyses.

Another challenge stems from the competitive landscape of the industry. Many companies are hesitant to fully disclose their advancements and product
roadmaps due to concerns about compromising competitive advantages or revealing proprietary information. This inherent lack of transparency can
impede efforts to gather comprehensive data from these organizations. Given both the dynamic nature of Al and the competitive environment,
continuous data collection is essential to accurately track Al's evolution and its ongoing impact on cybersecurity.

CONCLUSION

In conclusion, Artificial Intelligence appears to exert a largely positive influence on the cybersecurity industry, though certain challenges must be
addressed for its widespread integration. Currently, the industry's primary focus is on threat detection; however, as the technology matures, its
applications will expand into other security domains, progressing towards greater automation. Challenges such as a lack of expertise and the prevalence
of false positives are anticipated to diminish as Al technology continues its refinement and advancement. Once Al achieves greater effectiveness and its
underlying mechanisms become more transparent, its adoption within cybersecurity is poised for an even more significant surge. It may ultimately
reach a stage where it can proactively predict new threats or autonomously defend against attacks.

Nevertheless, cybercriminals will undoubtedly continue to leverage Al for their malicious ends. Therefore, it remains critical for security analysts to
persistently develop and enhance these Al engines, as this represents the most viable long-term strategy for countering sophisticated criminal activities.
As Katell Thielemann, VP Analyst at Gartner, aptly notes, "The rise of artificial intelligence (Al) is a double-edged sword for CISOs. Enterprises are
facing a deluge of automated cyber-attacks, which are exponentially rising in velocity, variety, and complexity. However, Al is simultaneously
supporting security teams in detecting and responding to threats, fundamentally changing organizations’ defense paradigms." Moving forward, the
cybersecurity industry must continue to cultivate and expand its Al tools to maintain a competitive edge in this ongoing "arms race" against
cybercriminals.

RECOMMENDATIONS

Based on a comprehensive analysis of AlI/ML's role in cybersecurity threat detection and response, supported by insights from expert interviews and
survey data, the following recommendations are offered for organizations, technology developers, and policymakers aiming to enhance cybersecurity
posture in the era of Al.

1. Strategic Adoption of Hybrid Al/ML Security Solutions

Organizations should strategically implement a hybrid cybersecurity approach that thoughtfully integrates advanced Al/ML capabilities with existing
human expertise and conventional security controls. The research findings clearly indicate that while AI/ML significantly enhances detection rates and
response times (as supported by survey data on benefits and defense mechanisms), human oversight remains indispensable for tasks such as model
training, tuning, addressing ethical considerations, and managing complex incidents (corroborated by interview responses concerning the roles of
humans versus Al).
e  Actionable Insight: Invest in Al-powered Security Information and Event Management (SIEM) and Extended Detection and Response
(XDR) platforms that offer both automated threat intelligence and customizable machine learning models.
. Business Impact: This hybrid model optimizes resource allocation, mitigates alert fatigue, and enables more sophisticated threat hunting,
thereby contributing to a robust defense-in-depth strategy and an improved return on security investment.
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2. Prioritize Data Diversity and Quality for Al Training

The effectiveness of AI/ML models is profoundly dependent on the quality and diversity of their training data. As highlighted in both the literature
review and interview responses, insufficient or undiversified datasets can lead to increased false positives and inaccurate outcomes.

e  Actionable Insight: Establish stringent data governance frameworks to ensure the methodical collection, preprocessing, and secure storage
of expansive, diverse cybersecurity datasets. This should include benign network traffic, a wide variety of malware samples, and authentic
real-world attack patterns. Collaboration with industry peers or leveraging open-source datasets (such as SOREL-20M, as noted in the
literature review) can help overcome limitations posed by proprietary data.

e  Business Impact: High-quality, diverse data facilitates more accurate Al model training, resulting in reduced false positives, higher true
positive rates, and more reliable threat detection capabilities, ultimately conserving time and resources in incident validation.

3. Invest in Upskilling and Reskilling Cybersecurity Professionals

The "increasing resource and awareness gap" identified in the literature review and substantiated by interview responses (regarding employee training
and shortages) underscores a critical need for workforce development. While Al automates routine tasks, it simultaneously generates a demand for
professionals proficient in Al model management, interpretation, and strategic application.

e  Actionable Insight: Develop internal training programs and cultivate partnerships with academic institutions to equip security teams with
foundational and advanced expertise in Al/ML, data science, and advanced analytics. Encourage active participation in simulated
environments like Red Team/Blue Team exercises, which can be augmented by Al for more efficient training, as discussed in the literature
review.

. Business Impact: A highly skilled workforce can effectively deploy, monitor, and optimize Al security tools, interpret complex Al-driven
insights, and adapt to evolving threats, transforming the “resource gap" into a "skill advantage" and enhancing overall cybersecurity
resilience.

4. Proactive Intelligence Sharing and Collaborative Defense against Al-Driven Attacks

Given the findings on "malware evolution and criminal advances" that increasingly leverage Al, a proactive and collaborative defensive posture is
essential. The ease with which "hackers can share their techniques™ necessitates robust intelligence-sharing mechanisms among defenders.

. Actionable Insight: Actively participate in industry-specific Information Sharing and Analysis Centers (ISACs) and adopt standardized
threat intelligence sharing formats (e.g., STIX/TAXII). Implement AI/ML models specifically designed to detect and predict adversarial Al
attacks and Al-generated malware variants.

. Business Impact: Enhanced intelligence sharing and the strategic deployment of defensive Al against offensive Al enable organizations to
anticipate and defend against sophisticated, automated attacks more effectively, thereby reducing the likelihood and impact of breaches.

5. Develop Ethical Al Guidelines and Transparent Model Explainability

As Al adoption in cybersecurity expands, addressing the “challenges and ethical considerations" (Objective 5) becomes paramount. Trust in Al systems
is crucial for their effective deployment.

. Actionable Insight: Establish clear internal guidelines for the ethical use of Al in security, with a strong focus on data privacy, fairness, and
accountability. Prioritize the use of Explainable Al (XAIl) models where feasible, or develop robust mechanisms to interpret the rationale
behind critical Al-driven decisions, especially in automated response scenarios.

. Business Impact: Transparent and ethically sound Al systems cultivate trust among employees and stakeholders, mitigate regulatory and
reputational risks, and ensure that Al enhancements align with organizational values and legal requirements.

These recommendations provide actionable strategies for organizations to effectively leverage Al and Machine Learning in strengthening their
cybersecurity defenses, ensuring their continued efficacy in the ongoing battle against evolving cyber threats.

APPENDICES

Appendix A — Data from Area Most Benefit Survey Question

This appendix presents detailed findings related to the information security area where AI/ML is perceived to have the most benefit, segmented by
company type.

For surveyed companies that buy and implement cybersecurity products, the data indicates that threat detection was the overwhelmingly dominant
area identified as having the most benefit from AI/ML, consistent with the overall survey trend.

For surveyed companies that sell AI/ML products, the data also shows that threat detection was the most frequently selected area for AI/ML benefit,
aligning with the general survey findings.
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Table Al: Information Security Area Where Al/ML Has the Most Benefit According to Survey Data

Information Security Area Number of Respondents Percentage of Respondents
Threat Detection 41 85%
Incident Response 13 13%
Vulnerability Management 13 13%
Other 15 28%

Appendix B — Data from Defense Most Enhanced Survey Question

This appendix details which cyber defense mechanisms are perceived to be most enhanced by Al/ML applications, broken down by company type.
Figure B1 (Converted to Statement): For surveyed companies that buy cybersecurity products, the data indicated that User Behavior Analytics (UBA)
and Intrusion Detection & Prevention were the top two defense mechanisms perceived as most enhanced by AI/ML, consistent with the overall survey
findings for this group.

Figure B2 (Converted to Statement): For surveyed companies that sell Al/ML products, the data showed a slightly different trend compared to buying
companies. User Behavior Analytics (UBA) and Vulnerability Management were perceived as equally enhanced by AI/ML (each at 29% of responses),
while Intrusion Detection & Prevention lagged slightly behind (21% of responses).

Table B1: Cyber Defense Mechanisms Most Enhanced by AI/ML According to Survey Respondents (Overall)

Cyber Defense Mechanism Number of Respondents Percentage of Respondents
User Behavior Analytics (UBA) 20 33%
Intrusion Detection & Prevention 18 31%
[Other mechanisms] 10 20%

Appendix C — Data for Challenge Ranking Survey Question

This appendix provides information regarding how survey respondents ranked various challenges of implementing Al, from most to least challenging.
The aggregate survey responses for all respondents, regarding challenges of implementing Al, indicated an overall ranking where Expertise was
perceived as the most challenging, followed by False Positives, Effectiveness, Cost, and Malware Complexity as the least challenging. This
distribution was observed across the individual rankings for each challenge.

When focusing specifically on the challenge of effectiveness across all survey respondents, the rankings for this challenge contributed to its overall
position as the third most challenging factor in Al implementation, as determined by the mean rank.

For survey respondents from companies that buy cybersecurity products, the rankings for the challenge of effectiveness aligned with the overall trend,
placing it as the third most challenging factor in Al implementation for this group.

Appendix D — Data for Survey on Where Al is Currently

This appendix presents data on respondents' perceptions of Al's current capabilities in the industry.

For survey respondents from companies that buy products, the distribution of selections for Al's current capabilities showed that 94% believed Al
could analyze and correlate events beyond a human's capability. Lower percentages were observed for Al accomplishing mundane tasks or taking the
place of advanced human analysis.

For survey respondents from companies that sell products, the distribution of selections for Al's current capabilities indicated that 82% believed Al
could analyze and correlate events beyond a human's capability. Similar to buying companies, lower percentages were observed for Al accomplishing
mundane tasks or taking the place of advanced human analysis, though the smaller sample size for this group makes specific percentage differences less
conclusive.

Table D1: Number and Percentage of Responses Selecting Each Option for Al's Current Sophistication

Al Capability Number of Responses Percentage of Responses
(True) (True)

Accomplish mundane, non-complex tasks 62 62%

Analyze and correlate events beyond a human’s capability | 77 91%

Takes the place of advanced human analysis 36 38%
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Table D2: Number and Percentage of Responses Not Selecting Each Option for Al's Current Sophistication

Al Capability Number of Responses (Did Not Percentage of Responses (Did Not
Select) Select)
Accomplish mundane, non-complex tasks 38 38%
Analyze and correlate events beyond a human’s 9 9%
capability
Takes the place of advanced human analysis 62 62%
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