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INTRODUCTION

Cybersecurity laws in India have become increasingly crucial as data intrusions now cost organizations an average of 17.5 crores ($2.2 million) - a 25%
increase from 2020. This alarming figure demonstrates why understanding legal protections against digital threats is essential for all stakeholders in our
financial ecosystem. Unfortunately, major breaches like the 2021 Air India cyberattack that compromised 4.5 million users' personal information highlight
ongoing vulnerabilities despite existing regulatory frameworks.

The Information Technology Act of 2000 serves as the foundation for cybersecurity laws in India, specifically addressing various digital crimes and their
punishments. Additionally, specialized guidelines from regulatory bodies like the Reserve Bank of India mandate security measures such as multi-factor
authentication for electronic transactions. Furthermore, institutions like the Indian Computer Emergency Response Team (CERT-In) and the National
Critical Information Infrastructure Protection Center (NCIIPC) play vital roles in coordinating cyber incident responses nationwide. With over 4,500
daily complaints reported through the Cyber Crime Reporting Portal, we recognize the importance of examining both the legal frameworks and practical
implementation of hacking laws and punishment in India, particularly as they relate to financial protection.

Legal Foundations of Cybersecurity in India

The legal structure governing cybersecurity in India has evolved considerably over the past two decades to address emerging threats in the digital
landscape. While earlier regulatory frameworks focused primarily on electronic transactions, recent legislation has expanded to encompass data
protection, privacy rights, and sector-specific regulations.

Information Technology Act, 2000 and its Amendments

The Information Technology Act of 2000 (IT Act) forms the cornerstone of India's cybersecurity legal framework. Enacted on June 9, 2000, this legislation
was designed to provide legal recognition for electronic transactions and combat cybercrimes 1. The IT Act was modeled after the United Nations
Commission on International Trade Law (UNCITRAL) Model Law on Electronic Commerce, which India adopted to ensure uniformity in laws applicable
to digital communications 1,

Key provisions of the IT Act include:
e  Authentication of electronic records through digital signatures (Section 3)
® | egal recognition of electronic signatures (Section 5)
e  Validation of contracts formed through electronic means (Section 10A)
e  Regulation of certifying authorities for digital signatures (Section 17)

The 2008 amendments significantly strengthened the Act by introducing provisions for addressing emerging cybersecurity challenges, including identity
theft, data breaches, and cyber terrorism 2,

Digital Personal Data Protection Act, 2023 (DPDPA)

On August 11, 2023, India enacted the Digital Personal Data Protection Act (DPDPA) after years of deliberation B This landmark legislation applies to
digital personal data processed within India as well as data processed outside India if related to offering goods or services to Indian residents =,

The DPDPA introduces several critical components:
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1. Data Fiduciaries (entities processing personal data) must obtain verifiable consent before processing personal data
2. Individuals have rights to information access, correction, and erasure of their data
3. Mandatory security safeguards for protecting personal data
4.  Special protections for children's data
5. Establishment of the Data Protection Board of India for enforcement
Notably, the Act imposes substantial penalties—up to 2250 crore—for non-compliance with its provisions .,
List of Cyber Crime Laws under BNS and IT Act

The Bhartiya Nyaya Sanhita (BNS), which replaced the Indian Penal Code on July 1, 2024, contains several provisions addressing cybercrimes 51,
Moreover, the IT Act establishes specific cybersecurity offenses with corresponding penalties:

Section Offense Penalty

Section 43 Unauthorized access/damage||Compensation to system owner

Section 66 Computer hacking Up to 3 years imprisonment or %5 lakh fine
Section 66B/C/D Fraud and identity theft Up to 3 years imprisonment or Z1 lakh fine
Section 66F Cyber terrorism Life imprisonment

Section 67 Obscene content publication ||Up to 5 years imprisonment or X10 lakh fine

Under the BNS, additional provisions cover organized cybercrime (Section 111), sexual harassment through electronic means (Section 75), and
cyberstalking (Section 78) 5,

CERT-In and its Statutory Role under Section 70B

The Indian Computer Emergency Response Team (CERT-In) was established under Section 70B of the IT Act as the national agency for cybersecurity
incident response ¢, As per the Act, CERT-In is responsible for:

1.  Collecting, analyzing, and disseminating information on cyber incidents
2. Forecasting and issuing alerts about cybersecurity incidents

3. Implementing emergency measures for handling incidents

4. Coordinating cyber incident response activities nationwide

5. Issuing guidelines and advisories on information security practices

CERT-In has the authority to direct service providers, intermediaries, and organizations to provide information or take specific actions related to
cybersecurity . Non-compliance with CERT-In directions can result in imprisonment for up to one year or a fine of up to 1 crore .,

In essence, these legal foundations collectively establish a multi-layered framework for protecting India's digital ecosystem against evolving cyber threats.
Cyber Fraud Offenses and Applicable Punishments

Indian law prescribes stringent penalties for various cyber offenses, establishing clear consequences for digital crimes in the financial ecosystem. These
punishments serve both as deterrents and remedial measures for victims of cybercrime.

Hacking Laws and Punishment in India: Section 43, 65 IT Act

Section 43 of the IT Act addresses unauthorized computer access with civil penalties extending up to 1 crore for offenders who access, download data,
or introduce viruses without permission. Meanwhile, criminal liability arises under Section 66, which punishes such acts when committed with dishonest
or fraudulent intent through imprisonment up to three years, fines up to %5 lakh, or both.

For tampering with computer source documents, Section 65 imposes imprisonment up to three years, fines up to 32 lakh, or both on anyone who
"knowingly or intentionally conceals, destroys or alters” computer source code that is legally required to be maintained. This provision protects the
integrity of digital evidence and program code.

A notable case illustrating these provisions was Rafeeq Ahmad v. State of Karnataka (2015), where the accused was convicted for hacking online banking
accounts to transfer funds illegally—demonstrating the practical application of these sections in financial fraud cases.
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Phishing and Identity Theft: Section 66C, 66D IT Act

Identity theft under Section 66C carries imprisonment up to three years plus fines up to X1 lakh for fraudulently using another person's electronic signature,
password, or unique identification. Consequently, this provision addresses the misappropriation of digital credentials that often precedes financial fraud.

Section 66D punishes cheating by personation using computer resources with identical penalties—up to three years imprisonment and fines extending to

1 lakh. This covers scenarios where criminals impersonate others online to commit fraud, a common tactic in financial scams.

In 2022, Delhi's Cyber Crime Cell arrested a gang conducting phishing operations targeting banking credentials, highlighting enforcement of these
provisions. Another case example involves a Mumbai executive who fraudulently obtained credit card details of 53 UK nationals, misusing the
information for online shopping worth 18.33 lakh.

Malware and Ransomware: Section 66, 66F IT Act

Malware—including ransomware, spyware, worms, trojans, and viruses—is addressed under Section 43(a) through civil penalties and Section 66 through
criminal punishment. The latter provides imprisonment up to three years for intentionally introducing malicious software.

Ransomware, which encrypts victims' files and demands payment for restoration, falls under these provisions. Given its potential to disrupt critical
services, severe ransomware attacks targeting essential infrastructure may additionally qualify as cyberterrorism under Section 66F.

For acts threatening India's unity, integrity, security, or sovereignty through cyber means, Section 66F prescribes life imprisonment. This applies to
activities like denying authorized access, unauthorized penetration, or introducing computer contaminants with intent to cause harm to national interests.

Unauthorized Penetration Testing and Cyberterrorism

Unauthorized penetration testing—security assessments conducted without proper authorization—is punishable under Section 66 of the IT Act. Although
ethical hacking plays a vital role in cybersecurity, conducting such tests without permission constitutes a criminal offense carrying imprisonment up to
three years or fines up to 5 lakh.

Section 70 further protects government-declared protected computer systems. Unauthorized access to these systems carries severe penalties—
imprisonment up to 10 years plus fines. This provision safeguards critical national infrastructure against both individual hackers and state-sponsored
actors.

The definition of cyberterrorism under Section 66F encompasses attempts to “penetrate or access a computer resource without authorization" when
intended to threaten national security. Hence, what might appear as mere unauthorized testing could result in life imprisonment if the intent and impact
meet the threshold for cyberterrorism.

Through these graduated penalties, Indian cybersecurity laws create a comprehensive framework addressing various severities of digital crimes affecting
the financial ecosystem.

Sector-Specific Cybersecurity Regulations

Beyond the general legal framework, India has established sector-specific cybersecurity regulations that address unique challenges in various industries.
These targeted guidelines create a multi-layered approach for protecting sensitive data and critical infrastructure across different economic sectors.

RBI Cybersecurity Framework for Banks and NBFCs

The Reserve Bank of India's Cybersecurity Framework establishes comprehensive guidelines for financial institutions. Accordingly, banks must
implement a board-approved cyber-security policy that remains distinct from broader IT policies. The framework mandates continuous surveillance
systems for detecting threats and requires banks to follow ISO/IEC 27001 and ISO/IEC 27002 standards for information security management.

For NBFCs, the RBI prescribes similar requirements focused on confidentiality, integrity, availability, and authenticity of information. NBFCs must
establish risk management strategies covering identification, assessment, and mitigation of cyber risks. Notably, both banks and NBFCs must report
cybersecurity incidents to RBI within 2-6 hours of discovery, enabling rapid response to potential threats.

TRAI and DoT Guidelines for Telecom Sector

The Department of Telecommunications introduced the Telecom Cyber Security Rules in 2024, requiring service providers to report cybersecurity
incidents within six hours of detection. Subsequently, telecom companies must provide additional impact details within 24 hours, including affected users,
geographical areas, and remedial measures taken.

Telecom operators must also appoint a Chief Telecommunications Security Officer who must be an Indian citizen and resident. This officer coordinates
with the government on cybersecurity implementation and incident reporting. Furthermore, the rules empower the government to seek traffic data
(excluding message content) from service providers for ensuring telecom cybersecurity.

IRDAI and SEBI Cybersecurity Mandates
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The Insurance Regulatory and Development Authority of India recently tightened cybersecurity norms by shortening the incident reporting window from
24 hours to 6 hours. Insurers must maintain and monitor all Information and Communication Technology systems for a rolling period of 180 days,
strengthening audit trails for forensic investigations.

In parallel, SEBI issued its Cybersecurity and Cyber Resilience Framework for regulated entities in August 2024. This framework focuses on protecting
market infrastructure and investor information through standardized security protocols.

Critical Infrastructure Protection under NCIIPC

The National Critical Information Infrastructure Protection Center operates under Section 70A of the IT Act as the nodal agency for protecting critical
information infrastructure. NCIIPC identifies crucial national assets across sectors including energy, transportation, banking, finance,
telecommunications, defense, space, and government services.

NCIIPC's protection strategy involves vulnerability assessments, security guidelines, and continuous monitoring of critical systems. Therefore,
organizations designated as critical infrastructure must comply with NCIIPC guidelines to prevent cyber threats that could have "debilitating impact on
national security, economy, public health or safety."

Through these sector-specific regulations, India has created a specialized cybersecurity framework that recognizes the unique vulnerabilities and
requirements of different industries within its digital ecosystem.

Enforcement, Reporting, and Penalties

Effective enforcement mechanisms form the backbone of India's cybersecurity regulatory framework, establishing clear protocols for incident reporting
and imposing substantial penalties for non-compliance.

Mandatory Reporting to CERT-In and RBI

The CERT-In guidelines mandate that service providers, intermediaries, data centers, and organizations report cybersecurity incidents within 6 hours of
detection. These reports must be submitted via email (incident@cert-in.org.in), phone (1800-11-4949), or fax (1800-11-6969). Reportable incidents
include targeted scanning, unauthorized access, website defacement, malicious code attacks, DoS/DDoS attacks, data breaches, and attacks on cloud
computing systems.

Similarly, financial institutions must report security incidents to RBI, including outages of critical IT systems, cybersecurity incidents, theft of
information, and infrastructure failures. During 2023, over 10.10 lakh financial fraud incidents were registered on the Citizen Financial Cyber Frauds
Reporting and Management System, with authorities saving more than 21000 crore across 4 lakh incidents since April 2021 .

Penalties under Section 72A and DPDPA Schedule 1

Section 72A of the IT Act imposes imprisonment up to three years, fines up to X5 lakh, or both for unauthorized disclosure of personal data obtained
during employment &, In fact, the Delhi High Court clarified that even lawful access to data does not permit its disclosure without consent.

DPDPA Schedule 1 introduces stricter penalties:

Violation Maximum Penalty
Security safeguards breach %250 crore
Failure to notify data breach %200 crore
Violations related to children's data %200 crore

Non-compliance by significant data fiduciaries||150 crore

Other violations %50 crore

Role of Cyber Appellate Tribunal and TDSAT

Initially, the IT Act established the Cyber Appellate Tribunal (CAT) for handling appeals against adjudicating officers' orders. In 2017, CAT merged
with the Telecom Disputes Settlement Appellate Tribunal (TDSAT) due to the non-availability of a Presiding Officer .

Parties dissatisfied with adjudication orders can file appeals with TDSAT within 45 days, except for orders made with parties' consent 1%, TDSAT
functions with the powers of a civil court, and a second appeal may be filed with the appropriate High Court within 60 days of TDSAT's verdict.

Extraterritorial Jurisdiction under Section 75 IT Act
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Section 75 of the IT Act extends jurisdiction to offenses committed outside India by any person regardless of nationality 2. The only condition is that
the act must involve a computer, computer system, or computer network located in India X2, This provision enables Indian authorities to prosecute
international cybercriminals targeting Indian financial systems.

Institutional Roles and Governance Mechanisms

Several institutions form the backbone of India's cybersecurity governance structure, each playing distinct roles in maintaining digital safety across the
financial landscape.

Role of Ministry of Home Affairs and 14C

The Ministry of Home Affairs established the Indian Cybercrime Coordination Center (14C) to create a framework for law enforcement agencies tackling
cybercrime. 14C serves as the nodal point for coordinating nationwide efforts against digital threats 13, With an outlay of 3415.86 crore, this initiative
comprises seven essential components, including the National Cybercrime Threat Analytics Unit and National Cybercrime Reporting Portal 14,

14C's 'Suspect Repository' facility enables citizens to search for identifiers linked to cyber criminals, whereas the 'Report Suspect' feature allows reporting
of suspicious URLs, phone numbers, and social media accounts 3. Primarily, this center forecasts cybersecurity incidents, implements emergency
measures, and coordinates response activities nationwide.

Responsibilities of Financial Institutions under RBI

Financial institutions must implement a board-approved cybersecurity policy distinct from broader IT policies 2%, The RBI mandates establishing Security
Operations Centers (SOC) for continuous surveillance against cyber threats. Banks must adopt adaptive Incident Response, Management and Recovery
frameworks to address adverse incidents 22,

Undoubtedly, institutions must report cyber incidents promptly, preserving confidentiality, integrity, and availability of customer data regardless of
whether it's stored internally or with third parties 2. These requirements apply equally to banks and NBFCs, creating uniform security standards across
financial sectors.

Audit Trails, Risk Assessments, and Compliance Checks

Effective April 1, 2023, all companies registered under the Companies Act must maintain audit trails in business management software €. This
requirement applies universally—from one-person companies to large corporations—necessitating built-in mechanisms that record transaction histories
and edit logs for all modifications €,

Non-compliance triggers severe penalties under Section 128(5), with fines ranging from 50,000 to ¥500,000 for companies €. Directors, CFOs, and
authorized personnel face similar fines plus potential imprisonment up to one year for willful violations 28!,

First, comprehensive risk assessments help identify vulnerabilities, whereas compliance checks ensure adherence to regulatory standards through periodic
audits conducted by qualified professionals.

Conclusion

India's cybersecurity legal framework has evolved significantly over two decades, establishing robust protection mechanisms for our financial ecosystem.
Throughout this evolution, the IT Act of 2000 has remained the cornerstone while newer regulations like the Digital Personal Data Protection Act of 2023
have addressed emerging challenges. Essentially, this multi-layered approach combines general legal provisions with sector-specific guidelines, creating
comprehensive protection against increasingly sophisticated cyber threats.

Financial institutions face stringent requirements under RBI directives. Consequently, they must implement dedicated cybersecurity policies, maintain
continuous surveillance systems, and report incidents within strict timeframes. This vigilance protects not only institutional assets but also safeguards
millions of customers whose personal and financial data could otherwise become vulnerable.

Penalties for non-compliance have likewise strengthened substantially. The DPDPA now imposes fines up to 250 crore for security safeguards breaches,
while criminal penalties under the IT Act include imprisonment terms extending to life sentences for cyberterrorism. These consequences undoubtedly
serve as powerful deterrents against negligence and malicious activity.

Specialized agencies such as CERT-In, NCIIPC, and 14C form the backbone of our national cybersecurity governance structure. Their coordinated efforts
enable rapid response to incidents and facilitate information sharing across sectors. Additionally, the establishment of the National Cybercrime Reporting
Portal has simplified the reporting process, evidenced by the over 10.10 lakh financial fraud incidents registered during 2023 alone.

Despite these advancements, challenges remain. Cybercriminals continuously adapt their techniques, requiring equally dynamic regulatory responses.
The extraterritorial jurisdiction under Section 75 of the IT Act represents an important step toward addressing international threats, though cross-border
enforcement still presents practical difficulties.
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Organizations operating within India's financial ecosystem must therefore maintain vigilance through regular risk assessments, comprehensive audit trails,
and strict compliance checks. This proactive approach, combined with adherence to regulatory frameworks, provides the best defense against both current
and emerging cyber threats.

Our collective cybersecurity posture ultimately depends on partnership between government agencies, financial institutions, and individual users. Though
regulatory frameworks establish necessary foundations, their effectiveness relies on consistent implementation and continuous improvement as
technology and threats evolve. The legal instruments examined throughout this article demonstrate India's commitment to creating a secure digital
financial ecosystem, thereby protecting national economic interests and individual financial well-being.
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