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ABSTRACT 

Mining operations continue to face significant safety challenges due to hazardous environmental conditions and human factors. This paper presents a 

comprehensive IoT-enabled system architecture that enhances miner safety and operational efficiency through real-time monitoring of environmental 

parameters and worker health. The proposed system integrates an ESP32 microcontroller with multiple sensors – a MAX30102 pulse oximeter (heart 

rate), a DHT11 temperature-humidity sensor, an MQ2 gas sensor (flammable gas detection), an MPU6050 accelerometer (motion and fall detection), 

and a NEO6M GPS module (location tracking). These sensors continuously collect data on ambient temperature, humidity, gas concentrations, 

acceleration, and vital signs, which the ESP32 processes against predefined safety thresholds. The data and alerts are transmitted via Wi-Fi to a web-

based dashboard for real-time monitoring and emergency response coordination. 
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I. Introduction 

The mining industry, while crucial to the global economy and the extraction of essential resources, remains one of the most hazardous occupations in 

the world. Mining operations inherently involve a multitude of risks, ranging from geological instabilities and exposure to toxic gases to the operation 

of heavy machinery in confined spaces. These factors contribute to a disproportionately high rate of accidents, injuries, and fatalities compared to other 

industries. The need for effective and proactive safety measures in mining is therefore paramount, not only to protect the well-being of workers but also 

to ensure operational efficiency and compliance with stringent safety regulations. Traditional safety measures in mining, such as hard hats, safety 

glasses, and gas detectors, have undoubtedly contributed to a reduction in accidents over time. However, these measures often operate in a reactive 

mode, providing limited real-time information about the conditions surrounding individual workers. For example, while a gas detector can alert a miner 

to the presence of dangerous gases, it does not provide continuous monitoring or transmit data to a central location for analysis and proactive 

intervention. Furthermore, traditional communication systems often suffer from limitations in underground environments, hindering effective 

coordination and emergency response. The advent of the Internet of Things (IoT) presents a transformative opportunity to enhance safety in mining 

operations. By integrating sensors, communication networks, and data analytics, IoT technologies can enable real-time monitoring of worker health, 

environmental conditions, and equipment status. This information can be used to provide timely alerts, facilitate rapid emergency response, and inform 

data-driven safety protocols. Specifically, wearable devices like smart helmets can play a critical role in collecting and transmitting vital information, 

providing a continuous safety net for mining workers. The Smart Helmet safety monitoring system addresses critical gaps in existing safety protocols 

by providing comprehensive, real-time monitoring capabilities directly integrated into standard protective equipment. This approach eliminates the 

need for additional wearable devices, ensuring continuous and unobtrusive operation throughout work shifts. By simultaneously monitoring a range of 

parameters, the system facilitates early detection of various hazardous conditions, from gas leaks and structural impacts to medical emergencies. This 

holistic approach aims to provide a complete and reliable safety solution tailored to the specific demands of mining operations. 

II. Problem Statement 

The challenges in ensuring worker safety within the mining industry stem from a confluence of factors, highlighting the limitations of current 

monitoring and response systems. Existing mining safety systems predominantly rely on periodic inspections and delayed reporting mechanisms, 

leading to a critical lack of real-time monitoring capabilities. This reliance on outdated methodologies results in slow responses to emergency 

situations, significantly increasing the risk of severe accidents due to undetected and unaddressed hazards. A major deficiency also lies in the 

insufficient integration between environmental and physiological monitoring systems. Current solutions often focus narrowly on either environmental 

factors, such as hazardous gas levels and air quality, or worker health indicators, including heart rate and body temperature. A more comprehensive 

system requires combining both environmental and physiological data, which is rarely implemented. This leads to incomplete assessments of mining 

safety conditions and hinders the ability to predict and prevent incidents effectively. Communication protocols used in underground mining 
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environments are also a source of significant concern. Many systems employ protocols such as HTTP polling or MQTT, which are prone to latency 

issues and frequent connection losses, thereby preventing critical alerts from being delivered in a timely manner, particularly in underground settings. 

Furthermore, existing safety systems often suffer from limited scalability and high power consumption, creating barriers to widespread adoption across 

diverse mining operations. The inability to adapt to varying scales of mining operations, coupled with the impracticality of wearable devices with high 

energy consumption for extended work shifts, limits the overall effectiveness of these systems. Finally, there is a noticeable absence of comprehensive 

impact and fall detection mechanisms in current mining safety solutions. 

III. Objectives 

The primary objective of this research is to develop and implement a comprehensive loT-based safety monitoring system integrated into protective 

helmets for mining industry applications. The system aims to provide real-time monitoring of critical environmental and physiological parameters to 

enhance worker safety through proactive hazard detection and immediate emergency response coordination. Specific technical objectives include: 

 

 Develop a comprehensive real-time monitoring system: Create an IoT-based safety monitoring system that provides continuous surveillance 

of mining environments using multiple sensor technologies. The system will monitor environmental conditions (gas levels, temperature, 

humidity), physiological parameters (heart rate), and safety indicators (impact detection, location tracking) to ensure comprehensive miner 

safety coverage.  

 Implement WebSocket communication for real-time data transmission: Establish a persistent, low-latency communication channel using 

WebSocket technology to ensure immediate transmission of safety alerts and sensor data. This will eliminate delays in critical safety 

information delivery and enable swift responses to emergency situations, overcoming the limitations of traditional HTTP polling methods.  

 Design an integrated user-friendly monitoring dashboard: Develop a web-based dashboard that displays real-time safety data, alerts, and 

historical trends in an intuitive format. The dashboard will include real-time data visualization, interactive mapping for miner location 

tracking, customizable alert thresholds, emergency button functionality for remote buzzer control, and comprehensive report generation 

capabilities. 

IV. Proposed Methodology 

 

Figure 4.1: Block diagram 

Figure 4.1 presents a health monitoring and emergency alert system built around the ESP32 controller. This IoT application integrates multiple sensors: 

GPS (NEO-6M), heart rate (MAX30102), environmental (DHT11), gas (MQ135), and motion/fall detection (MPU6050). The ESP32 acts as the 

system's brain, efficiently managing data collection, processing, emergency detection, alerts, and communication. The GPS module uses the 

TinyGPS++ library for location tracking, essential for emergency response. The MAX30102 uses photoplethysmography and signal processing to 

accurately monitor heart rate, incorporating validation to filter out noise. The DHT11 monitors temperature and humidity, handling errors to ensure 

robust environmental data. The MQ135 detects hazardous gas levels, triggering alerts when thresholds are exceeded, and the MPU6050 uses 



 

acceleration and gyroscope data for motion analysis and fall detection. The system's alert mechanism employs a dual-buzzer configuration, providing 

redundant emergency notification with distinct audio patterns for different emergency types. Communication is facilitated by the ESP32's WiFi 

capabilities and a WebSocket server, enabling real-time bidirectional data transmission and remote control. This allows the system to maintain 

persistent connections with external monitoring interfaces, critical for low-latency emergency response. 

V. Software Architecture  

The software used in this project plays a crucial role in facilitating the real-time monitoring, data processing, and communication required for miner 

safety. The following tools and platforms are utilized to support various aspects of the system: 

 Arduino IDE 

 ESP32 Firmware 

 WebSockets for Data Transmission and Reception 

 Leaflet.js for Location Mapping 

 JavaScript for Dynamic UI Updates 

5.1 Arduino IDE 

 

Figure 5.1: Arduino IDE Interface 

The Arduino IDE is used to program the ESP32 microcontroller, which serves as the central unit for the mining safety system. The IDE provides a user-

friendly interface for writing, compiling, and uploading code to the ESP32, enabling seamless sensor integration and communication handling. The 

ESP32 firmware developed in the project facilitates real-time sensor data acquisition, processing, and transmission via WebSocket technology. 

5.2 ESP32 Firmware 

The ESP32 microcontroller runs custom firmware written in C++ using the Arduino framework. This firmware enables the device to read sensor data, 

format information into JSON, and transmit it via WebSocket to the web-based dashboard. The firmware includes modules for handling data from 

DHT11, MQ2, MPU6050, pulse sensor, and GPS, ensuring efficient real-time processing. 

Key features implemented in the firmware include: 

 

 Real-time sensor polling at defined intervals 

 Data filtering and calibration for accuracy 

 WebSocket communication for immediate data transmission 

 Alert mechanisms triggered by hazardous conditions 
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5.3 WebSockets for Data Transmission and Reception 

The project leverages WebSocket technology to enable persistent, low-latency communication between the ESP32 and the web-based dashboard. 

Unlike traditional polling methods, WebSockets maintain an open connection, allowing for instant updates when new sensor readings are available. 

Advantages of WebSockets include: 

 

 Real-time data streaming with minimal delay 

 Reduced network overhead compared to HTTP polling 

 Instantaneous alerts for safety-critical events 

 Efficient handling of multiple sensor updates 

5.4 Leaflet.js for Location Mapping 

 

Figure 5.4: Leaflet.js Map Interface 

Leaflet.js is used for visualizing miner location data in the web dashboard. It enables interactive maps with real-time GPS updates, allowing supervisors 

to track miner movements efficiently. The ESP32 sends latitude and longitude data over WebSocket, which is then plotted onto the map interface. 

Key functionalities include: 

 Live location tracking using GPS coordinates 

 Geofencing support to define hazardous areas 

 Interactive pop-ups displaying miner safety status 

 Map zooming and panning for navigation control 

 It emphasizes the reliability and instantaneous nature of emergency alert reception provided by WebSockets 



 

5.5 JavaScript for Dynamic UI Updates 

 

Figure5.5: Web Dashboard User Interface 

JavaScript is employed to handle dynamic sensor visualization in the web-based dashboard. It enables real-time updates to temperature, humidity, gas 

concentration, pulse rate, and impact detection metrics without requiring manual refresh. 

Important features include: 

 Automated sensor value updates every second 

 Animated alerts triggered when hazardous conditions occur 

 Interactive dashboard with data visualization components 

 Dark mode support for better readability in low-light environments 

VI. Merits 

1. Real-Time Hazard Detection: The system provides continuous monitoring of critical environmental parameters, such as hazardous gas 

levels, ambient temperature, and humidity, enabling immediate identification of potentially dangerous situations. This allows for swift 

response to gas leaks, extreme heat, or poor air quality, minimizing the risk of worker exposure and health complications. In addition, the 

system tracks key physiological data like worker's heart rate for detection of fatigue and stress.  

2. Proactive Safety Measures: The system shifts from reactive to proactive safety management through customizable alert thresholds and 

real-time data analysis. Supervisors can tailor alert settings based on specific operational needs and environmental conditions, ensuring 

timely warnings of potential hazards. Continuous monitoring data helps identify patterns and trends, enabling proactive risk assessment and 

mitigation strategies. 

3. Enhanced Emergency Response: The Smart Helmet significantly improves emergency response capabilities with location tracking via 

GPS, enabling rapid location and rescue of workers in distress. Automatic impact and fall detection triggers immediate alerts, ensuring 

prompt attention to accidents even if the worker is incapacitated. The remote buzzer activation system allows supervisors to communicate 

with workers in emergencies, providing essential guidance and reassurance, even when verbal communication is difficult. 

4. Comprehensive Monitoring: The integration of multiple sensors into a single, wearable device minimizes the burden on workers and 

ensures continuous data collection, providing a comprehensive overview of worker safety and environmental conditions. This integrated 

approach enhances situational awareness for both workers and supervisors, leading to better informed decisions and more effective safety 

measures. 

5. Reliable Communication: The Smart Helmet utilizes WebSocket technology to ensure low-latency and bidirectional data transmission 

between the helmet and the monitoring station. This maintains a stable and consistent communication channel in the challenging 

underground mining environment where traditional wireless signals may be unreliable. Quick and continuous access to all the data provides 

a great sense of information during emergency situations. 

6. Scalable and Adaptable Design: The Smart Helmet system is designed to be scalable, easily accommodating various mining operations 

from small-scale to large industrial sites, making it adaptable for diverse operational needs. Its modular design also allows for the seamless 

incorporation of future enhancements such as predictive analytics, advanced sensor integration, and augmented reality capabilities, ensuring 
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that the system remains at the forefront of mining safety technology. In addition to that the components used allow to always get results 

since they were chosen because of their reliability. 

VII. Demerits 

1. Dependence on Technology: The system's effectiveness relies heavily on the proper functioning of electronic components and wireless 

communication, making it vulnerable to equipment malfunction, power outages, and signal interference, potentially compromising worker safety. 

 2. Limited Underground GPS Coverage: GPS-based location tracking may be unreliable or unavailable in deep underground mining environments, 

requiring the integration of alternative positioning technologies, which can increase system complexity and cost.  

3. Cost of Implementation and Maintenance: The initial investment in smart helmets, infrastructure, and ongoing maintenance (sensor calibration, 

battery replacement, software updates) can be substantial, potentially posing a barrier to adoption for smaller mining operations. 

 4. Potential for False Alarms: Environmental factors and worker movements may trigger false alarms from sensors (e.g., impact detection, gas 

sensors), leading to desensitization to alerts and reduced responsiveness over time 

VIII. Conclusion 

The IoT-based mining safety monitoring system developed in this project successfully addresses critical safety challenges faced in mining 

environments. By integrating multiple sensors, including DHT11 for temperature and humidity, MQ135 for gas detection, MPU6050 for impact 

detection, MAX30102 for heart rate and blood oxygen monitoring, and GPS for location tracking, the system provides a comprehensive safety solution. 

The ESP32 microcontroller, coupled with WebSocket technology, ensures reliable and low-latency communication, enabling real-time monitoring and 

immediate alert generation. The web-based dashboard facilitates clear visualization of sensor readings, aiding supervisors in quick decision-making and 

emergency responses. A key strength of the system is the inclusion of both the Report Download and Emergency Button features in the web dashboard. 

The Report Download feature provides supervisors with the ability to generate formatted safety reports on demand, providing valuable data for analysis 

and record-keeping. The Emergency Button offers a robust means for supervisors to remotely activate a buzzer on the miner’s smart helmet, enabling 

immediate communication in emergency situations. These features enhance the system's overall usability and effectiveness. The test results demonstrate 

the system's ability to continuously monitor environmental conditions, miner health parameters, and sudden physical impacts, ensuring timely 

intervention in hazardous situations. The implementation of WebSocket technology significantly improves data transmission efficiency, maintaining 

persistent connections and minimizing latency compared to traditional communication protocols. 

IX Results 

The overall result of this project demonstrates the successful implementation of an IoT-based mining safety monitoring system using WebSocket 

technology. The system effectively integrates multiple sensors to monitor key environmental and physiological parameters, including temperature, 

humidity, gas concentration, impact detection, heart rate, and miner location. The ESP32 microcontroller efficiently processes and transmits sensor data 

in real time via WebSocket, ensuring low-latency communication between the wearable device and the central monitoring dashboard. Through rigorous 

testing, the system has proven its reliability in detecting hazardous conditions such as high gas concentrations, abnormal miner health indicators, and 

sudden impacts indicative of falls or accidents. The WebSocket-based communication method facilitates persistent and bidirectional data exchange, 

maintaining stability even in challenging mining environments where traditional protocols may suffer from delays or data loss. The results also 

highlight the system’s adaptability and scalability, enabling deployment in various mining operations with minimal infrastructure modifications. 

 

1.Temperature Monitoring 

 

 

 

 

 

 

 

 

 

Figure 9.1: Temperature 



 

The DHT11 sensor was employed to monitor the temperature levels in the mining environment in real time. Temperature readings were captured at 

regular intervals and transmitted via WebSocket to the central dashboard. The data visualization on the monitoring platform provided insights into 

temperature variations, ensuring that extreme conditions could be detected promptly. 

 

2. Humidity Monitoring 

 

Figure 9.2: Humidity 

Alongside temperature, the DHT11 sensor also recorded humidity levels in the environment. Mining operations often experience fluctuating humidity, 

which can impact miner comfort and air quality. The recorded humidity values were displayed on the dashboard, allowing supervisors to identify trends 

and potential hazards associated with excessive moisture levels. 

 

3. Gas Concentration Monitoring 

 

Figure 9.3: Gas Concentration 
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The MQ2 gas sensor detected variations in methane and carbon monoxide levels, essential for preventing toxic exposure and potential explosions. 

Sensor readings were continuously monitored and analyzed to ensure that gas concentrations remained within safe limits. When detected levels 

exceeded predefined thresholds, the system triggered immediate alerts for safety intervention. 

 

4. Impact and Fall Detection 

 

Figure 9.4: Impact 

The MPU6050 accelerometer and gyroscope played a crucial role in identifying sudden impacts or falls. The sensor measured acceleration 

in multiple directions, and when a miner experienced a force above 2.5g, an alert was generated. This mechanism allowed supervisors to 

respond quickly in case of accidents, reducing response time for potential injuries. 

5. Heart Rate Monitoring 

 

Figure 9.5: Heart Rate 



 

The pulse sensor recorded real-time BPM (beats per minute) data, providing insights into miners' physiological conditions. Continuous monitoring 

helped in detecting stress, fatigue, and abnormal heart rates, ensuring timely intervention in case of health-related issues. The collected readings were 

transmitted to the dashboard, where supervisors could assess the well-being of each miner. 

 

6. Location Tracking 

 

Figure 9.6: Miner Location on Map 

For surface mining operations and sites equipped with underground tracking systems, the GPS module provided precise location data. The real-time 

coordinates were displayed on the monitoring system, allowing supervisors to track miner movements and issue alerts in case of entry into restricted 

zones. Geofencing mechanisms helped define hazardous areas and enforce safety compliance. 

 

7. Report Download Feature: 

 

Figure 9.7: Download 

The implemented web dashboard includes a fully functional report download feature, enabling supervisors to generate and download comprehensive 

safety reports on demand. This feature allows users to: 

 Generate Real-Time Snapshot Reports: Quickly create reports based on the current sensor values and alert status. 

 Downloadable Format: Downloaded reports are generated as .txt files, ensuring compatibility across various operating systems and 

devices. 

 Download Accuracy: Tests confirms that the downloaded reports accurately represent sensor readings. The generated reports provide a 

clear, concise overview of the miner's safety status at a particular moment in time. 

The report feature provides mining supervisors with immediate access to formatted safety data. 
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8. Emergency Button Functionality: 

 

Figure 9.8: Emergency alarm 

The web dashboard features a prominent and responsive emergency button, enabling supervisors to remotely activate or deactivate a buzzer on the 

miner’s smart helmet. Tests show that: 

 Command Responsiveness: The emergency button successfully sends the "buzzer_toggle" command to the smart helmet within 

milliseconds, ensuring immediate action. 

 Synchronization Accuracy: The emergency button remains synchronized with the buzzer status. A press on the button is reflected in its 

style change, accurately showing if an alarm on the smart helmet is in progress. 

 Buzzer reliability: the buzzer on the smart helmet works only when the command is sent from the webpage and also only works when 

there’s a valid wifi connection. This feature allows a supervisor to remotely send a command to activate the alarm in case of any 

emergencies 

This feature provides a robust and immediate means to remotely alert and/or communicate with miners during critical situations, thereby reinforcing 

overall safety. 
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