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ABSTRACT:

With the rapid rise in digital services, managing personal identity online has become both essential and challenging. Most current systems rely on centralized or
federated identity models, which often compromise user privacy and are vulnerable to data breaches. Centralized systems store user data in a single location,
increasing the risk of large-scale attacks, while federated models allow third-party providers to access and track user information without clear consent. To
address these concerns, this paper introduces a Self-Sovereign Identity (SSI) solution that gives users full control over their digital identity. The proposed system,
called Sign Up Wallet, leverages blockchain technology for secure, decentralized identity storage and uses cryptographic methods to protect user credentials. To
ensure trust, the system integrates a machine learning model—Logistic Regression—to evaluate whether a service provider is reliable. If a provider is flagged as
untrusted, the system generates a masked version of the user’s identity using a Lookup Substitution Algorithm, allowing safe verification without exposing actual
data. This approach significantly enhances privacy, security, and user autonomy, reducing reliance on centralized authorities and offering a more transparent and

trustworthy identity framework.
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INTRODUCTION

As more of our daily activities move online—whether it’s checking our bank balance, signing up for government services, or applying for a new job—
our digital identity becomes a key part of how we interact with the world. But even though we rely on it so much, the way digital identity is handled
today often puts users at risk and gives them very little control.

Most online identity systems follow one of two approaches: centralized or federated. In centralized systems, all your personal details are stored in a
single location, such as a government or company server. If that one system is compromised, all your data is suddenly exposed. Federated systems, like
signing in with Google or Facebook, may be more convenient, but they come with a tradeoff—these platforms can track your activity across services,
often without your knowledge or full consent.

In both cases, the real problem remains: you’re not the one in control of your identity. Someone else is managing it, storing it, and deciding how it’s
used.

That’s why there’s growing interest in a new approach called Self-Sovereign Identity (SSI). "With SSI, you're the one in charge—you build your own
digital identity, keep your credentials safe, and decide exactly what to share, and when."

This paper introduces Sign Up Wallet, a modern identity system built on the SSI concept. It combines blockchain for secure and decentralized storage,
cryptography for protecting user credentials, and artificial intelligence to check whether a service requesting your identity can be trusted. If the system
detects risk, it can mask your sensitive information while still letting you verify your eligibility. With Sign Up Wallet, users finally get the power to
manage their identities safely, privately, and on their own terms.

RELATED WORK

. In recent years, digital identity has seen major improvements, particularly through blockchain technology. Several projects like uPort,
Sovrin, and Civic have developed decentralized identity platforms that empower users to own and manage their personal data. These
systems introduced important ideas such as Decentralized Identifiers (DIDs) and Verifiable Credentials (VCs), moving away from the old
model where user data is stored in a single centralized location.

. However, a common shortcoming of these platforms is that they focus mostly on how identity data is stored and shared, without checking
whether the service requesting the data is trustworthy. They don’t provide mechanisms to evaluate the safety or reliability of the entities
asking for your information.
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. In contrast, some other sectors like online shopping have started using artificial intelligence to determine the trustworthiness of sellers or
service providers, based on reviews, ratings, or complaint records. But integrating Al-based trust evaluation directly into identity
management systems is still quite rare.

e  The Sign Up Wallet system addresses this gap. It not only offers secure, decentralized identity storage but also uses machine learning to
assess whether the service requesting your identity can be trusted. If the service appears risky, the system protects your real data by sharing a
masked version instead, significantly boosting user privacy and security.

PROPOSED WORK

The proposed system is designed to give users full control over their digital identities using blockchain and artificial intelligence. Instead of relying on
centralized servers, the system allows users to create their own decentralized identity (DID), which is stored securely on a blockchain. Once a user
registers and verifies their email, the system issues digital credentials that are linked to the user’s DID. These credentials are encrypted and stored in a
decentralized storage system, while only the hashed reference is saved on the blockchain to ensure privacy. To enhance security, Al algorithms are used
to verify users through behavior analysis and detect any unusual activity or fraud. The system includes a user-friendly interface for managing
credentials and sharing them with full consent. Overall, the platform ensures privacy, security, and transparency while allowing users to control and
protect their identity information.

METHODS

The Sign Up Wallet system is designed by integrating multiple technologies to offer users both control and strong security over their digital identities.
It is built around four main components:

A . Blockchain for Decentralized Identity

Instead of saving your identity data in a single centralized database, the Sign Up Wallet records the proofs of your credentials on a blockchain. This
distributed ledger is secure and immutable, meaning no single party can alter or delete your information. You retain ownership of your identity by
holding private cryptographic keys, while the blockchain guarantees the integrity and authenticity of your data.

B. Identity Wallet (User Interface)

Users interact with their digital identity through an intuitive app called Sign Up Wallet. This wallet securely stores your credentials—such as your age,
citizenship, or educational background—right on your device in encrypted form. When a service requests information, you choose exactly what to share.
For example, you can confirm you are over 18 without revealing your full birthdate.

The wallet also lets you easily accept or decline any requests for your personal data, putting you in full control of your identity.

C. AI-Based Trust Evaluation

Before sharing any identity information, the system runs a trust check on the requesting service provider. Using a Logistic Regression machine learning
model, it assesses trustworthiness by analyzing factors like past complaints, response times, and previous behavior patterns.

If the provider passes the trust threshold, your real identity details are shared. If not, the system employs protective measures to mask your information,
safeguarding your privacy.

Step-by-Step Process:
e  User Account Creation :The user begins by registering on the platform and submitting essential information such as their email address and
identification details.
e  Email Verification :A unique verification link is generated and sent to the user’s email. Upon clicking the link, the user’s identity is
confirmed, enabling further system access.
e  Decentralized Identifier (DID) Generation:After successful verification, the system creates a unique DID for the user, representing their self-
owned digital identity on a decentralized network.
. Verifiable Credential (VC) Issuance:Digital credentials linked to the DID are issued, encrypted, and stored using decentralized storage like
IPFS, ensuring both privacy and authenticity.
e  Blockchain Anchoring:Hashed records of the credentials and identity actions are stored on the blockchain, providing immutability,
traceability, and tamper resistance.
e  Al-Based Identity Verification:Machine learning models assess user behavior and credentials to detect anomalies, assign trust scores, and
strengthen fraud prevention.
Secure and Private Access:Once all verifications are complete, users can securely manage and share their digital identities with full control, ensuring
data privacy and system integrity.
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MODULES:

A. User Registration and Email Verification Module:

This module facilitates user onboarding by collecting essential information, including the email address, during registration. After receiving the user’s
registration details, the system generates a unique verification code and sends it to the registered email address. When the user accesses the provided
link, the system validates the token against its records. If the token is valid and active, the user is authenticated and granted access, ensuring that only
verified individuals can interact with the platform.

B. Decentralized Identity Management Module:

After verification, a Decentralized Identifier (DID) is created for the user. This DID serves as a globally unique identifier, independent of any
centralized registry. The system follows W3C DID standards to ensure compatibility and interoperability. This module handles the creation, updating,
and deactivation of DIDs securely.

C. Verifiable Credential Issuance Module:

This module facilitates the issuance of digital credentials, such as ID proofs or academic certificates, by trusted issuers. These credentials are
cryptographically signed and linked to the user’s DID. The credentials are stored in encrypted form using decentralized storage solutions like IPFS,
while only their hashes are stored on the blockchain to ensure tamper-resistance.

D. Blockchain Integration Module:

The blockchain module is responsible for storing hashed references to the verifiable credentials and maintaining a tamper-proof record of identity-
related actions. Smart contracts handle the secure recording of credential generation, cancellation, and validation operations on the blockchain.This
ensures transparency, traceability, and integrity of identity data.

E. AI-Based Identity Verification Module:

This module employs machine learning techniques to strengthen the identity verification process and identify suspicious or fraudulent activities.. Al
models are trained to analyze login patterns, behavioral biometrics, and device usage. Based on these factors, a trust score is generated, helping the
system to make intelligent decisions about access control and anomaly detection.

F. Credential Sharing and Access Control Module:

Users can share their verifiable credentials with third-party verifiers through this module. Each sharing action requires user consent and is traceable.
Access control policies ensure that only authorized entities can view the shared data, preserving user privacy and control.

G. User Interface Module:

This module provides a simple and intuitive interface for users to register, verify, manage credentials, and monitor activity logs. It serves as a bridge
between users and the backend system, ensuring a smooth and secure user experience across web and mobile platforms.
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RESULTS

The proposed system fosters a more secure, private, and user-centric approach to digital interactions, marking a significant step towards a future where
individuals truly own and govern their online presence.

e  Empowers Users: This system grants individuals full control over their digital identity, enhancing privacy and security.

e  Decentralized Trust: It replaces vulnerable centralized systems with a blockchain-based, ML-enhanced approach for more secure and

private online interactions.
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CONCLUSION

This project establishes an advanced method to combat phishing threats by using Visual Cryptography with One-Time Password (OTP) technology.
The system protects data authenticity and user identification through secure OTP development together with image improvement steps coupled with
dual verification procedures.

The system uses visual cryptography mechanics that split user-based images into shares alongside time-sensitive OTPs to minimize unauthorized
access attempts. The preprocessing procedures simultaneously boost system accuracy while protecting against conventional phishing attempts which
makes the model appropriate for real-world deployment while ensuring security.

The developed authentication framework offers a resilient solution against phishing threats while appropriately addressing end-user needs for easy
operation.
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