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ABSTRACT

This paper presents a biometric-based attendance system that utilizes facial recognition to provide a secure, contactless, and automated alternative to traditional
attendance tracking methods. The proposed system integrates computer vision and deep learning algorithms for real-time identification, reducing errors and
enhancing operational efficiency. Implemented using Python, PHP, OpenCV, and MySQL, the system is capable of accurate face detection and recognition in
diverse environments. A web-based dashboard provides administrative control, user management, and attendance analytics. Experimental results demonstrate a
recognition accuracy of over 90% and response time under three seconds. This scalable and hygienic solution is applicable in education, corporate, and healthcare
sectors.
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1. Introduction

Manual and semi-automated attendance systems remain susceptible to errors, fraud, and inefficiency. These challenges are particularly critical in high-
density environments such as educational institutions and hospitals, especially in post-pandemic contexts where hygiene is a concern. This study proposes
a facial recognition-based attendance system that leverages biometric authentication for real-time, contactless tracking. The system ensures secure
identification using facial features and automates attendance logging through a robust web interface.

2. Related Work

Prior research has explored several biometric modalities such as fingerprint, iris, and RFID for attendance tracking. Fingerprint scanners, while accurate,
require physical contact and suffer in hygiene-sensitive environments. RFID-based systems, though contactless, are vulnerable to spoofing and require
users to carry identity cards. Recent advances in facial recognition technologies using deep learning—such as ResNet, Dlib, and Haar Cascades—have
demonstrated superior performance in unconstrained environments, making them suitable for attendance management systems.
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3. Methodology

3.1 System Architecture

Webcam/Camera

.

Face Detection

A

Feature Extraction

User Identifiication

Y

Database

Logic

A

Web Interface

The proposed system is structured into four components:
®  Image Capture: A webcam collects real-time facial images.
e  Feature Extraction: Deep CNN-based encoders convert images to 128-dimensional face vectors.
e  Matching Engine: Euclidean distance is used for comparing vectors against stored templates.
e  Backend & Interface: PHP/MySQL-based dashboard manages users, logs, and analytics.
3.2 Face Recognition Pipeline
®  Detection: OpenCV’s Haar Cascade identifies facial regions.
e  Encoding: The face is converted to an encoding using Dlib's face recognition model.
e  Verification: Matching is performed against a MySQL database using vector similarity.
3.3 Modules
e  User Management: Secure login, role-based access.
e  Face Capture & Enrollment: Collects multiple samples per user.
®  Recognition Engine: Identifies users from live feeds.
e  Attendance Logger: Prevents duplicate entries and logs timestamps.

e  Admin Dashboard: Enables oversight, report generation, and threshold settings.

4. Experimental Results
4.1 Implementation Environment

e  Languages/Tools: Python, PHP, OpenCV, MySQL, XAMPP

e  Hardware: Dual-core 2.8GHz CPU, 8GB RAM, 720p webcam
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4.2 Test Cases & Results

®  Test Scenarios: 10

®  Success Rate: 100%

®  Average Recognition Time: < 3 seconds
e  Accuracy in Low Light: > 90%

®  Security: Biometric data encrypted in SQL

e  System Robustness: Handled multiple faces, partial occlusions, and low-light settings.

5. Conclusion and Future Work

The developed system demonstrates the potential of face recognition in automating attendance while improving hygiene and efficiency. Future
enhancements include mobile support, GDPR compliance, masked face detection, and Al-driven analytics. The system's architecture supports easy
deployment in educational, corporate, and healthcare sectors with minimal operational overhead.
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