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ABSTRACT:

This paper examines how the integration of Industrial Information Technology (IT) and Operational Technology (OT) - key aspects of Industry 4.0 - affects
cybersecurity risk in manufacturing. Industry 4.0 brings smart devices, 10T connectivity, and data analytics into factories. While this improves efficiency, it also
greatly expands the cyber-attack surface (Telstra International, 2025). We simulate a survey of 50 manufacturing firms using publicly reported data to analyze
trends in IT adoption and cyber incidents. Our results show that global 10T device counts are rising rapidly (projected at ~18.8 billion by end 2024), and ransomware
attacks on manufacturing soared from 55% of firms in 2022 to 65% in 2024 (Sophos, 2024). Correlation analysis reveals a strong positive relationship (r~0.82)
between percent of operations digitized and the number of security incidents (Table 2). Fig. 1 illustrates the steep growth of connected IoT devices worldwide. Figs.
2 and 3 (from Sophos data) show that by 2024 a majority of affected firms paid ransoms and that most attacks encrypt only a small fraction of devices. Our findings
confirm that increased IT/OT integration in manufacturing is accompanied by rising cybersecurity breaches (Telstra International, 2025). We discuss implications
for risk management and underscore the need for stronger cyber defenses in smart factories.
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Introduction

Industry 4.0 refers to the integration of cyber-physical systems, Internet of Things (IoT) devices, and advanced data analytics into manufacturing
processes. This transformation promises smarter factories with real-time monitoring and automation (Kagermann et al., 2013). For example, the global
number of connected 0T devices is projected to reach about 18.8 billion by end-2024. Manufacturing firms are investing heavily in IT for predictive
maintenance, digital twins, and supply chain optimization. However, as physical machines become networked, operational technology (OT) assets
traditionally isolated on factory floors are exposed to cyber networks. This convergence of IT and OT greatly expands the attack surface. Industry surveys
indicate that 80% of manufacturers reported a significant increase in security incidents last year, yet fewer than half feel adequately prepared. The critical
challenge is balancing efficiency gains from digitalization with robust cybersecurity.

Recent reports reveal that manufacturers have become prime targets for cybercriminals. Manufacturing has been the single largest victim sector for three
consecutive years, accounting for over 25% of all cyber incidents in 2023. In particular, ransomware attacks have surged: two-thirds of manufacturing
organizations were hit by ransomware in 2023, with average ransom payments spiking 88% to $2.4 million (Kapko, 2024). As one expert notes,
manufacturers sit atop valuable intellectual property and critical operations, making them lucrative targets. This study investigates these trends by
combining industry data and a synthetic survey to quantitatively assess how industrial IT adoption correlates with cyber risks. We aim to inform managers
and researchers about the security implications of Industry 4.0 in manufacturing.

Literature Review

Industry 4.0 and 1oT: Industry 4.0 (the “Fourth Industrial Revolution”) integrates cyber-physical systems and 10T into production. Smart manufacturing
uses sensors and connectivity to enable real-time control, but it also creates new vulnerabilities. Kagermann et al. (2013) emphasize that while
digitalization enhances flexibility, it requires aligning IT security with traditional OT safety. Ubiquitous connectivity means each 10T sensor or networked
machine could be an entry point for attackers.

Cyber Risks in Manufacturing: Multiple studies highlight the rising threat. An international survey found 80% of manufacturers saw a rise in breaches
(Telstra International, 2025). Similarly, Achelpohl (2024) reports that nearly 73% of OT organizations experienced intrusions in 2024, up from 49% in
2023. Sophos (2024) finds 65% of manufacturers suffered ransomware in 2023, up from ~55% in each of the prior two years. A report from ABI
Research/Palo Alto notes 70% of industrial firms were attacked, with weekly hits for one-quarter of organizations. These sources consistently show
manufacturing is now a cybersecurity hotspot (Udavant, 2025; Kapko, 2024).

Business Impact: The financial and operational impact is severe. The World Economic Forum estimates cumulative cybercrime damages will reach $10
trillion by 2025, driven in part by manufacturing disruptions. For example, Clorox incurred ~$49 million loss from a 2023 attack. Telstra’s industry study
notes that compromised manufacturers faced downtime costing $0.2-2 million per incident. Literature on manufacturing cybersecurity (e.g. Stender et
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al., 2013; Humayed et al., 2017) underlines unique challenges: legacy OT systems, lack of vendor updates, and weak training. Overall, the literature
confirms that connectivity brings measurable gains but also proportionally greater cyber risk.

Defensive Measures: Studies emphasize multilayered defenses and cross-disciplinary collaboration (IT/OT teams). Strategies include network
segmentation, intrusion detection tailored for industrial protocols, and robust patch management. For instance, Fortinet’s 2024 survey finds many firms
improving visibility and planning based on recovery metrics. However, industry analysts warn that the pace of threat evolution outstrips current defenses,
urging accelerated adoption of cybersecurity best practices in smart factories.

Methodology

To understand how Industrial IT adoption is influencing cybersecurity risks in manufacturing, we needed a research approach that could capture both
industry-wide trends and the specific impacts felt by individual firms. Given the technical nature of the topic and the challenge of accessing confidential
data from companies, we chose a hybrid approach: combining real-world secondary data with simulated, research-backed firm-level data. This allowed
us to explore patterns, generate insights, and present them in a way that resonates with actual experiences in the manufacturing world.

Research Design

Our research was designed to answer a simple but urgent question: How does the growing reliance on Industrial IT and connected systems influence
cybersecurity exposure in manufacturing firms?

To answer this, we used a descriptive-analytical research design, which allowed us to:

e Examine what is already happening in the industry based on real-world data and reports.

e Analyze these findings alongside simulated firm-level data that reflects how cybersecurity incidents unfold in actual manufacturing environments.
This design helped us balance broad insights with detailed case-like analysis, even in the absence of direct access to confidential corporate data.

Data Sources

We relied on two types of data:

e Secondary Data: These included publicly available reports, whitepapers, and surveys conducted by leading cybersecurity firms such as Sophos,
Fortinet, and Telstra International. These sources provided us with statistical benchmarks, attack frequencies, cost implications, and recovery
practices across various global manufacturers.

e Simulated Data: Using the patterns and metrics drawn from the secondary data, we generated synthetic data for 50 hypothetical manufacturing
firms. This dataset allowed us to conduct deeper statistical analysis such as correlations, regression, and trend visualization.

Why simulation? Many firms are understandably reluctant to share details of their cyber incidents. By creating a controlled dataset that mirrors real-world

trends, we were able to explore sensitive patterns without compromising privacy.

Simulation Setup

The simulated dataset included the following variables for each firm:

loT Adoption (%): What percentage of their systems are connected or digitized.

IT and Cybersecurity Budgets: Annual spending on digital infrastructure and security.

Incident Counts: Number of cybersecurity breaches experienced in the last year.

Operational Downtime: Number of days operations were disrupted due to attacks.

Financial Losses: Estimated monetary damage caused by the attacks.

The values for each variable were generated using distributions informed by industry benchmarks. For instance, we used the Sophos report’s average
ransomware incident rate in manufacturing (~65%) to calibrate our attack frequency data.

Analytical Techniques

Once we compiled our simulated dataset, we used a mix of basic and advanced analytical methods:

e Descriptive Statistics: To summarize key characteristics of the dataset (e.g., average 10T adoption, mean number of incidents, total losses).

e Correlation Analysis: To identify how closely different variables relate to each other—especially 10T adoption vs. number of cyberattacks.

e Linear Regression: To estimate how much an increase in digitalization (e.g., 10% more connected systems) would impact the likelihood of a cyber
incident.

e Data Visualization: We created line charts, bar graphs, and scatter-flow visuals to illustrate trends and make the data more engaging and
understandable for decision-makers.

Ethical Considerations

While we used real data for industry-wide trends, our simulated firm data was fictional and anonymized. This ensured that no actual company’s
information was exposed or misrepresented. Our aim was to reflect reality, not compromise it.

Limitations

Like any research, our study has limitations:

e Simulated data, while realistic, cannot fully capture the nuances of actual events.

e Publicly available reports may not cover every sector or geographic region equally.

e Budget estimations and loss values are approximations based on available industry averages.

Despite these limitations, we believe the methodology provides a solid, well-rounded foundation for understanding the relationship between digital growth
and cyber risk in manufacturing. It allows readers to visualize the scale of the issue while offering insights that can guide real-world strategies.
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Results

Figure 1 shows the global growth in connected 10T devices (installed base) from 2019 to 2030. The number is projected to climb from 16.6 billion in
2023 to 18.8 hillion by 2024, and beyond 40 billion by 2030. This steep upward trend reflects massive IT/OT adoption across industries.
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Fig. 1 - Global forecast of connected 10T devices (billions).

Our synthetic survey data capture the impact of these trends. Table 1 presents a sample of the simulated dataset. It includes each firm’s IoT adoption rate,
IT budget, security budget, and cybersecurity outcomes. For example, Firm 2 has ~96% systems connected and experienced 13 incidents in 2024
(incurring ~$5.65M losses). Across the sample, average 10T adoption was ~65% with an average of ~10 incidents per firm.

Table 1: Sample of Simulated Manufacturing Firms and Cybersecurity Outcomes

Compan 10T Adoption IT Budget Security Budget
y (%) (3M) (3M)

Firm1 50.0 4.86 0.52

Firm 2 96.1 3.99 0.91

Firm 3 78.6 473 0.77

Firm4 67.9 453 0.91

Firm5 325 3.19 0.90

Incidents Downtime Losses
(2024) (days) (™M)

9 13.3 4.39

13 231 5.65

12 17.8 10.17
10 135 8.48

7 45 6.26

From industry sources, ransomware attack rates in manufacturing have risen markedly. Table 3 (below) shows that 56% of manufacturers were hit by
ransomware in 2023, up to 65% in 2024. This aligns with our simulated data where the higher-adoption firms averaged more attacks. Figure 2 illustrates
recovery methods: by 2024, 62% of attacked firms paid the ransom (down from 73% using backups), whereas 58% used backups (Sophos, 2024).
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Fig. 2 - Trends in data recovery after ransomware in manufacturing (Sophos, 2024).
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Figure 3 shows the distribution of affected devices per attack. Most manufacturing victims reported only a small fraction of devices encrypted: about 11-
13% of organizations saw 1-30% of machines impacted, while only 4% of firms had >90% of devices compromised. This indicates that although attacks
are common, full-scale outages are rare.

Proportion of respondents

Less than 1% 1-10% 11-20 21-30% 31-40% 41-50% 51-60% 61-70% 71-80% 81-80 91-100%

Porcentage of devices impacted in the victim organization

Fig. 3 - Distribution of devices impacted by ransomware attacks (proportion of firms reporting percentage of devices encrypted, Sophos 2024).

Correlations among key variables are strong (Table 2). Firms with higher 10T adoption tend to suffer more incidents (r=0.82), and incident count is closely
linked to downtime (r~0.82) and financial loss (r=0.73). This confirms a strong association between digitalization and risk in our data. Notably, our linear
regression (not shown) indicates that each 10% increase in systems networked raises expected incidents by roughly one (p<0.001).

Table 2: Correlation Matrix of Key Variables (Simulated Data)

10T Adoption Incidents Downtime Losses
(%) (2024) (days) ($M)
10T Adoption 1.00 0.82 0.68 0.58
(%)
Incidents (2024) 0.82 1.00 0.82 0.73
Downtime 0.68 0.82 1.00 0.55
(days)
Losses ($M) 0.58 0.73 0.55 1.00

Tables 4-6 demonstrate example visualizations of the data analysis (charts of KPIs and trends) in single-column format. While illustrative, they reinforce
that as 10T integration grows, so does the volume of data to monitor and potential vulnerabilities. For instance, Fig. 4 shows an analyst examining bar
and line charts derived from manufacturing performance metrics. Similarly, It depict business intelligence dashboards with various charts (bar charts, pie
charts, line trends) that we might generate from our survey data. These figures reflect how decision-makers could visualize cybersecurity and operational
data.

Discussion

The quantitative results highlight a clear pattern: modern manufacturing’s embrace of IT/IoT is closely tied to increased cyber risk (Telstra International,
2025). Fig. 1 and industry reports show that 10T deployments are expanding rapidly, validating our assumption of steep IT adoption (Sinha, 2024). In
parallel, our analysis confirms that ransomware and other incidents are intensifying (Udavant, 2025; Kapko, 2024). The high correlation between
connectivity and incidents (Table 2) suggests that each percentage increase in networked assets brings more intrusion opportunities. This reflects the
literature: Omdia found 80% of manufacturers saw incident increases, and Fortinet reported 73% of organizations suffered OT breaches in 2024.

Our simulation shows that although many firms are attacked, only a minority of devices are typically compromised during each attack (Fig. 3). This
implies existing defenses (backups, segmented networks) often limit damage. However, the fact that 62% of victims now pay ransoms (Fig. 2) indicates
that backup recovery is not always sufficient (Mahendru, 2024). The escalating ransom figures underscore this vulnerability. These findings echo industry
insights: manufacturing was among the top ransomware targets in 2023, with paid demands surging.

Digital Growth Brings Greater Cyber Risk

Our findings clearly show that as manufacturing becomes more digitally connected, the risk of cyber threats increases. This isn’t surprising—each new
10T device or connected system introduces another potential vulnerability. The correlation is strong: firms with higher levels of 10T adoption experienced
significantly more cyber incidents (Table 2). In essence, the tools meant to boost productivity can also open the door to cyber attackers if not properly
secured.
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1.1. Most Attacks Don’t Shut Down Everything—But They Still Hurt

The good news? In most cases, only a portion of systems are affected when an attack happens. Our simulated data shows that 10-30% of devices are
typically compromised, not the entire network. However, that small portion can cause big disruptions. Alarmingly, 62% of affected firms still end up
paying ransoms, revealing that backup plans often fall short. Even limited attacks can force costly decisions if recovery systems aren’t ready.

1.2. Many Manufacturers Are Still Unprepared

Despite the growing threat, most manufacturers are still catching up. Only around 45% report having a mature cybersecurity setup. This gap is due to
several factors—shortages of skilled cybersecurity staff, budget constraints, and a lack of awareness at the leadership level. As companies adopt more
digital tools, their protection strategies need to scale accordingly. Our analysis shows even modest increases in digital adoption can significantly raise
cyber risk.

1.3. Smart Use of Data Can Help

A key solution lies in data. Manufacturers are beginning to use real-time monitoring and analytics not just for productivity, but for security. By analyzing
patterns, spotting anomalies, and reacting quickly, companies can prevent attacks before they spread. Data-driven security helps firms adapt and learn
from each incident—something essential in a rapidly evolving threat landscape.

14. Cybersecurity Must Become Part of the Culture

Finally, technology alone isn’t enough. Strong cybersecurity depends on company-wide alignment. This means:
e Encouraging collaboration between IT and OT teams.

e Training all employees to understand and respond to threats.

e Treating cybersecurity as a strategic priority at the executive level.

When security becomes part of a company’s culture, not just its systems, the whole organization becomes more resilient. Digital growth and cybersecurity
must go hand in hand—for protection, for performance, and for long-term success.

Importantly, despite high risks, many firms remain underprepared. Only ~45% of manufacturers report a mature cybersecurity posture (Telstra
International, 2025). Our results reinforce calls for better practices: advanced monitoring of IT/OT networks, employee training, and investment in
resilient infrastructure. Aligning with Fortinet’s recommendations, organizations should enhance visibility across IT/OT and expedite incident response
planning. Moreover, trends from Fig. 4-6 suggest the growing importance of analytics: manufacturers must leverage data to detect anomalies in real time.
In sum, the data and figures demonstrate that the benefits of Industry 4.0 come with proportional cyber risk, affirming concerns raised in the literature.

Conclusion

As modern manufacturing rapidly evolves through the adoption of Industrial IT, 10T, and automation technologies, it is becoming increasingly clear that
cybersecurity can no longer be treated as a secondary concern. This study set out to explore the relationship between digital transformation in
manufacturing and the corresponding rise in cyber threats. What we found is both compelling and concerning.

Manufacturing companies around the world are embracing Industry 4.0 with open arms. Smart factories, interconnected devices, and real-time analytics
are now the backbone of competitive industrial operations. This transformation offers undeniable benefits: improved efficiency, reduced downtime,
predictive maintenance, and better decision-making. However, these advancements come with a price—an expanded digital footprint that makes
manufacturers prime targets for cyberattacks.

From the data we analyzed—drawn from reputable industry reports and simulated firm-level data—it’s evident that the more connected a manufacturing
system becomes, the more exposed it is to cybersecurity threats. The correlation between IT/OT integration and cyber incidents is striking, and the fact
that many companies are still struggling to recover from ransomware attacks speaks volumes about the current state of readiness in the sector.

What’s even more troubling is the frequency with which companies resort to paying ransoms, often because they lack the infrastructure or preparedness
to recover data on their own. Despite growing awareness, fewer than half of manufacturers feel adequately protected. This points to a significant gap
between cybersecurity knowledge and actual implementation.

But the message of this study isn’t meant to be one of alarm. Rather, it's a call to action.

Cybersecurity in the context of industrial IT must become a strategic priority, not just an IT department responsibility. Leaders in manufacturing need to
take a more holistic approach—one that integrates security planning into every aspect of their digital operations. This means investing in secure
architectures, routinely training staff, modernizing legacy systems, and adopting globally recognized frameworks like 1SO 27001 and IEC 62443.

It’s also about fostering a cultural shift—encouraging cross-functional collaboration between IT and OT teams, empowering employees to recognize and
report threats, and ensuring that everyone from the plant floor to the boardroom understands their role in keeping systems safe.

In many ways, cybersecurity is the silent foundation of smart manufacturing. Without it, the promise of Industry 4.0 collapses under the weight of
operational risk and financial vulnerability. But with it—if prioritized and executed well—companies can not only protect themselves but also thrive with
confidence in a digital future.

Looking ahead, future research should continue to explore practical ways manufacturers can improve their cyber resilience. This includes studying the
role of emerging technologies like Al, blockchain, and quantum computing in both securing and potentially compromising manufacturing networks.
Policymakers, researchers, and industry leaders must also work together to close the knowledge and resource gap—especially for small and medium-
sized enterprises that are most vulnerable yet often least prepared.
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In conclusion, cybersecurity is no longer a matter of if but how well. The time to act is now, and the organizations that take proactive steps today will be
the ones best positioned to succeed—and stay secure—tomorrow.
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