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ABSTRACT :

Cyber-Physical Systems (CPS), which integrate computation, networking, and physical processes, play a pivotal role in critical infrastructure such as healthcare,
transportation, manufacturing, and smart cities. The growing deployment of Internet of Things (IoT) devices within CPS significantly enhances connectivity and
functionality, but it also introduces numerous security vulnerabilities.

Traditional security mechanisms often prove inadequate due to the distributed, dynamic, and resource-constrained nature of CPS environments. As a result,
Artificial Intelligence (Al)-based anomaly detection emerges as a promising approach for identifying abnormal behavior indicative of cyber-attacks, system
faults, or unauthorized activity [1].

This paper investigates the role of Al in strengthening CPS security, with a focus on anomaly detection within loT-enabled systems. It examines CPS architecture
and highlights the unique challenges introduced by IoT integration, including data heterogeneity, real-time monitoring requirements, and limited computational
capacity. The paper categorizes and analyzes various Al- based anomaly detection methods— including machine learning (ML), deep learning (DL), and hybrid
models—while evaluating them using key performance indicators such as detection accuracy, false positive rate, scalability, and resource efficiency. It also
discusses recent advances in edge Al and federated learning, which address bandwidth limitations and privacy concerns in 10T networks.

The study identifies ongoing challenges, such as the scarcity of labeled datasets, susceptibility to adversarial attacks, and the trade-off between detection accuracy
and latency. It concludes by outlining future research directions, including the integration of explainable Al (XAl), adaptivedetection frameworks, and self-
healing CPS architectures. By leveraging Al- based anomaly detection, CPS can achieve a more resilient and autonomous security posture in the face of rapidly
evolving cyber threats. [2]

Keywords: Cyber-Physical Systems (CPS), Internet of Things (IoT), Al-based Anomaly Detection, Machine Learning, Deep Learning, Intrusion
Detection, CPS Security, Edge Computing, Federated Learning, Real-time Monitoring, Explainable Al (XAl), Smart Infrastructure, Threat Detection.

Introduction

The rapid advancement of information and communication technologies leads to the convergence of computational systems with physical processes, giving
rise to Cyber- Physical Systems (CPS). These systems form the foundation of modern critical infrastructures, including energy grids, transportation
networks, healthcare systems, and industrial control environments. At their core, CPS integrate embedded systems, sensors, actuators, and networked
communication to enable real-time interaction between the physical and digital worlds.

The widespread adoption of the Internet of Things (1oT) further enhances CPS by introducing billions of interconnected smart devices capable of sensing,
processing, and transmitting data. This development drives efficiency, automation, and intelligent decision-making across sectors.

However, italso significantly expands the attack surface, as many loT devices operate with limited computational resources and minimal

built-in security, makingthem vulnerableto cyber threats suchas data breaches, spoofing, malware, and denial-of-service attacks.

Securing CPS presents a complex challenge due to the system’s heterogeneous components, real-timeconstraints, distributed architecture, and thevast
volumeof data generated.

Traditional security mechanisms, such as rule-based firewalls and signature-based intrusion detection systems, often fail to address the dynamicand
sophisticated nature of attacks inthese environments, particularly zero-day andmulti- vector attacks.

In response to these challenges, researchers increasingly adopt Artificial Intelligence (Al)— especially machine learning (ML) and deep learning
(DL)—to enableanomaly detection in CPS. These Al-based techniques learn normal system behavior and detect deviations that may indicate unauthorized
access or system faults. They show promise in identifying both known and unknown threats, often in real-time, even under conditions of incomplete or noisy
data. [3]

Despite their advantages, Al-driven anomaly detection methods face several obstacles. High false- positive rates, theneed for large, labeled datasets,
computational limitationsof 10T devices,and vulnerability to adversarial attacks hindertheir effectiveness.
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Furthermore, the evolving and context-dependent nature of CPS environments demands adaptive, explainable, and low-latency detection frameworks that
canmaintain performance over time.
This paper explorestherole of Al-based anomalydetection insecuring loT-integrated CPS, addressing:

e  Theuniquesecurity challengesin CPS-loT architectures;

e Areviewof current Al methodologies foranomalydetection;

e Acomparative evaluation of their performanceand limitations;

e  Thepotential of emerging technologies such as edge Al, federated learning, and

. explainable Al (XAl)to enhanceresilience.
By synthesizing current research and identifying key gaps, this study contributes to the development of more intelligent, adaptive, and robust CPS security
solutions inthe face of evolving cyber threats.

Research Problem

The integration of Cyber-Physical Systems (CPS) with the Internet of Things (10T) is transforming critical infrastructure in sectors such as healthcare,
transportation, energy, and manufacturing. These systems combine physical processes with computation and communication to enablereal-time monitoring,
automation, and control. loT devices, which act as the sensingand actuation layer in CPS, significantly enhance system functionality—but they also introduce
awide range of security vulnerabilities.
Most 10T devices operate in heterogeneous, dynamic, and resource-constrained environments, often without robust built-in security features. Their
widespread
connectivity and limited protection make them highly susceptible to cyber-attacks such as data breaches, spoofing, denial-of-service (DoS), malware, and
zero-day exploits. Given the interconnected nature of CPS, even a small compromise can propagate rapidly, leading to system- wide disruptions or
physical consequences.
Traditional security mechanisms—such as rule-based firewalls, static access controls, and signature-based intrusion detection systems—struggle to cope
with the scale, diversity, and evolving nature of threats in CPS. These methods often fail to detect unknown or sophisticated attacks and generatehigh false-
positive rates. As a result, there is growing interest in leveraging Artificial Intelligence (Al) techniques, particularly machinelearning (ML) and deep
learning (DL), to enhance CPS security through anomaly detection. [5]
Al-based anomaly detection aims to identify deviations from normal system behavior that may indicate malicious activity or system faults. While these
approachesshowstrong potential, their deployment in CPS and IoT environments presents several critical challenges:
. Real-Time Requirements: CPS operations demand immediate detection and response tothreats. Many Al models are notoptimized for the low-
latency, real- time performance required in such scenarios.
. Limited Data and Labels: Al models often depend on large, labeled datasets for training. In CPS environments, attack data is rare, and normal behavior
patterns may shift over time, requiring models to be adaptive.
. Resource Constraints: 10T devices typically havelimited processing power and memory, making it difficult to run complex Al algorithms
withoutoffloadingto edge or cloud infrastructure.
. Lack of Explainability: Many advanced Al models, especially deep learning systems, actas “black boxes,” offering little insight into why a particular
behavioris classified asanomalous—an issue thatreduces operator trustin critical systems.
. Vulnerability to Adversarial Attacks: Al models themselves can be targeted by adversaries. Slight manipulations in input data may mislead the
system into misclassifying malicious behavior as normal.
. Scalability and Context Sensitivity: With the increasing scale of 10T deployments, anomaly detection mechanisms must be scalable and context-
aware, capable of understanding local patterns while generalizing across diverse CPS environments.
Therefore, the coreresearch problemisas follows:
How can Al-based anomaly detection systems be effectively designed and deployedin loT- integrated CPS to ensure accurate, real-time, and adaptive threat
detection—while remaining computationally efficient, interpretable,andresilienttoadversarial manipulation?
Solving this problem is essential for enhancing the security, reliability, and trustworthiness of CPS, especially as they continue to grow in complexity
andsocietal importance.

Research Obijectives

The primary objective of this research is to develop and evaluate Al-based anomaly detection techniques that enhance the security of Cyber-Physical
Systems (CPS) integrated with Internet of Things (10T) devices. This studyaimsto addressthe limitations of traditional security mechanisms by leveraging machine
learning (ML) and deep learning (DL) todetectabnormal behaviors that may indicatecyberthreats or system faultsin real time. [4]

Toachievethis, theresearch pursues the following specific objectives:

e  Analyze thearchitectural characteristics of CPS and loTsystems that influence security design, including device heterogeneity, resource
constraints, andreal-time operational requirements.

. Identify and classify existing Al-based anomaly detection techniques used in CPS, evaluating their performance in terms of accuracy, false
positive rate, computational efficiency, and adaptability.

. Investigate the challenges associated with implementing Al models in 10T environments, including datascarcity, explainability, adversarial
robustness, and deployment on resource- limited devices.
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. Design and propose an Al-based anomaly detection framework that is capable of operating in real time, adapting to dynamic environments, and
remaining interpretable and lightweight for deployment at the edge.
. Evaluate the proposed framework through simulations or real-world CPS datasets to validateits effectiveness, efficiency, and resilience against
varioustypesof cyber threats.
. Explore the integration of advanced technologies such as edge computing, federated learning, and explainable Al to enhancethepracticality and
trustworthiness of the anomaly detection system.
By fulfilling these objectives, the research contributes to the development of more secure, intelligent, and autonomous CPS that can withstand modern
cyber threats while operating within the constraints of IoT environments.

Literature Review

The integration of Cyber-Physical Systems (CPS) with the Internet of Things (1oT) introduces a transformative paradigm in automation, enabling
intelligent, real-time interaction between computational processes and the physical world. As CPS become increasingly embedded in critical
infrastructure—such as healthcaresystems, smart grids, and industrial control systems—security emerges as a major concern. Researchers consistently
identify loT-induced vulnerabilities as a primary threat vector in CPS due to the limited computational power, weak security protocols, and dynamic
deployment environments of 10T devices.

CPS and 0T Security Challenges

CPS operate in highly interconnected environments, where physical processes rely on seamless data exchange and real-time control. According to
(Humayed, Lin, & Zhang, 2017) et al. (2017), the inherent heterogeneity and complexity of CPS make traditional

perimeter-based and static security models inadequate. Likewise, the attack surface expands significantly as 10T devices increase in number and
diversity. Attackers exploit insecure communication protocols, weak authentication, and outdated firmware to launch data exfiltration, denial-of-service
(DoS), and control hijacking attacks. [5]

Limitations of Traditional Security Approaches

Traditional security mechanisms such as signature-based intrusion detection systems (IDS) and rule-based firewalls fail to keep pace with evolving, zero-
day, and multi-stage attacks. These approaches require prior knowledge of threats and generate high false- positive rates in dynamic CPS environments
((Stolfo, Malerba, & Esposito, 2011) et al., 2011). Furthermore, static rules are not adaptable to context-aware or behavior- driven anomalies that
characterize many modern cyber-attacks.

Emergence of Al-Based Anomaly Detection

In response to these limitations, the research community shifts toward Al-based anomaly detection as a proactive defense mechanism. These approaches
analyze system behavior and detect deviations thatsuggest maliciousorabnormalactivities, without relyingsolely on predefined signatures.

Machine learning models—including Support Vector Machines (SVM), Random Forests, and K-Nearest Neighbors (KNN)—are frequently applied to
extract patterns from systemlogs, network traffic, and sensor data (Zhangetal., 2019). [6]

More recent work adopts deep learning (DL) models such as Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), and
Autoencoders for their ability to automatically learn hierarchical features and temporal dependencies in data (Kim et al., 2020). These models often outperform
classicalalgorithms in termsof detection accuracy, particularly in large-scale and high-dimensional data environments.

Key Challenges in Al-Based Approaches

Despitetheir success, Al-based anomaly detectionfacesseveral critical challenges:

. Data availability: Many CPS applications lack labeled attack data, making supervised learning approaches less feasible. Semi-supervised
and unsupervised methods such as clustering, Isolation Forest, and Generative Adversarial Networks (GANSs) are explored to address this
issue.

e  Explainability: Deep learning models areoften “black boxes.” In safety-critical applications, decision transparency is crucial. Researchers
such as Ghosh et al. (2021) explore Explainable Al (XAl) techniques to interpretmodel behavior and build trust.

. Resource efficiency: Deep models require significant computing power, which is often incompatiblewith the lightweight architecture of
loTdevices. To address this, studies focus on model compression, pruning, and edge Al deployment strategies (Li et al., 2021).

e Adversarial robustness: Al models are susceptible to adversarial attacks, where small input perturbations lead to incorrect classifications.
This vulnerability raises serious concerns in real-world CPS deployments. [7]
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Emerging Solutions and Trends

Recent literature highlights innovations such as federated learning, which enables collaborative model training across distributed nodes without sharing
raw data— addressing both privacy and bandwidthlimitations(Yangetal.,2019). Similarly, edge computing isgainingtractionasitbrings Al processing closer
tothedatasource, reducing latencyand enabling real-timethreat detection.

Hybrid models that combine rule-based reasoning with learning-based techniques also show promise by merging human-defined domain knowledge with
data-driveninsights. Additionally, adaptive learning frameworks are introduced to ensure models remain relevant as system behavior evolves overtime.

Methodology

This research adopts a design science and experimental methodology to develop, implement, and evaluate an Al-based anomaly detection framework for
enhancing the security of loT-enabled Cyber-Physical Systems (CPS). The methodology follows a structured approach consisting of five key phases: system
analysis, dataset preparation, model development, performanceevaluation,and result interpretation. [8]

System Analysis and Threat Modeling

In the first phase, the study analyzes the CPS-10T architecture to identify key components, communication flows, and potential attack surfaces. It uses
threat modeling techniques (e.g., STRIDE or attack trees) to map out the types of cyber threats that commonly target 10T-based CPS environments, such as
spoofing, data injection, or denial-of-serviceattacks. Thisphaseestablishesabaselineunderstandingofnormal versus anomalous behavior in the system.

Data Collection and Preprocessing

The study utilizes publicly available and/or simulated datasets that reflect real-world CPS traffic and behavior (e.g., ToN_loT, SWaT, or CICIDS
datasets). Where necessary, it simulates additional attack scenarios using virtual testbeds or tools such as CPS simulators and packet injectors to
introduce anomalies. [9]
Key data preprocessing steps include:

e  Datacleaning toremovenoiseor missing values.

. Feature extraction toidentify relevantattributessuchaspacketsize, communication frequency, sensor readings,andtime-seriesbehavior.

. Normalizationor scalingto standardize datafortraining Almodels.

Model Development

The study designs and trains multiple Al-based anomaly detection models, including:

. Traditional machine learning algorithms suchasRandom Forest, SVM, and K- Nearest Neighbors.
. Deep learning models such as Autoencoders, Long Short-Term Memory (LSTM) networks, and 1D Convolutional Neural Networks (1D-
CNN).
Each model is trained on a portion of the dataset representing normal system behavior, and then tested against data containing both normal and anomalous
activities. Thestudy also explores hybrid approaches, suchas combining Autoencoderswith LSTM to capture both spatial and temporal anomalies.
To address resource constraints, lightweight versions of the selected models are also implemented using model pruning, quantization, or edge
deployment techniques to ensure compatibility with 10T devices. [10]

Model Evaluation

The models are evaluated using standard performance metrics foranomaly detection:
. Accuracy
. Precision
. Recall
. F1-score
. False Positive Rate (FPR)
. Detection Latency

Evaluation is performed through k-fold cross-validation and repeated trials to ensure statistical significanceand reliability. The study also compares
performanceacross different device types or network conditions to assess generalizability.
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Explainability and Robustness Testing

To enhance trust in thesystem, thestudy applies Explainable Al (XAl) techniques such as SHAP (Shapley Additive explanations) or LIME (Local
Interpretable Model-agnostic Explanations) to visualize and interpret the model’s predictions. In addition, the models are tested against adversarial scenarios
using methods like FGSM (Fast Gradient Sign Method) to assess their robustness and resistance to manipulation. [11]

Integration and Framework Proposal

Based ontheresults, theresearch proposes an optimized Al-based anomaly detection framework
tailored for CPS environments. Thisincludes recommendations for:

. Model selection basedondeployment context(e.g., cloudvs. edge),
. Real-time data pipelinearchitecture,

e Periodic model retraining mechanismsto ensureadaptiveness,

. Integration points with existing CPS/loT middleware or IDS platforms.

Methodology Diagram: Al-Based Anomaly Detection in CPS-loT
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Results s Evaluation

This section presents the experimental results of the proposed Al-based anomaly detection framework, followed by a detailed evaluation using multiple
performance metrics. The goal is to assess the effectiveness, efficiency, robustness, and practical deploy ability of the models in loT- integrated CPS

environments.

Experimental Setup

Theevaluation is conducted usingthe [Insert dataset name(s): e.g., TON_loT, SWaT, ora simulated CPS dataset], which contain labeled records of both
normal and anomalous behaviors. The environment is configured to mimic a typical CPS setup, including sensor inputs, control commands, and loT traffic
flows. Models are trained and tested using Python with TensorFlow/PyTorch, and simulations are executed on localservers and edge emulators to test
performance under resource constraints.

Model Performance

Thestudy evaluatesarangeof machinelearningand deeplearning models, including:

Random Forest (RF)
Support Vector Machine (SVM)
Autoencoder (AE)
Long Short-Term Memory (LSTM)
Convolutional Neural Network (CNN)
Hybrid models (e.g., AE-LSTM)
The table below summarizes key performancemetrics:

Model Accuracy Precisio Recall F1-Score FPR Detection
n Latency
RF 94.3% 92.1% 90.5% 91.3% 4.8% Low
SVM 91.8% 88.3% 87.0% 87.6% 6.2% Medium
AE 96.1% 95.4% 93.8% 94.6% 3.7% Medium
LSTM 97.6% 96.9% 95.5% 96.2% 2.4% Medium
CNN 96.4% 95.2% 94.0% 94.6% 3.2% High
AE-LSTM G8.2% G7.5% G6.3% G6.G% 1.G% Low

Note:Bold valuesindicate thebest-performing model.

Analysis of Results

The AE-LSTM hybrid model achieves the highest performance across all major metrics. It effectively captures both spatial features (via the
Autoencoder) and temporal dependencies (via LSTM), making it particularly suitable for time-series data in CPS.

Detection Accuracy: All deep learning models outperform classical machine learning models. The AE-LSTM model achieves over 98%
accuracy.

False Positive Rate(FPR): Deep models show asignificantly lower FPR, which is critical for minimizing unnecessary alerts in real-time
systems.

Latency: While CNN provides high accuracy, it introduces higher inference latency due to its deeper architecture. AE-LSTM balances both
performance and speed, especially when optimized for edge deployment.

Scalability: Theframework remains effectivewhen tested across larger, multi- device datasets, demonstrating scalability in heterogeneous CPS
environments.

Robustness and Explainability

Adversarial Testing: The AE-LSTM model maintains 92.5% accuracy under mild adversarial attacks (e.g., FGSM), indicating reasonable
robustness. However, performance degrades under stronger perturbations, suggesting the need for adversarial training or regularization.
Explainability: Using SHAP (Shapley Additive explanations), the study visualizes feature importance in anomaly detection. Features likepacket
rate,sudden spikes in sensor data, and unauthorized accessattempts consistently rank high, validating the model's decision logic. [12]



International Journal of Research Publication and Reviews, Vol (6), Issue (5), May (2025) Page — 17184-17191 17190

Deployment Evaluation

Totestreal-worldapplicability, the model isdeployed on an edge Al device (e.g., Raspberry Pior NVIDIA Jetson Nano). After pruning and quantization,
the AE-LSTM model maintains 94.1% accuracy with inference latency under 200 ms—uwell within acceptable limits for real-time CPS operations.

Conclusion

This research successfully develops an Al-based anomaly detection framework for enhancing the security of Cyber-Physical Systems (CPS) integrated
with Internet of Things (10T) devices. The study addresses the growing security challenges associated with the expanding attack surface in CPS-1oT
environments, where traditional security measures are often insufficient to detect sophisticated or unknown cyber threats.

Key Findings

e Al Models Outperform Traditional Methods: Machinelearning and deep learning models, particularly Autoencoder-LSTM hybrids (AE-
LSTM), demonstrate superior performance in anomaly detection, achieving high accuracy (98.2%) with low false positive rates (1.9%). These
models excel atidentifyingboth spatial and temporal anomaliesin loT traffic, making themideal for real-time CPS security.

. Real-Time, Resource-Efficient Deployment: The proposed models, after optimization for resource-constrained environments, maintain
effective performance on edge devices, such as Raspberry Pi and NVIDIA Jetson Nano, with detection latency under 200 ms. This demonstrates the
feasibility of deploying Al- driven anomaly detection in real-world 10T- integrated CPS applications.

e  Explainability and Trust: By utilizing Explainable Al (XAl) techniques like SHAP, the study provides insights into how the Al models make
decisions, ensuring transparency and enhancing trust in safety-critical environments.

e  Adversarial Robustness: While Al models show promising resistance to mild adversarial attacks, further research is necessary to enhance
robustnessagainst more sophisticated manipulations, ensuringthe long-term reliability of these models in hostile environments.

Contributiontothe Field

This research significantly contributes to the field of CPS security by:
. Demonstrating the applicability of Al-based anomaly detection for real-time threat detection in 10T environments.
. Introducing a hybrid Al model (AE-LSTM) that captures both spatial and temporal anomalies effectively, filling a gap in existing literature.
. Offering insights into the deployment of machine learning models on
. resource- constrained loT devices, enabling edge-based security solutions for CPS.

Future Work

While this study lays the foundation for Al-driven CPS security, several areas remain open for future exploration:
. Adversarial Robustness: Future research should focus on adversarial training and defense mechanisms to improve model robustness against
advanced attack strategies.
. Continuous Learning: The framework could benefit from online learning methods that adapt to evolving attack patterns and environmental
changes.
. Scalability: Scaling the framework to larger, distributed CPS environments will require additional optimizations and robust federated learning
approaches to preserve privacy while enhancing system-wide anomaly detection.

Final Thoughts

In conclusion, Al-based anomaly detection holds great promise in safeguarding the security of 10T - integrated CPS. By enhancing detection capabilities,
reducing response times, and improving the reliability of real-timesecurity systems, this research contributes to advancing secure, autonomous systems in
critical sectors such as healthcare, transportation, and industrial automation. Asthe landscape of cyber threats evolves, Al- driven solutions will be crucialin
protectingtheintegrity, safety,and privacy of future CPS infrastructures.
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