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Abstract  

The Internet of Things (IoT) has emerged as a key enabler for various applications in automation, surveillance, and control. The rover uses an IoT 

network to stream data such as video, images, and environmental conditions to a remote server or user device.  This system aims to enhance security in 

various areas, providing remote access and automated monitoring capabilities with real-time updates.This paper presents the design and implementation 

of an IoT-based surveillance rover that integrates an embedded system with wireless connectivity to enable remote monitoring and control. The rover is 

equipped with a camera module, motor driver, microcontroller, and wireless communication module. The system facilitates real-time video streaming 

and directional control via a web-based interface. 

INTRODUCTION 

In recent years, the integration of Internet of Things (IoT) technology with embedded systems has revolutionized the field of remote monitoring and 

security. IoT-based surveillance rovers equipped with embedded devices offer an innovative solution for real-time, autonomous monitoring of sensitive 

areas, enhancing security while minimizing human intervention. These rovers are capable of collecting data through various sensors, processing 

information locally, and transmitting it wirelessly to remote operators for timely decision-making. The increasing demand for automated surveillance 

systems arises from challenges associated with traditional security methods, such as limited coverage, delayed response, and high operational costs. 

Embedded devices, such as microcontrollers and single-board computers, provide the computational backbone for these rovers, enabling compact, 

energy-efficient, and cost-effective designs. When combined with IoT connectivity, these devices facilitate seamless communication, remote control, 

and data analytics via cloud or edge computing platforms. Applications of IoT-based surveillance rovers span diverse domains, including border 

security, industrial facility monitoring, disaster management, and smart city infrastructure. The deployment of these systems allows continuous 

surveillance in hazardous or hard-to-reach locations, thus enhancing safety and operational efficiency. This paper presents the design and 

implementation of an embedded device-driven IoT surveillance rover, highlighting its architecture, sensor integration, communication protocols, and 

performance evaluation. Surveillance systems are essential for ensuring safety in various environments, including military zones, public areas, and 

private properties. Traditional surveillance methods lack flexibility and remote operability. This project proposes a mobile surveillance rover using IoT 

technology, allowing for remote navigation and live video feed through the internet. In today’s world, security is one of the most important concerns, 

particularly in areas where continuous human surveillance is impractical. To overcome these limitations, we propose an IoT-based surveillance rover, 

which is equipped with embedded devices, including sensors and cameras that can move and interact with its environment while providing real-time 

data transmission to remote users. The system architecture comprises an embedded controller connected to a camera and motor driver. The user sends 

control signals over the internet using a web application or mobile interface. These signals are processed by the microcontroller to move the rover in the 

desired direction. Simultaneously, the live video stream from the camera is transmitted over Wi-Fi to the user’s device. 

LITERATUREREVIEW 

The field of surveillance and monitoring has seen significant advancements with the integration of Internet of Things (IoT), robotics, and embedded 

systems. Several researchers and developers have proposed and implemented mobile surveillance systems to enhance security in various applications. 

 

IoT-Based Smart Surveillance Systems: According to studies by Kumar et al. (2018), IoT-based surveillance systems typically consist of IP cameras 

and cloud-based data storage. While these systems provide real-time monitoring, they lack mobility, which restricts their ability to cover larger or 

dynamic areas. 

Robot-Based Surveillance using Arduino: Research by Gupta and Sharma (2017) introduced a surveillance robot using an Arduino microcontroller 

and RF communication. Although cost-effective, RF modules have limited range and are not suitable for large-scale applications. Additionally, the 

system lacked real-time video streaming over the internet. 

WirelessSurveillance Vehicles 

Projects involving Raspberry Pi-based rovers, such as those detailed in the IEEE conference by R. Nair (2019), utilize camera modules and Wi-Fi for 
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video transmission. These systems demonstrate better scalability and remote operability, supporting applications in disaster areas and military zones. 

However, issues like power management and connectivity stability still pose challenges. 

Web-Controlled Surveillance Robots 

In recent years, systems controlled through web interfaces (e.g., NodeMCU with Blynk app or Flask server) have been explored. These allow easy user 

interaction via smartphones but depend heavily on internet availability and latency. 

Embedded Systems for Surveillance 

embedded platforms like Raspberry Pi and ESP32 have become popular due to their low cost and rich feature sets. They support Python/C++ 

environments and allow easy integration of sensors and modules. Nevertheless, many implementations do not offer secure communication channels, 

which is a major concern in surveillance. 

Most existing systems either focus on stationary cameras with limited coverage or use mobile robots without efficient internet-based control and video 

streaming. There is a need for a surveillance solution that combines: 

 Mobility 

 Real-time video streaming 

 IoT-based control via a secure web interface 

 Cost-efficiency and scalability 

The proposed IoT-based Surveillance Rover aims to bridge this gap by using an embedded system to deliver a fully remote-controlled, internet-

connected, and live-stream-capable surveillance 

PROBLEM STATEMENT 

In today's world, ensuring security in sensitive and remote areas is a growing concern due to increasing threats and limited human resources. 

Traditional surveillance systems often rely on fixed cameras and manual monitoring, which are costly, have limited coverage, and are ineffective in 

dynamic or hazardous environments. There is a critical need for a mobile, cost-effective, and real-time surveillance solution that can operate 

autonomously or remotely, gather environmental data, and transmit live video/audio feeds for security and monitoring purposes. 

This project aims to design and implement an IoT-based surveillance rover using an embedded system that can be remotely controlled or operate 

autonomously. The rover will be equipped with a camera, sensors (e.g., motion, temperature, gas), and wireless communication modules to collect and 

transmit real-time video and sensor data to a remote user via the internet. The rover should be capable of navigating diverse terrains, detecting 

intrusions or hazards, and alerting users instantly, thereby enhancing security in areas such as military bases, border zones, disaster-struck regions, and 

industrial sites. 

OBJECTIVES 

The objective of this project is to design and develop a mobile surveillance rover that leverages Internet of Things (IoT) technologies and an 

embedded system to provide real-time monitoring and data transmission for security and surveillance applications. Specifically, the project aims to: 

1. Develop a remotely controlled or semi-autonomous rover capable of navigating various terrains for surveillance operations. 

2. Integrate a live video streaming system using a camera module to monitor surroundings in real time. 

3. Incorporate multiple sensors (such as motion, temperature, gas, or obstacle detection) to enhance situational awareness and detect 

potential threats. 

4. Utilize IoT technology to enable remote access and control via the internet, using a web or mobile application. 

5. Ensure low-cost, efficient, and scalable design, making it suitable for deployment in remote or hazardous areas. 

6. Implement real-time alert and notification features for timely response to unusual activities or environmental anomalies. 

 SYSTEM DESIGN 

The IoT-Based Surveillance Rover is designed as an embedded system with multiple integrated modules for mobility, sensing, communication, and 

control. The architecture includes hardware components, software modules, and communication protocols that work together to achieve real-time 

surveillance and remote control. 

 

Figure1: Block Diagram 
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Camera Module – ESP32-CAM 

The ESP32-CAM is a low-cost module with a built-in camera and Wi-Fi/Bluetooth capabilities. 

Functions: 

 Captures live video. 

 Streams video wirelessly over a local Wi-Fi network or through an IoT cloud platform. 

 Hosts a web server to provide the live feed to the user interface. 

 Optional: Captures and stores images on a MicroSD card. 

Control Module – Arduino Uno/Nano 

An Arduino microcontroller acts as the core control unit responsible for decision-making and execution of movement. 

Functions: 

 Receives control signals (e.g., from a mobile app or IoT server). 

 Controls the motor driver based on received commands. 

 Interfaces with sensors (if included) like ultrasonic, gas, or IR. 

 Sends sensor data (if required) to a cloud platform for monitoring. 

 

Motor Driver (L293D/L298N): 

 Acts as an interface between Arduino and DC motors. 

 Can control direction (forward/reverse) and speed (using PWM) of the motors. 

 Dual H-bridge design allows independent control of two motors. 

DC Motors: 

 Drive the rover wheels for movement. 

 Controlled by the motor driver based on user commands via Arduino. 

Functions: 

 Enables forward, backward, left, right, and stop movements. 

 Supports smooth navigation of the rover in the surveillance area. 

Power Module – Battery (Rechargeable) 

Provides power supply to the entire system including ESP32-CAM, Arduino, motor driver, and motors. 

Components: 

 Li-ion or Li-Po battery pack (7.4V or 12V) with sufficient current rating. 

 Voltage regulators (like AMS1117 or LM7805) to ensure proper voltage levels (5V for Arduino, 3.3V for ESP32-CAM). 

Functions: 

 Portable power source for field operation. 

 Should support continuous operation for a few hours depending on the rover’s energy consumption. 

RESULT AND DISCUSSIONS 

Real-Time Video Streaming 

The ESP32-CAM module effectively streamed live video over Wi-Fi. 

A web-based interface was created to access the live camera feed from a mobile phone or computer. 

The video quality was sufficient for indoor and moderately lit outdoor surveillance. 

Latency was minimal (<2 seconds) on a stable local Wi-Fi network. 

Rover Mobility and Remote Control 

The Arduino-controlled DC motor system, driven by the L293D motor driver, responded accurately to directional commands (forward, backward, 

left, right, stop). 

Remote control was achieved via either: 

A mobile app interface (e.g., Blynk or custom web page).Or manual commands via serial input during testing. 

The rover could navigate basic terrain, including smooth indoor surfaces and mild inclines. 

Sensor Integration (if applied) 

Sensors such as ultrasonic (for obstacle detection) and gas (MQ-2) were tested: 

Obstacle detection worked within a range of 10–30 cm and triggered automatic stop or redirection. 

The MQ-2 sensor was able to detect gas presence and send alerts via the cloud (ThingSpeak/Firebase). 

Sensor readings were displayed in real-time on the IoT platform dashboard. 

Power Efficiency and Portability 

The rover operated for 1–2 hours on a fully charged 7.4V Li-ion battery pack, depending on usage. 

All components functioned efficiently with a regulated power distribution. 

Portable and wireless operation made the system suitable for deployment in real-world environments. 
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IoT Integration 

Successful integration with IoT platforms (e.g., Blynk, Firebase): 

Enabled live monitoring of sensor data. 

Allowed control of rover functions (movement, alert triggers) from any location via internet. 

Notifications were sent to the user when abnormal conditions were detected. 

CONCLUSION 

The development of the IoT-Based Surveillance Rover using Embedded Devices successfully demonstrates how modern embedded systems and IoT 

technologies can be integrated to create a cost-effective, mobile, and real-time surveillance solution. The system combines hardware modules such as 

the ESP32-CAM for video streaming and Arduino for motion control, along with IoT capabilities for remote access and monitoring. 

The rover achieved its primary objectives: 

Live video streaming was accomplished using the ESP32-CAM module. 

Remote control and navigation were effectively handled via Arduino and motor drivers. 

Sensor integration provided real-time data on the environment, enhancing surveillance capabilities. 

Wireless communication allowed for seamless operation through IoT platforms and mobile interfaces. 

The project proves highly applicable in various fields such as:  

 Home and industrial security, 

 Disaster response in hazardous areas, 

 Border or military surveillance, and 

 Remote area monitoring. 
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