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ABSTRACT

In forensic science, ensuring the authenticity and integrity of digital evidence is crucial for legal proceeding in the court. This project explain the implement of the
blockchain in securing the digital evidence or Documents verification and it also focus by generating document hashes, storing them on blockchain and which
enable the verification through the QR code. For this purpose | have used the most preferable programing language python, Tkinter and pillow, a user friendly
interface developed to allow the user to upload an image or documents which can be act as an evidence or crucial document generate its uniqgue SHA-256 hash,
and store the hash in an blockchain based ledger. The project examine multiple blockchain storage method including public blockchain( Ethereum, polygon,
Bitcoin) and also use the local storage as blockchain it create storage in form of 3 to 4 files in the system which is difficult to change or modify for the decentralized
storage (IPFS + Blockchain) for enhanced security and cost-effectiveness for forensic applications.

This research highlights how the blockchain technology can enhance the digital forensic and document storage by ensuring evidence integrity, preventing, tampering
and cross checking throught the gr code which also enable the real time verification through the grcode and also use blockchain for storage. The implementation of
local blockchain prototype on a personal computer demonstrate the feasibility of blockchain based document verification in forensic investigations. Future works
including integrating smart contract for automated validation and exploring Al-Based forensic pattern analysis.
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1. INTRODUCTION

Blockchain is a decentralised, impenetrable ledger system that guarantees trust, transparency, and data integrity. Preserving the legitimacy of papers and
evidence is crucial in the field of forensic science, particularly in the digital age. Digital document hashes are safely saved on a blockchain as part of this
project's blockchain-based method to document verification. A document's hash cannot be changed, removed, or falsified without being discovered thanks
to the blockchain's structure.

Every document published via the program is transformed into a SHA-256 hash for this project, which serves as its distinct digital fingerprint. This hash
is then saved in a Python-implemented local blockchain ledger. The blocks that make up the blockchain's structure each contain with same data the
blockchain is structured as a series of blocks maintains the data immutability and a clear timeline of clear timeline of document verification. If even a
single character in the document is changed the hash changes entirely and for the changing the blockhchain we need to change the ledger in the system
which will allow alerting the system of potential tampering when the hash changes.

What is the advantage of using it there are various benefits to using blockchain in this forensic application. It guarantees the reliability of the evidence,
stops document fraud, and streamlines audit trails for court proceedings. Blockchain records are reliable sources in court since they are distributed and
unchangeable (in complete implementations). Field investigators and legal teams can find this method useful because it integrates with QR code
technology, which enables rapid verification by scanning the document's hash and comparing it with the blockchain record.

And when we deep five into the history of the blockchain In 1991, researchers Stuart Haber and W. Scott Stornetta presented a method for time-stamping
digital documents to guard against backdating or tampering, laying the theoretical foundation for blockchain technology. Their approach ensured the
integrity of document timestamps by using a chain of blocks that were cryptographically safeguarded. They improved this system in 1992 by adding
Merkle trees, which increased efficiency by enabling the storage of numerous documents in a single block. Blockchain was developed as a result of many
cryptographic developments in the late 1990s and early 2000s. Coined in 1998 by computer scientist Nick Szabo, "Bit Gold" was a decentralised digital
currency that required users to perform proof-of-work tasks. Bit Gold provided ideas that will subsequently impact blockchain technology, despite the
fact that it was never put into practice.

The real blockchain revolution occurred in 2008 when a person or group going by the pseudonym Satoshi Nakamoto published a whitepaper titled
"Bitcoin: A Peer-to-Peer Electronic Cash System." This article described Bitcoin, a decentralised digital currency that records transactions safely and
openly without the need for a central authority by using a blockchain.
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The first block of the Bitcoin blockchain, referred to as the "Genesis Block," was mined by Nakamoto in January 2009. This was the first time blockchain
technology was used in a real-world setting and the official start of the Bitcoin network. The blockchain of Bitcoin functioned as a public ledger, logging
every transaction and guaranteeing its immutability using a proof-of-work consensus process and cryptographic hashing.

Bitcoin gained popularity between 2009 and 2013 among libertarians and cryptography enthusiasts who appreciated its decentralised structure. The rise
of crypto currency exchanges made it easier to buy and sell Bitcoin, which increased its appeal even further. But at this time, blockchain technology was
mostly connected to Bitcoin and had few uses outside of virtual money.

How it was useful after covid? The COVID-19 pandemic that started in 2020 hastened digital change in many industries and brought attention to the
necessity of transparent and safe digital systems. Blockchain technology became widely known for its promise to improve digital identity verification,
healthcare data exchange, and supply chain management.

Financial institutions and large enterprises started incorporating blockchain technology into their daily operations. For example, JPMorgan Chase
introduced its own digital currency, JPM Coin, to enable immediate cross-border payments, while IBM created blockchain solutions for supply chain
transparency.

Blockchain's potential was further demonstrated by the emergence of decentralised finance (DeFi) systems. Smart contracts were used by DeFi apps to
provide financial services including trading, lending, and borrowing without the need for middlemen. Although this shift made financial services more
accessible to everybody, it also brought with it new security and regulatory compliance problems.

Using of blockchain with forensic Blockchain is a distributed, decentralised digital ledger that keeps track of transactions in blocks. A date, data, and a
cryptographic hash of the previous block are all included in each block. Data on a blockchain is safe and impenetrable since it cannot be changed after it
has been recorded without changing all following blocks.

Blockchain is not dependent on a centralised authority like traditional databases are. Each node in the network of computers that maintain it has a copy
of the ledger. Because it is decentralised, security is improved and unwanted manipulation is avoided.

Then what is forensic science The use of science in criminal and civil investigations is known as forensic science. It entails examining tangible objects
(such as blood, fibres, and glass) as well as digital information, fingerprints, and DNA. Reconstructing crime scenes, identifying suspects, and presenting
reliable, scientifically supported conclusions in court are all critical tasks performed by forensic specialists.

The chain of custody, or the chronological record of how evidence is gathered, processed, moved, and preserved, is one of the most important components
of forensic science. Evidence may be rejected in court if there is a break or manipulation in this chain

Tkniter

The standard Python graphical user interface (GUI) package is called Tkinter. For desktop applications, it offers a simple method for creating windows,
buttons, text fields, labels, and other interactive GUI components. It's one of the easiest and most accessible tools for making basic user interfaces because
it comes with Python.

A GUI: What Is It?

With the use of components like buttons, menus, textboxes, and windows, a GUI (Graphical User Interface) enables users to interact with software
visually. Without a GUI, most programs run via a terminal or command line, where users write commands to interact with the program.

Developers can create apps with a more user-friendly appearance and feel by using Tkinter. For instance, you can design a window where users can enter
text, upload files, and examine results by clicking a button.

Importing the tkinter module into your Python code is how TKkinter operates. The GUI is constructed using object-oriented programming. This broad
framework describes a basic Tkinter application:

. (tk). The primary window is created using Tk().
. (Label) is a text-display widget.
e  The label is instructed where to appear in the window by.
. pack().Until the user closes the window,
. main loop() leaves it open.
So this is the structure of the tnikter which basic foundation depent it just provide the graphical base interface for the user.

Common Widgets in Tkinter

e  Label: Displays static text or images.
(] Button: Triggers a function when clicked.

e Entry: Asingle-line textbox for user input.
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e  Text: A multi-line textbox.
®  Frame: A container to organize widgets.
e  Canvas: Allows drawing graphics or custom designs.
e  File Dialog: Lets users browse files and folders.
(] Message Box: Shows pop-up messages or alerts.
Each widget can be customized with size, font, color, and other properties.

Tkinter is a robust and easy-to-use framework for Python desktop GUI development. Tkinter offers all the components you need to create a data-entry
form, a calculator, or a file uploaded. For novices who wish to write interactive Python programs without having to learn complicated frameworks, it's
ideal. You may create fully functional apps quickly and simply by integrating Tkinter with other Python tools, such as grcode (for creating QR codes) or
Pillow (for processing images).

Pillow

Pillow is a robust and user-friendly Python image processing package. Images in a variety of formats can be opened, edited, converted, and saved by
users. Pillow is an enhanced and continuously maintained clone of the deprecated Python Imaging Library (PIL). These days, Pillow is frequently used
in applications that need handling images, such as desktop programs with graphical user interfaces (GUIs) like Tkinter, forensic science, machine learning,
and medical imaging.

Without requiring a thorough understanding of picture file architecture, Pillow assists developers with completing a variety of image operations. Just a
few lines of code will allow you to

. Open and show the pictures

. Rotate, trim, and resize pictures

e Enhance photos with text, filters, or shapes
. Image format conversion (e.g., JPG to PNG)
. Make fresh pictures from the ground up.

e  Create thumbnails

. Combine pictures

. Creating electronic certifications

e Examining and modifying medical pictures
. Document watermarking

e Making barcodes and QR codes

e  Al-powered image analysis

Pillow helps greatly in this project by processing the SHA-256 code into a bar code which when | scan the bar code the hash code will be generated with
the help of Google lens we can do it.

Hashing and its importance in forensics-

A key idea in cyber security and computer science is hashing. The fundamental function of hashing is to transform any input—such as a text, image, or
file—into a fixed-length string of characters, typically expressed in hexadecimal notation. This string is referred to as a hash, hash value, or hash code.

There is several type of hashing algorithm, each worth unique charactertics and use cases. Most commonly used in forensic science are MD5, SHA-
1,SHA-2 AND SHA-3

MD-5
e Generates a hash value of 128 bits, or 32 hexadecimal characters.
. Quick and simple to put into practice.
. Mostly used for integrity checks and checksums.

. Its inability to withstand collisions is a drawback. MD5 is not appropriate for high-security applications since researchers have discovered methods
to create two distinct inputs that result in the same hash.



International Journal of Research Publication and Reviews, Vol 6, Issue 5, pp 9552-9565 May 2025 9555

. Produces a 160-bit hash value (40 hexadecimal characters).
. More secure than MDS5, but has been found vulnerable to attacks.

. Still used in some legacy systems but being phased out.

. Safer and more resilient to collisions than MD5 and SHA-1.

. SHA-256 is frequently used in blockchain and digital forensics because it generates a 256-bit hash (64 characters).

e A newer standard with different internal design from SHA-2
. Offer a high level of security, though not a widely adopted yet.

What is the role of hashing in the forensic?

Evidence integrity verification
o  Aforensic investigator instantly creates a hash of the original data as they gather digital evidence, such as a document or hard drive.
e  The hash is recalculated following each copy or analysis process.
e  The data is unchanged if the hash matches the original.
e A mismatched hash indicates that the file has been altered.
Data duplication
. Investigators often examine thousands of files.
. Hashing helps quickly identify duplicate files by comparing hash values instead of content, saving time and resources.
File identification and search
. Hash values are known for known files (such as system files or well-known apps).

. By comparing the hashes of innocuous files to well-known databases (such as the National Software Reference Library), investigators
can bypass them.

e  Similar to this, illicit files, such as those on child abuse, have distinct hashes that can be immediately identified.

Password recovery and cracking

e  Hashes are used in password storage. Systems don’t store the actual password, but its hash.

e Forensic investigators trying to recover a suspect’s password may perform hash cracking, which is trying millions of possible passwords
to find one that matches the stored hash.

Blockchain forensics
e  The foundation of blockchain technology is hashing.
e  Each block in the chain is connected to the one before it via a hash.
e  These days, contemporary forensic technologies store and monitor evidence using this immutable ledger architecture.

e  Thereis asolid chain of custody since once evidence is entered and hashed into the blockchain, it cannot be removed or changed without
disrupting the chain.

What is the importance of all of things in my project?
e Ensuring integrity of the digital evidence
e The hash will be entirely different if the file is altered by even a single byte.

e This makes it possible for officials or investigators to quickly identify forgeries or tampering, which is essential in forensic and legal settings.
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2. REVIEW OF LITERATURE
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The growing use of digital data in forensic investigations has made it imperative to handle documents securely and verifiably. The use of blockchain
technology to improve data integrity and transparency has been the subject of numerous researches. Blockchain technology, Using blockchain
technology, Zyskind et al. (2015) presented a decentralised framework  for personal data that prioritised user control and data immutability—
two concepts crucial to evidence management. Similar to its use in forensic document verification, Khan and Salah (2018) emphasised blockchain's
function in electronic health records, guaranteeing authenticity and lowering fraud.

Blockchain provides an unchangeable record of digital transactions, which makes it appropriate for audit trails and evidence preservation in forensic
investigations (Yaga et al., 2019). This is particularly important for upholding the chain of custody, where every stage of handling evidence needs
to be recorded and shielded against manipulation.

In their discussion of the wider use of blockchain in data management systems, Zheng et al. (2017) claimed that it is extremely dependable in legal
contexts because to its openness and resistance to unauthorised alterations. This is in line with forensic requirements, as the integrity of documents
can have a direct impact on how a case turns out. Hashing algorithms, like SHA-256, have been thoroughly researched as a way to identify files in
a unique way. Even a small change to a document will result in a totally different hash, as explained by Krawczyk and Bellare (2011), making it
simple for forensic analysts to identify tampering.

According to Khan and Salah (2018), blockchain aids in upholding the chain of custody, which entails recording who handled the evidence and
when. The evidence may be disregarded in court if this procedure is not followed or if it is not accurately documented.
Another crucial technique is hashing, which is used to generate a digital fingerprint of a file. According to Krawczyk (2011), hashing makes it
simple to determine whether a document has been altered. We can determine that the file is different if the hash value changes.
Another useful tool is QR codes. According to studies like Patel et al. (2020), QR codes can hold the hash value and facilitate mobile phone
verification.

According to Martin and neroma (2022) A useful way to obtain digital evidence quickly is through QR codes. Using QR codes to contain hash
values or links to blockchain records allows investigators to quickly retrieve and validate evidence. Particularly in field investigations when instant
access to data is essential, this approach streamlines the verification process. The incorporation of QR codes improves digital forensic instruments'
usability and accessibility.

According to Debasis and sarthak (2021) Forensic investigation is now much more automated and accurate because to artificial intelligence (Al).
Large datasets can be searched for patterns, abnormalities, and possible risks using machine learning techniques, which speeds up the investigation
process. Al's capacity to precisely analyse enormous volumes of data helps forensic specialists find pertinent evidence, increasing the general
efficacy and efficiency of digital investigations.

The Tkinter and Pillow frameworks in Python make it easier to create forensic apps that are easy to use. Tkinter makes it possible to create graphical
user interfaces (GUIs), which let people use forensic tools without needing to know a lot about programming it was said by Carolina (2021). In
contrast, Pillow offers image processing skills, which are necessary for managing visual evidence. These libraries work together to enable forensic
experts to create effective and easily accessible evidence analysis tools.

A comprehensive approach to digital forensics is made possible by the combination of blockchain, hashing, QR codes, Al, and Python tools. Digital
evidence's confidentiality, integrity, and accessibility are guaranteed by integrating these technologies. For example, a forensic application can make
use of blockchain for safe storage, Tkinter for the graphical user interface, Pillow for image processing, hashing algorithms for data integrity, and
QR codes for easy access. The forensic procedure is streamlined by this integrated approach, from gathering evidence to analysing it and presenting
itin court.

Blockchain implementation in digital forensics has drawbacks despite its benefits. It is necessary to solve issues including legal acceptance,
interoperability, and scalability. Although blockchain's immutability is advantageous for data integrity, it might make error correction challenging.
Furthermore, to guarantee compatibility and efficacy, considerable planning and standardisation are needed when integrating blockchain with
current forensic systems.

There are ethical and legal questions raised by the use of cutting-edge technologies in digital forensics. Important issues include preserving openness
in Al-driven analysis, safeguarding individual privacy, and ensuring the admissibility of evidence kept on blockchains in court. Scholars stress that
the use of these technologies in forensic investigations must be governed by explicit legal frameworks and ethical standards.

As technology develops, the discipline of digital forensics keeps changing as well. Future studies might concentrate on creating standardised
procedures for blockchain integration, increasing the precision of Al algorithms, and optimising the forensic tools' user interface. Examining the
possibilities of cutting-edge technologies like quantum computing and sophisticated encryption techniques could improve digital forensics'
capabilities even more.

Maintaining the chain of custody, which records each individual who handled evidence, is a crucial necessity in digital forensics. By recording
every transaction (or interaction with the evidence) on an unchangeable decentralised ledger, blockchain enhances this procedure. Because of their
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immutability, digital records are reliable and compliant with the law. By securely recording every step, the blockchain can lower the likelihood of
evidence tampering and encourage accountability among forensic experts, according to several studies.

Field investigators may swiftly verify papers and evidence in real-world forensic applications thanks to QR codes. For instance, a document's
legitimacy may be verified by scanning a QR code, which would display the blockchain record of its hash. Time is saved, and human mistake is
decreased. A major advantage in actual forensic investigations and courtroom presentations is the ability to seamlessly link digital and physical data
by printing QR codes directly on paper reports or forensic kits.

One of the most flexible and approachable programming languages is Python, which is why digital forensics uses it extensively. It is perfect for
rapidly creating useful prototypes and tools because of its robust ecosystem of libraries, which includes hashlib for hashing, json for data
management, grcode for creating QR codes, and frameworks like Tkinter for graphical user interfaces. Because prototyping is so simple, students
and forensic investigators can create solutions that are specifically suited to their own case scenarios.

A branch of the Python Imaging Library (PIL), Pillow is very useful in forensic applications that require the analysis of pictures, including scanned
documents, photos, and even CCTV footage. In order to preserve standardised formats for image-based evidence, it is capable of handling image
conversion, scaling, and format checking. It enables investigators to develop programs that display image previews prior to blockchain hashing or
verification when used with Tkinter. By Canva (2024- press confrence)

Forensics greatly benefits from a comprehensive system that combines document upload, hashing, QR generation, and blockchain registration. A
file is uploaded, its hash is generated, it is stored on a local blockchain, a QR code is created from the hash, and it is saved for later scanning and
verification. Latvik and Roin (2019) Russian press conference.This paradigm is being used more and more in industry applications as well as in
academic prototypes. It ensures that the document that is displayed is identical to the one that was initially examined.

A lot of student or prototype projects mimic the behaviour of real public blockchains like Ethereum or Bitcoin by using local JSON-based blockchain
storage. However, using public or private blockchains (such as IPFS-based systems or Hyperledger) guarantees improved security and scalability
in enterprise or high-security forensic contexts. Public chains are suitable for inter-agency forensic cooperation because they offer transparency and
are accessible worldwide, notwithstanding the costs and technological setup involved. By Reymond and Harvey (2016)

According to Rosa and Tara (2022) Tools included into forensic systems can be used to find anomalies in hash values or picture information,
detect forgeries, or forecast tampering tendencies. Al models may identify papers that seem altered or fraudulent after being trained on huge datasets.
The architecture can support future integration of Al modules, improving forensic intelligence and lowering the burden for humans, even though
this feature was not the main emphasis of your project.

According to Oksana and Carina (2022) A large number of forensic investigators have no programming experience. Therefore, the Tkinter-built
GUI is essential for usability. Users can upload files, click buttons, and get results (such as a QR code or verification status) without knowing any
code thanks to the interface's simplification. A significant step towards guaranteeing wider acceptance in the legal, police, and forensic departments
is the democratisation of digital forensic technologies.

Initiatives such as yours accomplish two goals: they solve practical issues and train forensic experts in contemporary technologies. It not only
improves your personal comprehension but also offers institutions a reusable and teachable model by incorporating easy-to-use tools and transparent
procedures. Harry and Ron (2020) They told method can assist in bridging the gap between conventional forensic practice and technological
innovation in seminars and training programs.

The quality and legitimacy of digital evidence are crucial to its admission in court. Because traditional storage systems are susceptible to illegal
changes or tampering, it is challenging to verify the authenticity of digital material. Blockchain provides a time-stamped, tamper-evident ledger that
confirms the date and time of a document's entry into the system. Blockchain-based logs are becoming more and more accepted by courts as
acceptable documents, particularly in areas where digital evidence procedures are being modernised. Your system offers a convincing demonstration
of how blockchain technology might be used to log and time-stamp digital documents, potentially improving their legal status. By Jhon and Rock
(2018)

3. Aim-

Aim:

To store and authenticate the digital evidence in the blockchain

OBJECTIVES:

e  To store real-time digital evidence securely using blockchain.
e  To ensure authenticity and originality of documents through blockchain.
e  To generate hash values for all evidence types (documents, images, X-rays, etc.).

. To store these hash values on the blockchain for future verification.
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To prevent any unauthorized alteration or tampering of stored data.

To maintain data integrity using SHA-256 or similar cryptographic algorithms.
To link each piece of evidence with a unigue, scannable QR code.

To allow quick verification of document authenticity via QR code scanning.
To build a transparent and tamper-proof chain of custody for forensic evidence.
To enable accountability and traceability for each action performed on the data.
To support legal investigations with trusted, verifiable digital evidence.

To promote the use of blockchain in forensic and cyber investigations.

4. METHODOLOGY

The research is a compressive study of real time of keeping the data and the evidence safe in the blockchain and its authenticity, integrity safe. Framework
and all the process of hashing is designed by the python coding language which import the os of Tkinter for the GUI based for document upload and the
hashing code for SHA-256 hash code generation and generating the gr code for checking the integrity and combining these all tools we can encrypt the
data for good.

DATA COLLECTION

In the first phase we have to collect sample as my project is for medical documents like X ray and medical document like the vital charts OPD,
IPD and all type of medical document

The use a system with normal specification to keep the file and install python in the system and use for making the software for the project.
Then use tinkter to upload the file which will continue the process
Open cv for all the process

Then on folder wise we have to keep the x ray file and the medical documents

DATA INTEGRATION

Combining GUI and Backend Logic: Tkinter was used to build the user interface, allowing users to upload files. This input was directly
connected to backend Python scripts (hashing, blockchain, and QR code generation) to create an integrated system.

File Upload and Hash Generation: The uploaded document is automatically processed by a hashing function using the hashlib library. This
integration ensures a smooth workflow from user input to digital fingerprint generation.

Automated Blockchain Entry: Once the hash is created, it is passed to the blockchain function. The system automatically adds the new
document hash into a locally stored JSON-based blockchain, linking it with the previous block’s hash.

Seamless QR Code Creation

The generated hash is simultaneously used to create a QR code via the grcode library. This code is saved with the document and can be scanned
for quick verification.

Real-Time Data Handling: The system captures the document ID, hash, timestamp, and issuer in real-time, integrating it into both the
blockchain and QR code generation modules instantly.

Single Interface Operation: All functions — upload, hash, blockchain write, and QR code generation — are managed from one Tkinter
window, reducing complexity and improving usability.

Local Database Simulation: The blockchain is simulated through a JSON file, which acts as a lightweight local database. It helps in integrating
all document records securely without needing an internet connection.

Cross-Verification Capability: When verifying a document, the same integration allows a new hash to be generated from an uploaded file and
compared against the existing blockchain.

Consistency in Data Formats: The use of consistent data formats (like SHA-256 for hashing and JSON for storage) ensures all components
work together smoothly.

Expandability with Al or Cloud: The system’s modular structure allows easy future integration with Al for tampering detection or cloud
services for global access and decentralized blockchain.

DATA VISUALIZATION
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10.

Visual Representation of Blockchain

The blockchain is stored in JSON format, which can be visually represented in a structured tabular format showing document ID, timestamp, issuer,
and hash for easy understanding.

QR Code as a Visual Signature

Each document hash is converted into a QR code image, providing a simple and scan able visual form of verification that can be embedded in
reports or documents.

Tkinter Interface for Visual Interaction

The user interacts through a GUI built using Tkinter, where each step (uploading files, generating hashes, and saving QR codes) is performed via
buttons and labels, making it easy to visualize the process.

Output Display of Document Details

once a document is uploaded, the interface displays real-time results — such as document hash, blockchain status, and QR code generation —
helping users visually verify success at each step.

QR Code Scanning for Validation

Visual QR codes can be scanned using mobile apps to confirm authenticity. This bridges the gap between digital data and physical validation.

Colour Indicators (Optional)

The GUI can use colour indicators (e.g., green for valid documents, red for tampered ones) to visually convey document authenticity after blockchain
verification.

Blockchain History as Scrollable View

A feature can be added to display the entire blockchain history in a scrollable window or table, showing all past entries visually.

Dynamic Popups and Alerts

Success messages, warnings, and document verification results are shown through popup boxes or dynamic label updates, offering a clear and
immediate visual response.

Side-by-Side File and QR Display

The GUI can show the uploaded file name and the generated QR code side by side, helping users understand the linkage between the document and
its digital identity.

Printable Reports with QR and Blockchain Info

Visual reports can be generated with the QR code image, document hash, issue date,

Fig 4.1- Qr code
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This is the gr code generated by storing the document in the blockchain after hashing.

Restricted Mode is intended for safe code browsing. Trust this window to enabl Manaqge

{1 document_blockchainjson X

» (U Restricted Mode 2 ( @  IntCol1 Spaces:4 UTF-8 CRLF ()} JSON

Fig- 4.2 Blockchain storage

Blockchain used the local system to store the blockchain in which the Document id is there and Document hash is also there.
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Fig-4.3

These are the code which is written in python language about the whole doc hash and converts it into block chain and store it in the system.

ANALYSIS

1.  Thesamples were analysed to determine the integrity of the evidence, which included documents, images, x-rays, and medical reports. Each
type of evidence was carefully examined to ensure no signs of tampering or forgery.

2. Atotal of 100 samples were examined, and all pieces of evidence were verified for authenticity. Each verified sample was securely stored
on the blockchain, ensuring immutability and traceability.

3. The hash values of all documents were analysed, and results confirmed that each document’s hash was consistent with its original version,
verifying their authenticity.

4. Time stamping on the block chain showed that each evidence item was logged in real-time, demonstrating the chain of custody and ensuring
transparency throughout the process.

5. During analysis, it was noted that blockchain integration reduced the chances of post-storage manipulation to zero, reinforcing the security
and reliability of the storage system.

6. The SHA-256 hashing algorithm was used to generate unique digital fingerprints of each document, allowing for precise comparison and
detection of any unauthorized changes.

7. Evidence categorization was automated using Al-based classification tools, which helped streamline the analysis of images and medical
documents based on metadata and content.

8. An audit trail was generated for each evidence type, showing who accessed or verified the data and when, ensuring accountability in the
forensic workflow.

9.  Comparative analysis of hash values from source and blockchain storage confirmed a 100% match, further validating the effectiveness of
blockchain in digital evidence preservation.

5. RESULT

5.1-TABULAR COLUMN

The following are the tabular representation of the data | have collected:

BLOCK NO. ENCRYPTION TIME(MS)
1 28
2 35
3 70
4 18
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5 32
6 40
7 65
8 20
9 30
10 38

Table 5.1 — Showing the time with encryption of the block

EVIDENCE TYPE COUNT
Image 3
Documents 3
Video 2
Audio 2

Table 5.2- Evidence type distribution

INTERGRITY STATUS COUNT
Valid 8
Tampered 2

Table 5.3- Integrity check result

5.2 GRAPHICAL REPRESENTATION

The following graphs represent the data | have collected

Encryption time
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Fig 5.1- Encryption time per block
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Count

Fig 5.2- Evidence type distribution
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Fig- 5.3- Intergrity check result
DISCUSSION

Block chain-based secure evidence management system tailored for forensic science applications. It leverages the immutability and transparency of
blockchain to ensure the integrity, authenticity, and traceability of digital evidence such as images, videos, documents, and audio files. Each piece of
evidence is stored in a block, accompanied by encryption and a unique cryptographic hash to prevent tampering. The system is designed to monitor
critical performance metrics like encryption time, hash generation time, and block creation time, allowing forensic professionals to evaluate its efficiency
in real-time scenarios. Visualizations such as line graphs for encryption time, pie charts for evidence type distribution, and bar charts for integrity checks
highlight both the system’s functionality and anomalies, such as tampered blocks. Encryption is implemented using secure algorithms like AES or RSA,
and verification is possible through hash comparison tools or blockchain explorers. This project not only strengthens the chain of custody in forensic
workflows but also aligns with global advancements, such as the integration of blockchain in healthcare, identity verification, and legal records.
Furthermore, the project paves the way for incorporating Al-based tampering detection and zero-knowledge proofs to enhance privacy and security in
future forensic applications.

6. CONCLUSION

Implemented blockchain technology successfully

e  Stored digital forensic evidence (e.g., images, hashes, QR metadata) securely using a linked chain of blocks.
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. Ensured data integrity via SHA-256 hashing, which verified that any tampering with block data would invalidate the blockchain.
. Enabled access control and traceability using basic encryption mechanisms (e.g., AES) and unique block identifiers.

. Supported QR code generation for each block, allowing quick retrieval and identification of forensic records.

. Used Tkinter GUI and Pillow to visualize and interact with the blockchain and associated evidence images.

What is the verification and the protection implemented?

. SHA-256 hashing: Used to ensure immutability of block data.
e AES encryption: Applied to sensitive evidence data before adding it to the block
. Password-based key protection: Ensured only authorized users could decrypt data.

How we can verify the encryption?

e Trydecrypting with a wrong key — output should be unreadable.
. Hash comparison — Any modification in data will change the SHA-256 hash and invalidate the block.

. Use a hex viewer — Encrypted data will appear as a nonsensical byte stream, not readable plaintext.



