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ABSTRACT :

Cybersquatting, the unethical registration of domain names that mimic legitimate brands, poses a growing challenge in Nigeria’s evolving digital landscape. While
prior studies have touched on its effects on individual businesses, the broader economic consequences remain largely unexamined. This paper investigates the far-
reaching economic impact of cybersquatting on Nigeria’s digital economy, with a focus on lost business value, reduced consumer trust, disrupted startup growth,
and diminished international investment inflows. Using a mixed-method approach involving surveys, case analysis, and secondary data sources, the study reveals
that cybersquatting not only erodes digital trust but also suppresses economic productivity in key ICT sectors. The research concludes with strategic policy
recommendations, advocating for legal reform, domain regulation, stakeholder education, and enforcement mechanisms.

1. Introduction

The Nigerian digital economy is experiencing rapid expansion, bolstered by innovations in e-commerce, financial technology (fintech), online education,
digital health services, and other ICT-driven sectors. According to the Nigerian Bureau of Statistics (NBS), the digital economy contributed over 18% to
Nigeria’s GDP in 2022. However, this growth is increasingly threatened by cyber threats such as cybersquatting, which undermines domain integrity and
digital trust. Cybersquatting is defined as the registration of internet domain names identical or similar to trademarks, brands, or personal names with the
intent of profiting from the goodwill of others. This unethical practice has affected numerous businesses, leading to financial losses, reputational damage,
and disrupted digital operations.

Despite its prevalence, cybersquatting has often been treated as a niche legal concern. What remains underexplored is how the aggregation of such
incidents impacts the broader economic fabric of Nigeria’s digital ecosystem. This paper attempts to bridge that gap by examining the tangible and
intangible economic consequences of cybersquatting across multiple industries.

2. Literature Review

Cybersquatting has been widely studied in developed economies with strong domain dispute resolution systems, such as ICANN’s Uniform Domain-
Name Dispute-Resolution Policy (UDRP). In the Nigerian context, the Cybercrimes (Prohibition, Prevention, etc.) Act of 2015 provides a legal basis for
prosecuting cybersquatters. However, enforcement remains weak due to limited awareness and capacity.

Okoro (2022) examined the legal implications of cybersquatting in Nigeria and identified the challenges of prosecuting cases under current frameworks.
A study by Ndukwe (2021) showed that SMEs often lack the financial and legal resources to reclaim domains. Globally, cybersquatting is estimated to
cost businesses billions of dollars annually in lost revenue, brand equity, and remediation costs (ICANN, 2021).

Despite this, there is little literature that quantifies the economic impact of cybersquatting in emerging economies like Nigeria. This paper aims to fill that
gap by combining economic analysis with digital sector data.

Cybersquatting has received attention in global literature primarily within legal and domain management contexts. The World Intellectual Property
Organization (WIPO) reports that domain name disputes under its arbitration services have risen consistently, indicating an increase in cybersquatting
activities worldwide (WIPO, 2020). ICANN's Uniform Domain-Name Dispute-Resolution Policy (UDRP) has been a global standard for addressing such
disputes.

In Nigeria, Okoro (2022) analyzed the limitations of the Nigerian legal system in prosecuting cybersquatting under the Cybercrimes Act. The study
highlighted challenges such as lengthy litigation processes, low awareness among victims, and limited technical expertise within law enforcement.
Similarly, Adebayo and Olamide (2021) emphasized the rising trend of domain name fraud targeting Nigerian SMEs, often leading to financial and
reputational losses.
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Ndukwe (2021) explored the vulnerability of Nigerian startups to domain fraud, noting that many startups fail to secure their brand identities early,
making them prime targets for cybersquatters. Eze et al. (2022) conducted a survey on ICT companies in Nigeria and found that over 40% had experienced
some form of domain-related cyber infringement.

Abubakar (2024) conducted a focused study on selected businesses in Nigeria and revealed that cybersquatting activities contributed to customer mistrust,
business downtime, and additional legal costs. However, the scope of that study was limited to micro-level impacts without extending into broader
economic trends.

Internationally, studies by the Electronic Frontier Foundation (EFF, 2020) and McAfee (2021) show that cybersquatting is often linked to phishing
schemes, malware distribution, and intellectual property theft, all of which can have direct and indirect economic consequences.

Despite these insights, few studies have examined the cumulative economic impact of cybersquatting, particularly in emerging economies. This gap is
significant because the lack of data on economic losses undermines effective policy formulation. Therefore, this research positions itself as one of the
few comprehensive attempts to quantify and analyze the broader economic implications of cybersquatting in Nigeria.

3. Methodology:

This study employed a mixed-method research design, combining quantitative survey data, qualitative interviews, and secondary data analysis to
provide a holistic understanding of cybersquatting's economic impact in Nigeria
e  Quantitative Survey: A structured questionnaire was administered to 120 digital businesses across Lagos, Abuja, and Port Harcourt. The
businesses span e-commerce, fintech, media, education, and logistics sectors.
e Qualitative Interviews: In-depth interviews were conducted with startup founders, legal experts, and domain registrars.
e  Case Studies: Detailed reviews of five high-profile cybersquatting cases involving Nigerian startups.
e  Secondary Data Analysis: Economic data from NBS, NITDA, UNCTAD, and ICANN were analyzed to estimate macroeconomic trends.

3.1 Data Collection
. Quantitative Survey: Administered to 150 respondents across ICT, e-commerce, fintech, and SME sectors using structured questionnaires
(both online and physical).
. Qualitative Interviews: Conducted with 12 stakeholders including legal practitioners, NITDA officials, startup founders, and cybersecurity

analysts.
e  Secondary Data: Sourced from NITDA, NIRA, ICANN, and UNCTAD digital economy reports.

3.2 Sampling Technique A stratified sampling method was used to ensure

representation from high-risk sectors. This helped to highlight differences in economic impact across various digital domains.
3.3 Data Analysis
. Quantitative data was analyzed using SPSS (v27) for descriptive statistics (mean, frequency, standard deviation) and inferential analysis

(ANOVA).
o  Qualitative data was thematically coded and analyzed using NVivo7.

4. Problem Statement

Most existing research on cybersquatting focuses on legal responses, domain ownership disputes, and individual business implications. There is a
significant knowledge gap in understanding how cybersquatting influences macroeconomic variables such as e-commerce volume, startup survival rates,
and foreign direct investment (FDI) in digital sectors. Without clear empirical evidence, policymakers lack the necessary insights to develop robust
strategies against cybersquatting. This study therefore aims to provide a comprehensive economic assessment of cybersquatting in Nigeria.

5. Objectives of the Study
e  To estimate the economic losses incurred by Nigerian businesses due to cybersquatting.
e  To evaluate the impact of cybersquatting on the development and trustworthiness of the e-commerce sector.
e  To assess how cybersquatting affects startup innovation, investor confidence, and digital trade.
e  To propose policy and regulatory interventions to mitigate the negative impacts of cybersquatting on the digital economy.

6. Research Questions

1. What is the estimated annual economic value lost to cybersquatting by Nigerian businesses?
2. How does cybersquatting affect consumer trust in Nigeria’s e-commerce platforms?
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3. What role does cybersquatting play in discouraging international digital investors and startup funding?
4. What policy frameworks can be introduced to counter the economic risks posed by cybersquatting?

7. Findings and Analysis

e  Economic Losses: 61% of surveyed businesses reported direct financial losses due to cybersquatting, averaging 400,000 per incident.
Cumulative sector-wide losses are estimated at over ¥6.5 billion annually.

e  Consumer Distrust: 72% of e-commerce platforms noted increased customer complaints or confusion due to fake look-alike websites.

. Investor Reluctance: 45% of fintech startups disclosed difficulty securing international funding due to domain security concerns.

. Brand Recovery Cost: On average, affected companies spend 3-5 months reclaiming domains or rebranding, leading to operational delays.

8. Results and Finding:

Financial Loss from Cybersquatting Table 1 below shows estimated financial losses due to cybersquatting based on survey data:
Business Category Avg. Annual Loss per Business (% Million) Number of Affected Firms Total Loss (N Billion)

E-commerce 7.2 35 0.252
Fintech 10.5 28 0.294
SMEs 3.1 50 0.155
Digital Services 5.6 40 0.224
Total ¥0.925 Billion

8.1. Impact on Consumer Trust Over 71% of surveyed consumers reported they would abandon a platform after encountering a fake or
impersonating website.

Figure 1: Consumer Response to Encountering Fake Domains

®  45%: Lose trust permanently in the brand
®  26%: Stop using similar services entirely
®  29%: File complaints but may return

(Bar chart visualization here showing trust impact)

8.2. Startup Vulnerability

®  64% of surveyed startup founders indicated cybersquatting delayed product rollout.
®  39% reported investor hesitation due to domain-related legal risks.

8.3. Foreign Investment Perception Interviews with 5 foreign venture capitalists and 2 digital consultancy firms revealed cybersquatting risks as a
'moderate to high deterrent' in considering Nigerian tech markets.

Table 2: Key Concerns for Foreign Investors

Concern % Mentioned in Interviews
Weak domain protection laws 71%
Delayed legal dispute resolution 64%

High incidence of impersonating sites 50%
8.4. Summary of Findings
. Cybersquatting contributes to almost 31 billion in estimated losses annually.

. It erodes consumer trust and inflates customer acquisition costs.
o Investor confidence in Nigeria's tech ecosystem is undermined
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9. Discussion

The findings indicate that cybersquatting is more than a legal nuisance — it is a systemic economic threat. For startups, especially those with limited
resources, losing a domain name can mean forfeiting their market identity. For established firms, reputational damage and loss of customer data can result
in reduced market share.

At the macro level, cybersquatting undermines digital infrastructure reliability, discourages foreign investors, and stalls the growth of Nigeria’s
knowledge economy. This trend poses a strategic risk to Nigeria’s aspiration of becoming Africa’s digital hub.

10. Policy Recommendations

e  Strengthen Legal Enforcement: Update and enforce cybersquatting provisions under the Cybercrimes Act with clear penalties and expedited
trials.

e  Empower NIRA: Enhance the Nigerian Internet Registration Association’s capacity to monitor and regulate domain name practices.

e  Adopt a National Domain Dispute Resolution Policy: Modelled after ICANN’s UDRP to allow fast, affordable resolution of domain disputes.

e Support for Startups: Provide subsidized domain protection and legal aid for startups under the NITDA Startup Act.

e  Public Awareness: Launch national awareness campaigns on the risks of cybersquatting and best practices for domain security.

11. CONCLUSION

Cybersquatting is a digital crime with real-world economic consequences. As Nigeria moves toward a knowledge-based economy, protecting digital
identity must become a national priority. Through a combination of legal reform, policy intervention, and stakeholder collaboration, Nigeria can build a
safer and more resilient digital economy that encourages innovation and investment.
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