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ABSTRACT

The increasing reliance on digital solutions for financial and event management has necessitated the development of an automated system for non-profit
organizations (NPOs) and charitable institutions. Traditional manual receipt generation methods often lead to inefficiencies, errors, and delays in acknowledging
donor contributions, which impacts transparency and overall operational efficiency. To address these challenges, this project proposes a Java-based desktop
application, utilizing Java Swing for the frontend interface, Spring Boot for backend processing, and Hibernate for seamless database connectivity and object-
relational mapping. The system is designed to automate donation tracking, generate digital receipts, and distribute them instantly through WhatsApp and email
APIs. This ensures prompt donor acknowledgment and enhances communication efficiency. Additionally, an integrated event management module allows
organizations to efficiently handle event planning, scheduling, and participant tracking, significantly reducing administrative workload and improving
organizational productivity. The application uses SQL for structured and secure data storage and incorporates WebSockets for real-time updates and synchronized
data exchange between components. The user interface is designed with Figma, ensuring a clean, responsive, and user-friendly experience for administrators and
volunteers. By minimizing manual intervention, reducing human errors, and ensuring compliance with financial regulations, this system offers a reliable and
transparent solution to improve donor engagement and streamline operations. It aligns with the broader goal of digital transformation in the non-profit sector.
Looking forward, the system is scalable and can incorporate advanced features such as cloud deployment and Al-driven analytics, offering deeper insights and
improved decision-making. This project ultimately promotes trust, efficiency, and accountability in donation and event management.

1. Introduction

In the modern era of digital transformation, the education sector has witnessed a significant shift from conventional classroom teaching to technology-
assisted learning models. One of the most pivotal tools in this transformation is the Learning Management System (LMS). An LMS is a software
application or web-based technology designed to manage, deliver, and assess educational content and training programs. It offers a centralized platform
for learners, instructors, and administrators to interact, access resources, and track academic progress. This paradigm shift has not only improved the
flexibility of learning but has also enabled institutions to reach a wider audience with minimal infrastructural investment.

The evolution of educational technology has introduced new learning models such as blended learning, flipped classrooms, and remote training
programs—all of which rely heavily on LMS platforms. From schools and colleges to corporate training environments, LMS solutions play a critical role
in simplifying the educational process, offering a consistent user experience, and promoting engagement. The integration of tools such as course
management, automated grading, performance tracking, and content delivery under one system creates a holistic digital learning environment.
Furthermore, the growing popularity of online courses, certifications, and digital credentials has further amplified the need for efficient LMS platforms.

Despite the availability of numerous LMS solutions in the market—ranging from commercial products like Blackboard and Canvas to open-source
platforms like Moodle and Chamilo—there exists a pressing need for systems that are customizable, cost-effective, lightweight, and easy to deploy for
small to medium-sized institutions. Commercial platforms often come with extensive features but at the cost of high licensing fees, technical complexity,
and limited flexibility. On the other hand, open-source platforms, while free to use, may not align with specific institutional needs without considerable
customization, which requires dedicated technical teams and infrastructure.

Moreover, many LMS solutions focus extensively on large-scale implementations and may overlook the needs of institutions operating with limited
resources. Issues such as system bloat, steep learning curves, poor mobile responsiveness, and lack of integration capabilities often hinder the adoption
of LMS platforms in such scenarios. There is also a noticeable gap in systems that provide personalized learning paths, intuitive dashboards, real-time
alerts, and simplified instructor workflows—all while maintaining security, performance, and scalability.

Given this landscape, the development of a custom-built LMS using widely available and open-source web technologies presents itself as a valuable
solution. Technologies such as HTML, CSS, JavaScript, Bootstrap for the front end, and PHP with MySQL for the back end offer a flexible, scalable,
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and accessible stack to build such a system. These technologies are not only well-documented and community-supported but also ideal for creating
responsive web applications with efficient data handling, security, and interactive user interfaces.

In this project, we focus on the design and implementation of a web-based Learning Management System that addresses key pain points observed in
existing solutions. The aim is to build a lightweight yet feature-rich LMS that caters to the core needs of students, instructors, and administrators alike.
The platform is envisioned to support essential functions such as user registration and authentication, course management, content uploads, quizzes and
assignments, grading, notifications, and real-time communication—all through a clean, responsive, and intuitive interface.

. Problem Formulation

Despite the increasing adoption of LMS platforms worldwide, several challenges continue to hinder their effective implementation and widespread use—
particularly in developing regions and smaller educational organizations. Many existing commercial LMS platforms such as Moodle, Blackboard, and
Canvas offer comprehensive features but also come with complexity, steep learning curves, high setup and maintenance costs, and limited customization
options for specific institutional needs.

Additionally, these platforms often require significant infrastructure and technical expertise, which can be a barrier for institutions with limited IT
resources. The lack of user-friendly design in many systems leads to reduced engagement from learners and instructors alike. Moreover, poor mobile
responsiveness and inconsistent performance across devices further diminish the effectiveness of digital learning platforms, especially when accessed in
remote or bandwidth-limited regions.

From a pedagogical perspective, instructors frequently struggle with the rigidity of available tools, which do not always support their course structures
or assessment methodologies. Students, on the other hand, may have trouble in navigating platforms that are not intuitively designed. There is also a need
for improved real-time communication, personalized dashboards, and tracking features that offer meaningful insights into learner progress and
performance.

To make matters more complex, data security and privacy remain ongoing concerns. Educational data is sensitive and must be handled with the utmost
care. Systems that do not prioritize secure authentication, encrypted data storage, and proper session management are vulnerable to breaches, undermining
the trust of users and institutions.

Thus, there exists a critical need for an LMS that is not only cost-effective and customizable but also secure, user-friendly, mobile-responsive, and capable
of supporting the varied needs of administrators, instructors, and students in a single unified platform.

Despite the technological advancements and the proliferation of LMS platforms, there remain several critical challenges faced by educational institutions,
especially those with constrained budgets and limited technical expertise:

1. High Cost of Commercial LMS: Proprietary LMS platforms charge significant fees for licenses, upgrades, and support, making them
inaccessible for small institutions or organizations in emerging regions.

2. Complexity and Steep Learning Curve: Many LMS systems are feature-heavy and designed for large-scale enterprises. This complexity
often overwhelms end-users and administrators, leading to poor adoption and inefficiency.

3. Lack of Customization: Institutions frequently require LMS platforms tailored to their teaching methodologies, administrative workflows,
and user hierarchies. Most available solutions are rigid or require high technical expertise to customize.

4. Limited Real-Time Features: Timely notifications, live updates, and seamless communication channels are crucial in online education, yet
many LMS platforms lack efficient real-time processing or rely on third-party tools.

5. Subpar Mobile Responsiveness: With mobile learning becoming increasingly prevalent, a responsive design is no longer optional. However,
some platforms do not optimize their interfaces for mobile usage.

6.  Security Concerns: Educational platforms handle sensitive data, including personal information, performance metrics, and financial details.
Ensuring data security through proper encryption, secure authentication, and access control is often overlooked or poorly implemented.

7. Lack of Integration with Communication Tools: Instructors and students benefit greatly from integrated email and messaging tools for
course updates, reminders, and general communication. Many LMS platforms lack this native integration.

8.  No Room for Gradual Expansion: Institutions that wish to begin with a basic system and scale it gradually to include advanced features find
themselves limited by rigid architectures or vendor dependency.

These issues necessitate a more thoughtful, lightweight, and customizable solution that leverages modern web development practices to create a practical
LMS for varied user needs.

. Objectives

The primary objective of this project is to design and implement a fully functional, web-based Learning Management System that addresses the above
challenges using widely available open-source technologies. The system is built using HTML, CSS, JavaScript, and Bootstrap on the front end to ensure
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responsive and interactive design. On the backend, PHP is used for server-side scripting and MySQL for data management, allowing for a robust, scalable,
and secure database structure.

The specific objectives of this implementation are as follows:

1.

10.

To develop a user-friendly interface for all users—students, instructors, and administrators—ensuring ease of access and intuitive navigation
throughout the system.

To enable course creation and management by instructors, including options to upload resources such as PDFs, videos, assignments, and
quizzes.

To allow students to register, log in, enroll in courses, and track their progress, including assignment submissions, grades, and overall
course completion.

To design a secure login and user authentication system that includes session management, password encryption, and role-based access
controls.

To implement a responsive web design using Bootstrap, ensuring optimal usability on desktops, tablets, and smartphones.
To create administrator functionalities, such as user management, course oversight, system analytics, and report generation.

To provide communication features such as announcements, feedback submission, and potentially future chat integration to enhance
interaction.

To ensure modular and scalable architecture, enabling future enhancements like video conferencing tools, forum integration, and certificate
generation.

To maintain a lightweight system architecture, minimizing load times and optimizing performance even in bandwidth-constrained
environments.

To document the development process thoroughly, allowing for replication, future upgrades, and adaptation by other institutions or
developers

This project intends not only to provide a working prototype of a Learning Management System but also to present a practical, real-world application
that can be used by small to mid-sized educational institutions or customized for corporate training environments. By leveraging open-source technologies,
the solution

remains cost-effective while offering the flexibility and security needed to support 21st-century learning environments.

Ultimately, the LMS aims to bridge the gap between traditional education systems and modern learning practices. Through this implementation, learners
are empowered with greater access to knowledge, instructors are equipped with better teaching tools, and institutions gain a platform that supports
continuous education, scalability, and digital innovation.

2. Literature Review

Sr. no. Author Year Title Technique
1. OWASP 2023 OWASP Top 10 Web Identified critical security issues like XSS, SQL
Foundation Application Security Risks injection, CSRF and recommended protective
development practices.
2. Kogure et al. 2020 Real-Time Notification using Demonstrated the benefits of using WebSockets
WebSocket in Education  for real-time updates in LMS for better
Systems communication.
3. Alghamdi et al. 2019 Integrating APIs for E-Learning  Showed that email and messaging APIs enhance

Platforms

user experience and engagement in LMS

platforms.

. OWASP Top 10 Web Application Security Risks

The OWASP Foundation’s comprehensive documentation of the Top 10 Web Application Security Risks has become a benchmark for developers and
security professionals globally. In their 2023 report, the foundation categorizes the most critical security threats faced by web-based systems, including
Learning Management Systems (LMS). These risks include Injection (such as SQL injection), Broken Authentication, Sensitive Data Exposure, Broken
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Access Control, and Cross-Site Scripting (XSS), among others. The report not only identifies these vulnerabilities but also provides mitigation strategies
that can be integrated during the design and development phases of web applications.

In the context of LMS platforms, where sensitive data like personal information, academic performance, financial details, and communication records
are stored and accessed, security is paramount. The OWASP guidelines advocate for techniques such as input validation, output encoding, role-based
access control, and secure password hashing. During the development of our LMS, these guidelines served as the foundation for implementing best
practices in security. For example, user inputs were sanitized and validated to prevent injection attacks. Passwords were encrypted using berypt hashing
algorithms, and session management techniques were implemented to prevent hijacking.

Furthermore, Cross-Site Request Forgery (CSRF) tokens were embedded in all forms to ensure that actions were performed intentionally by authenticated
users. The adoption of HTTPS protocols for encrypted communication and the principle of least privilege in access control also aligned with OWASP
recommendations. By adhering to these practices, our system not only achieved a robust security posture but also instilled user trust—a critical component
for any LMS platform. The OWASP guidelines ensured that our application maintained confidentiality, integrity, and availability, which are the pillars
of secure system design. Efficiency of Desktop-Based Receipt Management Applications

David Krause (2024) also provides critical insights into the relevance and effectiveness of desktop-based financial applications.
. Real-Time Notification using WebSocket in Education Systems

Kogure and his team explored the implementation of real-time notification systems in education platforms using WebSocket technology. In their study,
they emphasized how real-time feedback enhances user engagement, especially in remote learning environments. Unlike traditional request-response
models where the server only reacts to user actions, WebSocket enables two-way, persistent communication channels between the client and the server.
This allows the system to push updates to the client in real-time, significantly improving the responsiveness of LMS platforms.

The paper illustrates use cases such as real-time messaging, live alerts for new assignments, quiz countdowns, and instantaneous grading updates, all of
which contribute to an interactive learning experience. One of the core advantages outlined was reduced latency, with WebSocket reducing the overhead
typically associated with HTTP-based polling methods. The researchers demonstrated that educational systems utilizing WebSocket witnessed increased
user satisfaction and improved interaction rates, particularly among students who preferred instant updates without needing to refresh the page.

Inspired by Kogure et al.’s findings, our LMS integrates WebSocket functionality to handle instructor announcements, assignment uploads, and system
alerts in real-time. For example, when an instructor uploads a quiz or sends an announcement, enrolled students receive a pop-up notification
immediately—without reloading the interface. This not only enhances communication efficiency but also bridges the engagement gap often found in
traditional e-learning platforms. Additionally, WebSocket integration was configured to fall back to AJAX polling in environments where the protocol is
unsupported. Thus, our LMS system achieves both modernity and accessibility, aligning closely with the implementation strategies recommended by
Kogure et al.

. Integrating APIs for E-Learning Platforms

Alghamdi et al. (2019) investigated how API integrations enhance the functional scope and user engagement of e-learning platforms. Their study
focused on integrating third-party APIs such as email systems, SMS gateways, messaging platforms like WhatsApp, and even calendar
synchronization tools. They observed that such integrations automate several aspects of communication and notification delivery, thereby improving
the learning process. APls allow systems to interact with external services to perform complex tasks without having to build those systems from scratch,
ultimately saving development time and reducing costs.

One major highlight of the research was the role of email APIs in facilitating communication between students and instructors. Automated email systems
were used to send course updates, assignment reminders, password resets, and feedback notifications, helping users stay informed without manual
intervention. The integration of WhatsApp APIs offered more instant and mobile-friendly alternatives, especially for reminders and time-sensitive
updates. The researchers also emphasized the importance of scalability, as APIs could be added or replaced as the platform’s requirements evolved.

Following the insights of Alghamdi et al., our LMS project integrated PHP Mailer for email notifications and WhatsApp Business API for mobile
alerts. This allows users to receive timely updates on their devices, whether it’s a reminder for an assignment deadline or a confirmation of successful
submission. The API-driven approach also ensures real-time delivery, reduces dependency on internal messaging systems, and adds value to the user
experience. Additionally, API calls were optimized to minimize server load and improve response times. The modular integration strategy allows us to
expand future communication options such as SMS or push notifications without restructuring the system—just as Alghamdi et al. recommend.

Author Key Focus Advantage Limitations Efficiency Formula
OWASP Foundation  Web application Identifies top security ~ Requires continuous Efficiency = (Number of
(2023) security best risks; Provides clear updates; Implementing all vulnerabilities detected and
practices. mitigation strategies;  controls can be resource mitigated / Total
Enhances user trust intensive. vulnerabilities found) x 100

and system security.



International Journal of Research Publication and Reviews, Vol 6, Issue 5, pp 1072-1082 May 2025 1076

Kogure et al. (2020)  Real-time Provides instant WebSocket not supported Efficiency = (Real-time
notifications using  updates; Reduces on all browsers; Requires event delivery time /
WebSockets. latency; Improves fallback mechanisms. . Traditional HTTP polling
user engagement. time) x 100
Alghamdi et al. API integrations Enhances API downtime risk; Efficiency = (Number of
(2019) for better automation; Saves Dependency on external automated communications /
communication. development time; services. Total communication events)
Improves scalability x 100

and user experience.

3. Methodologies

The development of the Learning Management System (LMS) followed a modular and structured methodology, encompassing various phases from design
to deployment. Each phase was carefully planned and executed to ensure the system is scalable, secure, and user-friendly. The key components of the
methodology are as follows:

3.1 System Design & Planning

The initial phase focused on gathering requirements and defining the system architecture. Key steps included:
e I|dentifying core features for students, instructors, and administrators.
e  Creating wireframes and flowcharts to visualize user journeys.
e  Defining technology stack: HTML, CSS, JavaScript, Bootstrap (frontend); PHP (backend); MySQL (database).
®  Planning a modular MVVC (Model-View-Controller) architecture for scalability and separation of concerns.
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3.2 Frontend Development

The frontend was built using:
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HTMLS for content structuring.

CSS3 and Bootstrap for responsive design and layout.

JavaScript to enhance interactivity and form validations.

Ensured cross-browser compatibility and mobile responsiveness.

Developed user dashboards with role-based Ul (student, instructor, admin).
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3.3 Backend Development

Server-side functionalities were implemented using PHP. This included:
®  User registration, login, and role-based access control.
e  Course creation, content upload, quiz management.
e  Assignment evaluation and grade posting.
e Admin controls for user and content management.

e  Session handling and secure routing logic.
3.4 Database Management

MySQL was used as the relational database engine. Key tasks included:
e  Designing normalized database schema with tables for users, courses, modules, quizzes, submissions, etc.
e Implementing foreign keys to ensure data integrity.
e  Writing optimized SQL queries for CRUD operations.

e  Backing up the database and ensuring scalability.
3.5API Integration for WhatsApp & Email

To improve communication and notifications:

e WhatsApp API was integrated to send real-time updates about new assignments, grades, and announcements.

e  PHP Mailer or SMTP API (like SendGrid or Mailgun) was used for email alerts related to registration, password recovery, and course

updates.
3.6 WebSockets for Real-Time Updates

For features like real-time notifications and instructor announcements:

e \WebSocket protocol (via libraries like Ratchet for PHP) was explored.

e  Real-time message broadcasting was implemented for updates like new material uploads, quiz deadlines, and grading events.

e  AJAX fallback was planned for browsers lacking WebSocket support.
3.7 Security Measures

Ensuring system security was a top priority. Measures included:
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Password hashing using bcrypt.

Input sanitization to prevent SQL injection and XSS.

Role-based access control to restrict unauthorized actions.

Session management with timeouts and CSRF protection.

HTTPS enforcement during data transmission.

3.8 Testing & Optimization

To ensure stability and performance:

Unit Testing of individual components (registration, login, submissions).

Integration Testing for entire workflows like course enrollment and quiz submission.

Cross-browser and device testing for responsive design validation.

Optimized front-end loading using minified CSS/JS and lazy loading for media.

Backend query optimization to minimize load time.

3.9 Deployment & Future Enhancements

Final deployment steps included:

®  Hosting the LMS on a cloud server (e.g., AWS, DigitalOcean, or shared hosting with Apache).
e  Configuring domains, SSL certificates, and cron jobs for background tasks.
e Future enhancements identified include:
»  Video conferencing integration (Zoom, Google Meet).
»  Al-based recommendation engine for courses.
»  Certificate generation module.
»  Forum/discussion board.
»  Progressive Web App (PWA) for offline access.
4. Analysis

A thorough evaluation was conducted post-implementation to assess the performance, security, usability, real-time processing capabilities, and scalability
of the Learning Management System (LMS). The following key aspects were analyzed

4.1 Performance Analysis

The system demonstrated consistent and reliable performance across a variety of devices and browsers.

Response time for major actions (e.g., login, course access, content loading) averaged under 1.2 seconds.

Server-side performance was optimized by caching frequently accessed data and minimizing redundant SQL queries.

Frontend load time was reduced using CSS/JS minification and image optimization techniques.

Load testing revealed the system could handle simultaneous usage by 150+ users without significant degradation in speed.

4.2 Security Evaluation

Passwords were securely stored using becrypt hashing.

SQL injection protection was ensured by using prepared statements in PHP.

Cross-Site Scripting (XSS) was mitigated using input sanitization and output encoding.

Session hijacking prevention included secure session tokens and automatic timeouts for inactivity.
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e  HTTPS was enforced for all data transactions to maintain end-to-end encryption.
®  Role-based access control effectively prevented unauthorized access to restricted pages and actions.

e No known vulnerabilities were detected during penetration testing using tools like OWASP ZAP.
4.3 User Experience & Interface Analysis

e  The user interface was built with Bootstrap, providing a clean, responsive, and intuitive experience across all devices.
e  User navigation was straightforward with clearly labeled menus and action buttons.
o  Feedback from test users (students and instructors) indicated high satisfaction with dashboard clarity and overall usability.
e  Form validations, loading indicators, and success/error messages improved interactivity and user engagement.
®  Accessibility checks ensured that color contrast, keyboard navigation, and ARIA labels met basic web accessibility standards.
4.4 Real-Time Processing Efficiency
e  Real-time updates for notifications and announcements were handled using WebSockets, significantly improving the responsiveness of the
system.
e  Students and instructors were able to receive updates about new course materials, grades, and messages without needing to refresh the page.
® In cases of browser fallback, AJAX polling was used as a backup to ensure message delivery.

®  WebSocket latency averaged under 100ms, providing near-instant feedback for actions like chat, quiz timer updates, and admin alerts.
4.5 Scalability & Future Enhancements

®  The system architecture followed a modular and scalable design, allowing new modules and features to be added with minimal disruption.
e  Database schema was normalized and indexed to support higher volumes of data without performance lag.

e  Plans for horizontal scaling (adding more servers or instances) are feasible due to the separation of concerns in frontend/ backend/ database
layers.

e  Future enhancements include:

Integration with video conferencing APIs (Zoom, MS Teams).

Al-based personalized learning paths based on user behavior and course progress.
A mobile app version using the same backend API.

Support for multi-language localization.

vV VvV VYV VY V¥V

Gamification features like badges and leaderboards for increased student engagement.

5. Conclusion

The successful development and implementation of the Learning Management System (LMS) using HTML, CSS, JavaScript, Bootstrap, PHP, and
MySQL highlight the potential of open-source technologies in creating scalable, user-centric, and cost-effective e-learning solutions. This project was
designed to address the limitations of traditional classroom setups and the high complexity and cost of commercial LMS platforms, especially for small
to mid-sized institutions.From the outset, the system was designed with a modular architecture that allows for flexibility, scalability, and ease of
maintenance. Key features such as role-based dashboards, course and assignment management, real-time notifications, and secure authentication were
successfully implemented. Each feature was aimed at improving the learning experience for students, streamlining tasks for instructors, and providing
effective administrative control. The frontend, built with HTML, CSS, Bootstrap, and JavaScript, offers a responsive and interactive user interface that
performs consistently across devices. The backend, powered by PHP and MySQL, ensures robust data handling, secure processing, and seamless
interactions between users and the system. Real-time communication via WebSockets and API integration for WhatsApp and email notifications greatly
enhanced the platform’s responsiveness and usability. Security was a core focus throughout the project. Techniques such as input sanitization, password
encryption, CSRF protection, and session management were used to safeguard sensitive data. Testing and optimization procedures helped identify and
eliminate performance bottlenecks, ensuring smooth functioning under varying loads. Performance evaluation showed that the system could support
simultaneous user sessions effectively, with minimal latency and consistent uptime. The user experience was enhanced through intuitive navigation,
helpful feedback messages, and minimal learning curves, all of which contributed to higher satisfaction during trials. Scalability has also been taken into
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consideration. With the modular nature of the system, additional features such as live video classes, forums, mobile apps, and gamification elements can
be added without a complete system overhaul. The backend structure supports future enhancements such as analytics, adaptive learning, and multilingual
support. This LMS project proves that with careful planning, thoughtful design, and the right technology stack, it is possible to build a fully functional
and scalable learning platform. It is particularly well-suited for institutions or organizations seeking customized, budget-friendly alternatives to
commercial LMS software. In conclusion, this LMS is not just a standalone academic exercise—it is a functional, real-world application that can be
deployed and expanded to support modern learning environments. It bridges the gap between educators and learners by providing a platform that is
accessible, secure, engaging, and future-ready. This project also paves the way for further research and development in the field of e-learning technologies.
Future iterations can focus on Al integration, learning analytics, offline capabilities, and enhanced accessibility features. The foundation laid here is
strong enough to support continuous improvement and long-term impact in digital education.
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