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ABSTRACT 

Threats from drones, rockets, and other aerial projectiles pose a growing risk to communities and infrastructure, yet existing defence setup can be costly, slows, or 

lack civilian-focused alerts. This project proposes an “Advanced Integrated Missile Defence System (IRON DOME)” that automates end-to-end protection it uses 

an ultrasonic sensor mounted on a 180° servo sweep for rapid threat detection computes the precise angle of approach, and launches an interceptor to neutralize the 

target. Simultaneously it triggers localized SMS alerts, city-wide alarms public display warnings, and even opens designated bunkers to keep people safe. Remote 

monitoring and control through a smartphone interface let operators track system status, adjust response parameters, and review alert logs in real time.  

By combining Off-The-Shelf components -an ESP32 Microcontroller, I2C LCD, Servo, LED’s, a Buzzer, and a MOSFET driver-this prototype delivers fast, reliable 

defence  and community notifications without breaking the budget        

KEYWORDS: Real-time Alert and Response Mechanism 

1. INTRODUCTION 

In an era defined by rapidly evolving threats and the increasing sophistication of modern warfare, the security of nations relies heavily on the effectiveness 

of their defense systems. The rise in aerial attacks—including missiles, drones, and other airborne weaponry—poses a significant risk not only to military 

assets but also to densely populated civilian areas. As conflicts become more technologically advanced, traditional defense mechanisms are often 

inadequate to respond swiftly to sudden, high-speed aerial incursions. This underscores the urgent need for innovative, adaptive, and intelligent defense 

solutions that can operate autonomously and efficiently. 

This project centers on the conceptualization and development of an Advanced Integrated Missile Defense System (AIMDS) tailored for rapid threat 

detection, real-time analysis, and immediate counteraction. Taking conceptual cues from renowned systems like the Iron Dome, AIMDS is designed as a 

cost-effective prototype capable of protecting localized zones from incoming aerial threats. The system harnesses ultrasonic sensors to maintain 

continuous surveillance across a 180-degree field, enabling it to detect potential airborne intrusions as they approach. 

Upon identifying a threat, the system promptly determines the angle and trajectory of the object, triggering an automated interception mechanism designed 

to neutralize it before impact. Beyond the technical interception, AIMDS places a strong emphasis on civilian safety through an integrated emergency 

response framework. This includes localized warning systems, real-time SMS alerts, visual notification boards, automated alarm triggers, and the opening 

of secure underground shelters or safety bunkers. 

The development of this prototype brings together diverse branches of engineering, incorporating electronic sensing, embedded computing, automated 

control systems, and wireless communication technologies. The result is a highly responsive, adaptable, and scalable defense solution aimed at 

reinforcing public safety in the face of emerging threats. Through this interdisciplinary approach, the AIMDS represents a significant step forward in the 

field of localized missile defense, balancing affordability with technological sophistication. 

2.LITERATURE SURVEY 

• Mingze Gao, Zhihao Tong, Zhipeng Wu, and Liang Lou [1]:The authors introduced a target detection approach using piezoelectric 

micromachined ultrasonic transducers (PMUTs), highlighting their effectiveness in accurately identifying fast-moving objects. 

http://www.ijrpr.com/
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• Dr. L. Aravinda, K. Sneha, N. Suchitha[2]: This paper discusses the design of an automatic missile detection and destruction system 

employing ultrasonic radar integrated with IoT technologies. The system identifies approaching missiles, determines their flight path, and 

triggers a launcher to intercept and eliminate the threat. It also includes features like alert notifications and bunker activations, aligning closely 

with your project's objectives. 

• Joao P. A. Dantas, Diego Geraldo, Felipe L. L. Medeiros, Marcos R. O. A. Maximo, Takashi Yoneyama[3]: The research introduces a 

method combining simulation and machine learning to predict engagement zones for surface-to-air missiles in real-time. By training 

supervised algorithms on pre-computed simulation data, the system can quickly and accurately determine optimal interception zones, 

enhancing the responsiveness of missile defense systems. 

• N. H. Abdul Aziz, M. A. A. Mahadi, Z. Mohd Noh, K. A. Othman[4]: This paper explores the integration of ultrasonic sensors with passive 

forward scattering radar systems for drone detection. The system enhances the detection capabilities of traditional radar by providing additional 

data points, which is particularly useful in identifying small or low-flying aerial threats. The approach is relevant for augmenting missile 

defense systems' detection accuracy. 

3.1.PROBLEM STATEMENT 

The increasing prevalence of low-cost, short-range aerial threats such as drones, missiles, and projectile attacks poses a significant risk to urban and 

border areas. Existing large-scale defense systems are often expensive, complex, and not suitable for localized or tactical deployments. Moreover, there 

is a lack of integrated systems that not only detect and neutralize threats but also prioritize civilian safety and early warning in real-time. 

Therefore, there is a need for a compact, cost-effective, automated missile defense solution capable of: 

• Early detection of incoming threats, 

• Accurate tracking and angle calculation, 

• Swift neutralization using a launch mechanism, 

• Real-time public alerting and emergency response initiation. 

3.2. OBJECTIVES 

• To develop an ultrasonic-based system to scan a 180-degree area and detect incoming aerial threats. 

• To accurately calculate the direction and angle of incoming threats for precise targeting. and effectively neutralize them. Real-Time Alert 

System 

• To integrate alert features such as: SMS notification to specific geographic areas, Public alarm systems and display boards, City-specific alerts 

to prevent mass panic. 

• To automatically open bunkers or safety shelters in the affected area to safeguard civilians. 

• To demonstrate a scalable and cost-effective model that could be adapted for real-world applications in border security or high-risk urban 

zones. 

3.3. PROPOSED MODEL 

 

FIGURE-3.3 Control circuit 

 Central processing unit- ESP32 
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The core of the system is managed by the ESP32 microcontroller, which functions as the main control unit. It features a dual-core processor that allows 

it to handle multiple tasks at the same time, such as monitoring sensors, controlling motors, sending alerts, and updating displays. One core can manage 

sensor data and control decisions, while the other can handle communication tasks like sending SMS or updating the LCD. 

• Key Microcontrollers in ESP32 Board (30PINS) 

• Dual-Core Xtensa LX6 Processor 

➢ Operates up to 240 MHz 

➢ Handles multitasking for real-time operations like sensor reading, motor control, and communication 

• Wireless Connectivity 

➢ Built-in Wi-Fi (802.11 b/g/n) for wireless data transmission 

➢ Integrated Bluetooth v4.2 + BLE for device-to-device communication 

• GPIO (General Purpose Input/Output) Pins 

➢ 30 pins available for connecting sensors, actuators, displays, and other modules 

➢ Configurable for digital input/output, PWM, ADC, DAC, I2C, SPI, and UART 

• Analog and Digital Interfaces 

➢ ADC (Analog to Digital Converter) channels for reading analog signals (e.g., from sensors) 

➢ PWM output for controlling motors or LEDs 

➢ I2C/SPI/UART for communication with displays, GSM modules, and other peripherals 

• Flash Memory and SRAM 

➢ Comes with onboard flash memory (usually 4MB) for code storage 

➢ 520 KB SRAM for running programs and handling real-time data 

• Timers and Interrupts 

➢ Multiple timers and interrupt options for precise timing and faster event response 

• Low Power Modes 

➢ Supports deep sleep and light sleep modes for energy-saving operations 
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3.4. FLOW CHART 

 

FIGURE -3.4. flow chart of proposed model 

The flowchart outlines the sequence of operations for the missile defense system using the ESP32 microcontroller. Here's how it works: 

1.Start: The system begins execution and prepares to initialize all components. 

2.Initialize ESP32: The ESP32 board is powered on, and all necessary peripherals, such as sensors, displays, and communication modules, are configured. 

3.Display “System Ready” on LCD: Once the setup is complete, a message is shown on the LCD indicating that the system is active and awaiting input. 

4.Wait for Input / Trigger: The system enters a monitoring state, continuously checking for any input signal (such as a detection from the ultrasonic 

sensor or an external interrupt). 

5.Input Detected (Yes Condition) When an input or trigger is received, the system executes a set of response actions in sequence: 

• Turn on LED: An LED is activated to indicate threat detection. 

• Activate Servo Motor: The servo motor adjusts the direction of the launcher to aim at the detected object. 

• Turn on Buzzer: A buzzer is triggered to alert nearby individuals. 

• Use PWM on IRFP520: A PWM signal is sent to the IRFP520 MOSFET to control the launching mechanism. 

6.Update LCD with Status: After the operations are carried out, the LCD is updated to show the current system status or outcome of the response. 

       7.End: The cycle completes, and the system may either stop or loop back to monitoring mode, depending on the application setup. 

This flowchart illustrates a real-time defense system that integrates target detection (using ultrasonic sensing), automated aiming (servo motor 

adjustment), threat response (launcher activation via PWM control), and public alert mechanisms (LED indication, buzzer alarm, and LCD status update). 

Each operation is systematically coordinated, ensuring fast, reliable, and effective system performance. 
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3.4. Advantages and disadvantages of proposed model 

3.4. Advantages 

• Quick Detection and Response: 

The system constantly scans the area for any aerial threats using ultrasonic sensors. As soon as something is detected, it quickly responds by launching a 

countermeasure—no need to wait for manual action. 

• Keeps People Informed and Safe: 

Instead of just reacting to the threat, the system also thinks about people. It sends out SMS alerts, sounds alarms, displays warnings, and even opens 

nearby bunkers so people can take cover in time. 

• Cost-Effective and Simple to Build: 

We’ve used easily available and affordable components like ESP32, servo motors, and an I2C LCD, which keeps the cost low and makes it easy for 

others to build or scale the system. 

• Smart Control from Anywhere: 

The system can be controlled or monitored remotely, which means even if the operator isn’t nearby, they can still manage it through a mobile interface. 

• Energy Efficient: 

Since most components run on low power, the system doesn't require a large power source. This makes it practical for use in places where electricity 

might be limited. 

• Compact and Portable: 

The setup is not bulky and can be easily installed or moved to different locations. This is useful if the defense needs change or testing is required in new 

areas. 

3.5. Disadvantages 

• Limited Range of Detection: 

Ultrasonic sensors don’t have a very long range. They work well for short distances, but they might miss high-speed or long-range threats like real missiles 

coming from far away. 

• Weather Can Interfere: 

Sensors like these don’t perform well in harsh weather. Heavy rain, fog, or strong wind might affect how accurately threats are detected. 

• Not a Real-World Interceptor (Yet): 

This is a working prototype, so while the launcher simulates a missile launch, it doesn’t actually destroy incoming objects. It's a concept meant for 

learning and demonstration. 

• Only Covers One Side (180°): 

The system scans only in front of it. If something comes from behind or a blind spot, it won’t detect it unless additional sensors are added. 

• One Threat at a Time: 

The system is designed to track and respond to one target at a time. In case of multiple threats approaching together, it may not be able to handle them 

all effectively. 

• Needs Power and Connectivity: 

Like most electronic systems, it depends on a stable power supply and network. If there’s a power cut or connectivity issue, some functions like alerts 

might fail. 

• Chances of False Alarms: 

Sometimes, harmless objects like birds or flying debris might get detected as threats, which can trigger unnecessary alarms or actions. 
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3.5 SUMMARY 

This project report presents the design and development of an Advanced Integrated Missile Defense System, inspired by real-world solutions like the 

Iron Dome, but scaled down to suit localized protection using simple, affordable components. The aim was to create a system that not only detects 

incoming threats like drones or missiles but also responds to them automatically while alerting and protecting civilians in the danger zone. In today's 

world, where threats can appear suddenly and affect even non-military areas, having a fast, intelligent, and low-cost system like this can make a meaningful 

difference. 

At the core of the system is an ultrasonic sensor mounted on a servo motor, which rotates to scan a 180-degree field for any incoming objects. If something 

is detected within range, the system calculates the angle of approach and triggers a simulated missile launch using another servo to neutralize the threat. 

What makes this system more than just a detection mechanism is its integrated civilian safety features—it sends SMS alerts, activates warning buzzers, 

turns on LED indicators, displays a warning on an I2C LCD, and even opens bunkers automatically in the affected area. These features aim to reduce 

panic and give people time to react and find shelter. 

All the logic is controlled by an ESP32 microcontroller, chosen for its multiple GPIO pins, built-in Wi-Fi/Bluetooth support, and low power consumption. 

Supporting components include IRFP520 MOSFETs to handle high-current loads, LCD displays for live feedback, and other peripherals to control and 

monitor the system in real-time. The system was developed and tested using the Arduino IDE, with additional simulations carried out to validate design 

accuracy before hardware implementation. 

Throughout the report, we have explained the key motivations behind the project, including the need for a cost-effective, automated defense solution that 

not only responds to threats but also focuses on early warning and public safety. We’ve documented the hardware used, software implementation, wiring, 

working flow, and testing results. We’ve also highlighted both the advantages of the system—such as affordability, fast response, and community 

integration—and the limitations, including the short range of ultrasonic sensors and the system’s focus on only one threat at a time. 

In conclusion, this project serves as a practical example of how embedded systems, IoT, and basic robotics can be combined to solve real-world problems. 

While it’s still a prototype, it proves that smart defense solutions can be built at a low cost, making them more accessible for smaller towns, border areas, 

or even educational institutions working on safety technologies. With further development, features like GPS tracking, radar integration, and AI-based 

object recognition could take this system to the next level. 

4.Result and Discussion 

The proposed missile defense prototype was successfully developed and tested under controlled conditions. The system performed real-time threat 

detection using an ultrasonic sensor, which accurately measured object distance and angle within a 180-degree range. The servo motor responded promptly 

by aligning the launcher toward the detected target based on input from the ESP32. 

 

Figure -4.1 Main microcontroller 

Once the threat was confirmed, the IRFP520 MOSFET module effectively controlled the launch mechanism using PWM signals. Additionally, the system 

simultaneously triggered the buzzer and activated the GSM module, sending instant SMS alerts. The 16x2 I2C LCD display showed real-time system 

status and alerts, confirming the smooth coordination between hardware components. 
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Figure -4.2 Receiver model 

The relay/servo mechanism used for opening bunkers responded accurately upon activation, fulfilling the safety protocol feature of the project. Overall, 

all connected modules functioned as intended, validating the logic and reliability of the ESP32-based control system. 

 

Figure 4.3– Main project model 

 

Figure 4.4 -Radar sensing model 

This integration of detection, automated response, and alert systems into a single platform demonstrates the feasibility of deploying low-cost, real-time 

defense and safety solutions. Minor latency was observed in GSM message delivery under poor signal conditions, which could be improved with enhanced 

communication modules. 

5. Conclusion and future scope 

5.1 - Conclusion 

The development of this advanced integrated missile defense system demonstrates the successful combination of real-time threat detection, automated 

response, and public safety measures using affordable and accessible technologies. By utilizing the ESP32 microcontroller, ultrasonic sensors, servo 

motors, and communication modules, the system effectively detects incoming threats, aims the launcher, activates alerts, and initiates safety protocols 

such as opening bunkers. 

The project highlights the potential for implementing compact, cost-efficient defense solutions that can be scaled or modified for various applications. It 

also emphasizes the role of IoT and embedded systems in enhancing national security and civil defense. With further improvements in accuracy, 

communication range, and rugged hardware design, this system could be a strong foundation for future real-time protective technologies. 



International Journal of Research Publication and Reviews, Vol 6, Issue 5, pp 416-423 May 2025                                     423 

 

 

5.2 - Future scope 

• The system can be enhanced to detect moving or unstable threats with greater accuracy using advanced sensors like radar or LiDAR. 

• Machine learning algorithms can be added to improve threat recognition, reduce false alarms, and make quicker decisions. 

• The launcher mechanism can be upgraded to track and respond to multiple targets simultaneously. 

• The system can be mounted on mobile platforms or drones for flexible deployment in remote or high-risk areas. 

• 5G or satellite-based communication can replace GSM for faster and more reliable alert transmission. 

• Integration with a central defense network or command system would allow real-time coordination and control. 

• Additional sensors (thermal, infrared, etc.) could be included for better performance in low-visibility or night-time conditions. 
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