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ABSTRACT

The rapid progress of quantum computing introduces risks to the cryptographic algorithms that secure today’s 5G networks. Traditional public-key systems, such
as RSA and ECC, may become vulnerable when quantum computers run powerful algorithms like Shor’s and Grover’s. In response, post-quantum cryptography
(PQC) has emerged as a suite of algorithms designed to resist these threats. This paper examines the motivations for adopting PQC in 5G networks, outlines key
technical challenges (such as increased key sizes, computational overhead, and integration with legacy systems), and discusses a range of possible solutions. Two
detailed case studies illustrate (1) integration of a lattice-based KEM (CRYSTALS-Kyber) into an open-source 5G core network and (2) implementation of a zero-
trust architecture for critical communications using PQC. In addition, we provide recommendations for future research to optimize PQC performance, hardware
acceleration, and standardization.
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1. Introduction

Modern 5G networks deliver unprecedented data speeds, extremely low latency, and massive device connectivity. However, 5G security relies heavily
on cryptographic methods developed for classical computers. Quantum computers—once sufficiently powerful—could break these methods by solving
underlying hard mathematical problems in a fraction of the time currently required. For example:

®  RSA/ECC Vulnerability: Shor’s algorithm can factor large numbers or compute discrete logarithms in polynomial time, rendering RSA and
ECC insecure.

e  Symmetric Cryptography Concerns: While symmetric algorithms (e.g., AES) are generally more resilient, Grover’s algorithm could
effectively halve their key strength unless larger keys are used.

This looming threat motivates the transition to post-quantum cryptography (PQC). PQC algorithms are designed on mathematical problems that remain
hard even for quantum computers, ensuring long-term data confidentiality and network resilience. In recent years, NIST and other international bodies
have advanced PQC standardization efforts by evaluating candidates such as CRYSTALS—Kyhber for key encapsulation and CRYSTALS-Dilithium for
digital signatures.

However, replacing well-established algorithms with PQC solutions is not trivial. The challenges include:
® Increased Key Sizes and Data Overhead: Many PQC algorithms require much larger keys and ciphertexts than classical counterparts.
e  Higher Computational Complexity: More complex mathematical operations may require additional processing time or energy.

e  Interoperability and Transition: Ensuring backward compatibility with existing network infrastructure is critical during the transition phase.
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e Implementation and Hardware Optimization: PQC algorithms may require new approaches to achieve acceptable performance on mobile
and edge devices.

This paper elaborates on these challenges, proposes integration methodologies, and provides two case studies that showcase practical implementation
scenarios. The goal is to offer a clear roadmap for researchers and industry practitioners to understand and adopt PQC in 5G networks.

2. Literature Review
2.1 Mativation and Quantum Threats

Researchers have long warned that quantum computers could undermine modern cryptography. Key points include:

®  Shor’s Algorithm: Demonstrated theoretically in 1994, it could efficiently factor large integers and compute discrete logarithms, thereby
breaking RSA and ECC [Reuters, 2024]reuters.com

®  Grover’s Algorithm: Provides a quadratic speedup for brute-force key search, which means symmetric key systems might require longer
keys to maintain security [Reuters, 2024]ft.com

e  Record Now, Decrypt Later Attacks: Adversaries may capture encrypted data today and decrypt it in the future once quantum computers
become available.

These threats underline the need for “crypto agility,” where systems can quickly transition to quantum-safe algorithms.
2.2 Overview of PQC Algorithms

PQC research has generated several algorithm families:

e [ attice-Based Cryptography: Lattice problems (e.g., Learning With Errors) are believed to be hard for both classical and quantum
computers. CRYSTALS-Kyber is among the leading candidates due to its relatively balanced performance and security [Kyber —
Wikipedia]en.wikipedia.org

e  Code-Based Cryptography: Schemes like Classic McEliece offer high security but often require large key sizes.

e  Hash-Based Cryptography: Signature schemes such as SPHINCS+ provide quantum resistance by relying solely on hash functions.

e  Isogeny-Based Cryptography: Although promising, these schemes (e.g., SIKE) tend to be slower and are still under investigation.
Recent surveys [IEEE, 2024]ieeexplore.ieee.org
emphasize that lattice-based PQC (such as Kyber) is especially promising for network applications due to its acceptable latency and key sizes relative to
other approaches.

2.3 PQC in 5G/6G Networks

PQC is not just an academic exercise—it has practical implications for current 5G networks and the upcoming 6G era:

e  Hybrid Cryptographic Approaches: Several researchers propose combining classical and PQC algorithms to ensure backward compatibility
and smooth migration [arXiv, 2022]arxiv.org

e Impact on Network Protocols: Studies show that integrating PQC into TLS, IPsec, and other protocols introduces additional overhead.
However, when carefully optimized, the latency increase can be minimal.

®  Industry Trials: Major operators and tech companies (e.g., Telefonica Germany, AWS) are already piloting quantum-safe technologies,
validating the feasibility of PQC deployment in real-world networks [Reuters, 2024]reuters.com

These findings set the stage for the detailed methodology and case studies that follow.

3. Methodology
Our approach to investigating PQC integration into 5G networks is threefold:
3.1 Theoretical Analysis

e  Mathematical Foundations: We review the underlying problems (e.g., Learning With Errors in lattice-based cryptography) and compare
them with classical hard problems.


https://www.reuters.com/business/media-telecom/telefonica-germany-tests-quantum-technologies-pilot-with-aws-2024-11-28/
https://www.ft.com/content/f602b685-8226-42b4-9336-e488c63c37bf
https://en.wikipedia.org/wiki/Kyber
https://ieeexplore.ieee.org/document/10425346/
https://arxiv.org/abs/2207.06144
https://www.reuters.com/business/media-telecom/telefonica-germany-tests-quantum-technologies-pilot-with-aws-2024-11-28/

International Journal of Research Publication and Reviews, Vol 6, Issue 5, pp 400-404 May 2025 402

Parameter Comparison: Key sizes, computational requirements, and ciphertext sizes for PQC algorithms (e.g., Kyber768, Kyber1024) are
compared with traditional schemes like Curve25519 and RSA.

Trade-Off Analysis: We discuss the trade-offs between security and performance, noting that while PQC schemes often have larger keys,
they provide a higher level of resistance to quantum attacks.

3.2 Simulation and Prototyping

Testbed Setup: We use free5GC, an open-source 5G core network implementation, as a platform. PQC algorithms are integrated using the
Open Quantum Safe (OQS) library.

Hybrid Approach: The system is configured to perform TLS handshakes using both classical (ECDH) and PQC (CRYSTALS-Kyber)
methods. This hybrid mode ensures compatibility with legacy devices.

Performance Metrics: Simulated User Equipment (UE) attachments are used to measure latency, throughput, and CPU overhead. Tools like
UERANSIM and Docker are utilized to create reproducible environments.

3.3 Case Study Design

Two case studies are designed to provide practical examples:

Case Study 1: Focuses on integrating PQC into the 5G core network to secure inter-VNF (Virtualized Network Function) communications.

Case Study 2: Demonstrates a zero-trust architecture where critical communications are protected using PQC combined with hardware roots
of authentication (e.g., PUFs).

4, Detailed Case Studies

4.1 Case Study 1: PQC Integration into a 5G Core Network

Objective:

Demonstrate the feasibility and performance impact of replacing classical TLS key exchange with a PQC-enabled solution in a 5G core network.

Implementation Details:

Measured

Testbed Environment: The free5GC core network was deployed in Docker containers on commodity hardware. UERANSIM simulated
multiple UE connections.

Software Integration: Using the OQS provider, the standard TLS handshake was modified to incorporate CRYSTALS-Kyhber as a key
encapsulation mechanism, running in parallel with classical ECDH.

Configuration: Both hybrid and pure PQC modes were tested to evaluate the differences in performance and compatibility.
Outcomes:

Latency Impact: PQC handshakes added an average of 5% more latency compared to classical handshakes—acceptable for most 5G
applications.

Data Overhead: Although PQC increases key and ciphertext sizes (e.g., Kyber768 may add extra kilobytes per handshake), the overall
network throughput remained stable under test conditions.

CPU Utilization: The increased computational load was within the capacity of standard 16-core servers, and the use of hardware acceleration
(e.g., vectorized instructions) is proposed for future work.

Discussion:
This study shows that integrating a PQC KEM such as CRY STALS—Kyber into the 5G core is practical and introduces only minor performance penalties.

The hybrid

approach ensures a smooth transition and interoperability with devices that may not yet support PQC.

4.2 Case Study 2: Zero-Trust Architecture for Critical Communications

Objective:
Implement

and evaluate a zero-trust (ZT) security framework that leverages PQC to protect sensitive communications in a high-risk environment.

Implementation Details:
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®  Architecture Overview: The SCC5G framework was used as a model. In this architecture, every communication is treated as untrusted until
verified. Each device incorporates a hardware root of authentication (using physically unclonable functions, or PUFs) along with a PQC-based
key agreement mechanism.

e  Deployment: The network simulation was run using ns-3, mimicking a real-world 5G environment in which critical communications (e.g.,
for public safety or financial transactions) require robust mutual authentication.

e  Cryptographic Methods: Both CRYSTALS-Kyber and a secondary candidate were used to secure the authentication and key exchange
processes. A hybrid protocol was deployed to combine PQC with conventional methods for fallback.

Measured Outcomes:

e Latency: The PQC-based handshake in the ZT framework added approximately 0.1 seconds of delay under normal load, which is within
acceptable limits for many critical applications.

e  Traffic Overhead: The additional data overhead was minimal (a few kilobytes per session), ensuring the network could handle high volumes
of connections.

e  Security Enhancements: The system achieved mutual authentication without assuming any implicit trust in network elements, thereby
reducing the risk of “record now, decrypt later” attacks.

Discussion:
This case study confirms that a zero-trust security model enhanced with PQC is viable for protecting critical communications. The hybrid approach
minimizes performance overhead while providing robust quantum resistance.

5. Expanded Discussion
5.1 Performance Considerations

e  Latency vs. Security Trade-Offs: Although PQC algorithms generally add latency due to larger key sizes and more complex operations, the
trade-off is acceptable when weighed against the enhanced security they offer. Future research may focus on optimizing these algorithms
through hardware acceleration (using FPGAs or GPUs) and parallel processing techniques.

e  Energy Consumption: In mobile networks, energy efficiency is crucial. Preliminary studies indicate that while PQC may increase energy
consumption, optimized implementations (e.g., using vectorized arithmetic) can mitigate this effect.
5.2 Integration Challenges
e | egacy Compatibility: Transitioning from classical to PQC must be done gradually. Hybrid cryptographic protocols that use both classical
and quantum-resistant algorithms are recommended to maintain interoperability.

e  Standardization: International bodies such as NIST, ETSI, and ITU are working on PQC standards. Continuous collaboration among
academia, industry, and government is essential for smooth migration.

e  Side-Channel Vulnerabilities: PQC algorithms have different side-channel attack profiles than classical algorithms. Further work is needed
to design implementations that are resistant to timing, power analysis, and electromagnetic attacks.
5.3 Additional Areas for Future Research
e  Hardware Implementations: Research into dedicated PQC hardware (e.g., ASICs, FPGAs) can lead to significant performance
improvements, reducing latency and energy consumption.

e  Algorithm Variants: Beyond Kyber, further studies on other candidates (such as BIKE, HQC, and Dilithium) may reveal additional benefits
and trade-offs, allowing network operators to select the best algorithm for their specific use case.

e  End-to-End Security: Extending PQC to secure not just core network communications but also the user-to-network and device-to-device
channels could provide comprehensive quantum safety.

e  Quantum Key Distribution (QKD) Integration: Although PQC can be deployed on classical systems, combining it with QKD may provide
additional security layers for specific segments of the network, particularly where extremely high security is required.

e  Economic and Deployment Considerations: Finally, studies on the cost and operational impact of migrating to PQC on a large scale will be
crucial for industry adoption.
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6. Conclusion

The transition to post-quantum cryptography is imperative for securing 5G networks against future quantum threats. This paper has elaborated on the
necessity for PQC, detailed a methodology for integrating PQC into 5G infrastructures, and illustrated practical implementations through two case studies.
The results suggest that, while PQC does introduce some performance overhead, careful hybrid implementations and hardware optimizations can
minimize these issues. Future work should focus on enhancing hardware acceleration, optimizing algorithms for energy efficiency, and expanding PQC
integration to cover all network layers.

Through collaborative research and gradual standardization, the telecommunications industry can ensure that our critical networks remain secure even in
the face of quantum computing breakthroughs.

List of Abbreviations

®  PQC - Post-Quantum Cryptography

®  5G - Fifth Generation Mobile Network

e  NIST — National Institute of Standards and Technology

®  TLS- Transport Layer Security

®  |Psec — Internet Protocol Security

e  KEM - Key Encapsulation Mechanism

®  VNF - Virtualized Network Function

®  PUF —Physically Unclonable Function

®  ZT —Zero-Trust
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