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ABSTRACT-

The study presents the development of the tool aimed at defending user data against ransomware attacks by automating secure backup and recovery processes.
This Python-based tool enhances data protection through strategic storage and file format transformation. This study effectively reduces the risk of
ransomware encryption by converting critical sensitive files to less targeted formats and relocating them to secure system directories. Comprehensive testing
against the ransomware samples demonstrated the tool’s reliability in protecting the data and enabling seamless recovery. This work strengthens ransomware
defence strategies, ensuring robust data security and resilience for end users.

List of keywords: Ransomware protection, auto backup, encryption attack, ransomware recovery, data security.

I. INTRODUCTION

One of the most significant challenges in the digital world currently is ransomware. It is becoming a major danger and issue for businesses,
organisations, healthcare systems, and information security specialists [1]. Ransomware acts as a form of extortion which encrypts the files in a
victim's computer and forces the victim to pay the ransom to have the data recovered [2]. While large organizations often employ robust defences
and backup strategies, individual users, particularly non-technical ones such as students or casual users, are frequently left vulnerable. This
demographic often lacks awareness of effective backup practices or how to safeguard personal and work-related data, making them prime targets
for ransomware attacks. The introduction of this paper presents a novel tool designed to address this disparity by enhancing data security measures
at the end-user level. Focusing on the protection of critical user files and data, the tool operates on the principle of modifying file formats and
storing data in locations less susceptible to ransomware encryption, thereby mitigating the impact of attacks on user devices and operating systems.
This introduction establishes the foundation for exploring the development, implementation, and effectiveness of this specialized tool in combating
ransomware and safeguarding the digital assets of vulnerable user groups.

Il. RELATED WORK

In the current scenario of ransomware attacks, many methods have been presented. One such approach involves the use of Alternate Data Streams
(ADS) in the Windows file system. ADS allows for the storage of additional metadata with files, which can be harnessed to create hidden, local
backups that remain unnoticed by ransomware. By utilizing ADS, it is possible to develop a stealthy and efficient backup mechanism that protects
user data without the need for constant remote data transfer [3].

Khan et al. introduced an innovative ransomware protection method utilizing the Moving Target Defense (MTD) approach to dynamically alter
the attack surface, thereby reducing the attack success ratio. Their methodology employs multiple layers of MTD to enhance the security of user
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files. The first layer generates random extensions that conceal the existing known file extensions, effectively safeguarding user files against
ransomware variants that target specific file extensions.

The second layer of protection involves event-based MTD, where tasks are scheduled to change file extensions upon the occurrence of specific
events, typically triggered by the execution of ransomware in the system. This multi-layered approach has demonstrated significant efficacy in
protecting user files against several notorious ransomware variants, including WannaCry, Cerber, Locky, Tesla, Revil, Bitlocker, Darkside, and
Ranzy. The experimental results indicated that the proposed method effectively mitigated ransomware attacks by making it more challenging for
ransomware to identify and encrypt target files [4].

Lee et al. proposed a novel approach to protect critical files from ransomware by employing a hiding strategy that makes it difficult for attackers to
locate the target files. This method involves the use of link files and an encrypted database to further enhance security and usability. By incorporating
a linker and an encrypted database, their strategy effectively reduces the attack surface. The implementation of these best practices ensures that
critical files are well-protected from existing ransomware threats while maintaining system usability [5].

111. PROPOSED METHODOLOGY

Most of the files ransomware targeted were in document storage formats like Office, PDF, and CSV [1]. To protect end-users critical and important
data files from ransomware attacks, we propose a novel approach that involves changing the file format of the data to a Dynamic Link Library (.dll)
format and placing it in a system directory typically ignored by ransomware. This method leverages the fact that ransomware often targets user
directories and common file types for encryption, while system directories and files with .dll extensions are generally left unencrypted to ensure
system stability.

A. RESEARCH DESIGN:

This research aims to address the critical need for user-friendly ransomware protection tools for non-technical users. The approach integrates robust
technical components and systematic procedures to ensure effective data protection and recovery against ransomware threats. Key components
include:

Destination folder for backups: "backup works"
Extraction tool: 7zip open source

Backup batch file: backup.bat

Tool run file: abcd.py

Recovery batch file: recovery.bat

B. SYSTEM CONFIGURATION:

The system requirements include Windows 10 or later, equipped with an Intel Core i3 processor or higher, at least 8GB of RAM, and sufficient
storage space on the C-drive, depending on the size of the backup data. Essential software includes Python 3.x, 7-Zip, and batch scripting tools.
Users should download the tool package from a trusted source and complete the installation on their Windows operating system. Additionally, the
tool relies on Python libraries such as schedule, subprocess, time, random, and string for its operation.

C.USER REQUIREMENTS:

To set up the backup script, users need to specify the paths for the backup folder, temporary folder, and system32 directory, and provide the location
of the 7-Zip executable file.

For the recovery script setup, users must specify the paths to the ‘backup.dll’, 'log.dll', temporary folder, and the location of the 7-Zip executable
file.

D.BACKUP PROCESS:

In the initial phase of the backup process, we establish a consistent encryption key by embedding a static password within the ‘abcd.py' script to
ensure data security. When executed, ‘abcd.py' starts the encryption process by dynamically generating a unique password for each backup session
to improve security.
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FIGURE 1. Backup Process

This randomly generated password, known as the dynamic password, is then passed to ‘backup.bat'. Here, it undergoes hashing to securely manage
and store it throughout the backup operation. Utilizing this hashed password, 'backup.bat' compresses critical files into a zip archive, effectively
securing the data. As an added security measure, the resulting zip file is renamed with a .dll extension.

Additionally, the dynamic password is logged into 'log.txt' to facilitate recovery. This log file is also compressed into a zip archive using the static
password for secure storage. Similar to the primary backup file, the 'log.txt' zip archive is renamed with a .dll extension. Both 'backup.dll' and
'log.dIl' files are securely stored within the system32 directory. This directory was chosen due to ransomware's tendency to avoid altering files
within system32, including .dll files. This comprehensive approach ensures our ransomware protection tool not only secures data efficiently but
also maintains high security and integrity throughout the backup and storage process.

E. RECOVERY PROCESS:

The recovery process starts by running the 'recovery.bat' script. This script first converts 'log.dll' into 'log.7z' and 'backup.dll' into 'backup.7Z',
making sure the necessary files are ready for recovery. Next, the script will ask you to enter a static password used previously in ‘abcd.py' during
the backup process. This password is crucial for unpacking 'log.7z' and retrieving 'log.txt' from it, which contains crucial data needed for the
recovery.

Once the 'log.txt' is accessed, the script retrieves a dynamic password from it. Subsequently, the script generates a hashed version of this dynamic
password. Using this hashed password, the script proceeds to extract 'backup.7z', ensuring only authorized users with the correct credentials can
access the backup data.
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FIGURE 2. Recovery Process

Finally, after these steps, the backup data is successfully recovered. This comprehensive process ensures that data can be reliably retrieved,
following strict security measures to prevent unauthorized access or data loss.

FIGURE 3. Malware Execution Flowchart

As observed in the above figure in the event of a ransomware intrusion, the tool may cease functioning, potentially halting the backup process.
However, this does not affect the integrity of previously backed-up data, ensuring that recovery remains possible. Conversely, if the system remains
unaffected by ransomware, the tool will continue its regular backup operations, safeguarding data as intended.

VI. RESULTS

Hitobito ransomware [first seen: 2024]
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Obtain the latest Hitobito ransomware sample from MalwareBazaar and attempt to encrypt data.
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FIGURE 4. Proof of “hitobito malware”
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FIGURE 5. proof of “hitobito malware”

After running the Hitobito ransomware, the data becomes encrypted, but the backup file remains unaffected. The backup file is safe.
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Lockbit ransomware [first seen: 2023]

Download the LockBit ransomware sample from MalwareBazaar and execute it to test whether the data is encrypted or not.
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FIGURE 7. Proof of “lockbit malware”

After the execution of the LockBit ransomware, the data will be encrypted. However, our backup file remains safe in the system32/backup folder.
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FIGURE 8. Proof of “lockbit malware”

MedusaL ocker Ransomware [first seen: 2022]

Collect the MedusaLocker Ransomware sample from MalwareBazaar and execute it.
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FIGURE 9. Proof of “medusalocker malware”

Medusa ransomware executes successfully.
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FIGURE 10. proof of “medualocker malware”

Our project successfully tested the latest ransomware over the past three years and executed it without compromising user data. We ensured the
safety of important data by creating backups stored securely. These backups were created in the system32 and backup folders, with the source point
being the user's important folder where their files were stored.

To enhance security, we implemented a hash password and a static password. The hash password adds an additional layer of protection, while the
static password is required for users to access and recover their backups. This approach ensures that users can safely store and retrieve their
important data in case of a ransomware attack.

V. DISCUSSION

Our project focused on protecting data from ransomware attacks, yielding several key insights from experimentation and testing. We observed that
ransomware predominantly targets specific file types such as .txt, .jpg, and .pdf, leading us to recommend users store these files in a designated
"imp work" folder.

A batch file, "backup.bat," automated the backup process from the “imp work" folder to a secure "backup works" directory in the system32 folder.
Utilizing 7-Zip for compression and converting file extensions to .dll enhanced security. Log generation provided records of backup activities,
including dates, times, and passwords.

A Python script, "abcd.py," offered static password protection by generating random passwords and converting them to hashes for backup sessions.
Testing with various ransomware attacks confirmed the tool's effectiveness in safeguarding backed-up files and critical system components,
ensuring the integrity of the "backup works" folder even when the system was compromised.

Additionally, the development of a recovery batch file, "recovery.bat,” allowed users to retrieve backed-up files using the last generated password
stored in "log.dIl." While the tool is designed for Windows operating systems and has limitations regarding backup sources and supported file
formats, it provides a reliable defence against ransomware, ensuring the continuity and security of user data.

V1. CONCLUSION AND FUTURE DIRECTIONS

This project developed a robust tool aimed at protecting user data from ransomware attacks. By advising users to store critical files in a designated
folder named "imp work," our tool automates the backup process to a secure location within the system32 directory using "backup.bat." Utilizing
7-Zip compression and converting file extensions to .dll enhances security, supported by a Python script, "abcd.py,"” providing static password and
hash protection. Testing against various ransomware attacks confirmed its effectiveness in safeguarding data. The "recovery.bat" file assists in
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restoring files using the last password stored in a log file. While designed for Windows, the tool provides reliable defence, ensuring data safety and
integrity.

Future enhancements for the tool include implementing advanced encryption algorithms to strengthen backup files and password protection.
Expanding cross-platform compatibility to macOS and Linux will broaden user accessibility. Introducing automatic updates will ensure seamless
delivery of bug fixes, security patches, and new features. Integration with cloud storage services such as Google Drive and Dropbox will provide
offsite data backup options. Exploring machine learning algorithms for real-time ransomware detection and establishing a user feedback loop will
enhance tool functionality and user experience. Developing educational resources to educate users about ransomware threats and collaborating with
antivirus vendors for comprehensive protection are also planned. Additionally, creating a mobile application for managing backups on smartphones
and tablets and forming partnerships with educational and cybersecurity organizations will promote tool adoption and usability.
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