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E-signatures and Information Technology Act, 2000
The Information Technology Act, 2000 (IT Act) is the number one criminal framework governing digital signatures in India. The provisions related to
e-signatures (electronic signatures) are in the main determined beneath Chapter II of the IT Act. Here’s a breakdown of the important thing provisions:
1. Section 3 - Authentication of Electronic Records: Section three of the IT Act gives the criminal popularity of digital statistics and
electronic signatures. It states that any electronic document or signature shall no longer be denied legal validity completely due to the fact it
is in digital shape. This phase ensures that digital statistics, which include contracts and agreements signed electronically, are legally valid in
India, supplied they meet the situations mentioned in the Act
2. Section 2(1)(ta) - Definition of ""Electronic Signature"':
Section 2(1)(ta) defines the term “electronic signature” beneath the IT Act. An electronic signature is a method used to authenticate the identity of the
sender of an digital document, which can be any mark, sound, or symbol, used for indicating the character’s consent or approval. An digital signature
could be a digital signature, biometric signature, or even a simple OTP-primarily based authentication.
3 Section 3A - Legal Recognition of Digital Signatures:
Section 3A specifies that an digital signature or electronic authentication technique that complies with the provisions of the IT Act shall have the equal
legal validity as a traditional handwritten signature, provided that the electronic signature is generated and used in line with the tips designated by using
the IT Act.
4.  Section 5 - Legal Recognition of Electronic Signature:
Section five deals with the conditions below which an electronic signature may be deemed valid. The phase states that an digital signature or digital
record will no longer be denied prison impact or enforceability simply because it's miles in an electronic shape. This applies as long as the electronic
signature is applied in a manner prescribed with the aid of the IT Act. Additionally, the digital signature need to be created thru a way that is particular
to the signer and underneath their sole manipulate.
1.  Section 6 - Use of Secure Electronic Signatures:
Section 6 provides for using stable electronic signatures. It states that for positive types of files, an digital signature have to meet the necessities of
being a secure digital signature. A stable virtual signature refers to a virtual signature this is created using a Public Key Infrastructure (PKI) and this is
capable of confirming the identification of the signer, making sure that the signature is precise to them, and providing guarantee that the signature can
not be altered after it has been applied.
2. Section 10A - Validity of Contracts in Electronic Form:
Section 10A states that contracts formed thru digital means may have the same felony standing as contracts formed on paper. This way electronic
contracts, consisting of those that are signed the use of digital signatures, can be taken into consideration legitimate and enforceable below the Indian
Contract Act, 1872, so long as the critical factors of a legitimate contract are met (along with provide, attractiveness, and consideration).
Three. Section 12 - Certifying Authorities:
Section 12 of the IT Act permits the appointment of Certifying Authorities (CAs). These are entities authorised with the aid of the Controller of
Certifying Authorities (CCA), and their role is to issue Digital Signature Certificates (DSC). The DSC is a form of virtual signature this is used to
validate the identification of the signer and guarantees that the signature is specific and traceable to the signer.
4.  Section 14 - Controller of Certifying Authorities:
This phase establishes the office of the Controller of Certifying Authorities (CCA). The CCA is accountable for overseeing and regulating the activities
of Certifying Authorities, ensuring that digital signatures issued in India are steady and meet the requirements set by using the IT Act.
Five. Section 65B of the Indian Evidence Act (Amended by the IT Act):
This provision become amended by using the IT Act to allow for the admissibility of electronic information and signatures as proof in court. It outlines
the process and situations beneath which digital information and signatures can be considered valid in criminal court cases. For an electronic signature
or virtual signature to be admissible as evidence, it should be observed by a certificates of authenticity issued through the Certifying Authority, and it
should meet the necessities of Section 65B of the Indian Evidence Act. The IT Act affords a comprehensive felony framework for the use of digital
signatures in India. It ensures that electronic information and signatures are legally valid, enforceable, and equivalent to handwritten signatures, so long
as they agree to the conditions mentioned inside the Act. The position of Certifying Authorities, stable methods of authentication, and the strategies for
evidentiary use of digital facts further beef up the felony status of digital signatures in Indian settlement law.
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Admissibility of e-signatures underneath Evidence Act

The Indian Evidence Act, 1872 ("Evidence Act") has been amended on occasion, mainly to provide for the admissibility of digital information at the
side of paper based totally documents as proof inside the Indian courts. Perhaps the most essential change to the Evidence Act has been the advent of
sections 65A and 65B beneath the second one agenda of the IT Act, which offers for unique provisions as to evidence on the subject of electronic facts
and the admissibility of electronic information, respectively. Section 65B of the Evidence Act, is the guiding law in phrases of admissibility of digital
file and gives that, however anything contained inside the Evidence Act, any statistics contained in an electronic record (whether it be the contents of a
document or conversation revealed on a paper, or stored, recorded, copied in optical or magnetic media produced by using a computer), is deemed to be
a record and is admissible in proof with out in addition proof of the production of the authentic, provided the situations set out in phase 65B for the
admissibility of evidence are satisfied, which have been set out as beneath:

(a) At the time of advent of the digital record, the pc output containing the facts became constructed from a laptop that changed into used frequently to
keep or manner statistics for the purposes of any sports regularly carried on over that duration via the character having lawful manage over the usage of
the computer,

(b) During the length, the sort of information contained inside the electronic report was frequently fed in to the pc inside the regular direction of the
activities,

(c) Throughout the cloth a part of the stated length, the pc was operating nicely or, if now not, then in recognize of any length wherein it become not
working well or become out of operation all through that a part of the period, changed into now not which include to have an effect on the digital report
or the accuracy of its contents; and

(d) The statistics contained inside the electronic report reproduces or is derived from such facts fed into the laptop within the ordinary direction of the
said activities. As regards admissibility of files that have been signed electronically, the Evidence Act affords that these may be admissible as evidence,
subject to the authenticity and integrity of the digital/digital signature being proved in the court docket by way of the signer. Further the Evidence Act
gives for the presumption as to the authenticity of electronic information and electronic signatures. However, such presumption might handiest be with
recognize to a stable electronic file or a secure electronic signature. Under the Indian Evidence Act, e-signatures are legally diagnosed and can be
admitted as evidence in courtroom in the event that they meet the procedural requirements specified in Section 65B. This includes imparting a
certificate confirming the authenticity of the electronic record and the e signature. Therefore, e-signatures keep the same evidentiary price as traditional
signatures, as long as the requirements of Section 65B are happy.

Authenticity and legality of e-signatures

The relevant provisions of the IT Act specify that an electronic report may be authenticated with the aid of an digital signature or digital authentication
technique that is taken into consideration reliable and is special in the 2nd time table of the IT Act

Further, the IT Act gives that an electronic signature or electronic authentication technique shall be taken into consideration dependable if: « the
signature creation statistics or the authentication data are, in the context wherein they are used, connected to the signatory or, because the case can be,
the authenticator and to no other individual;

« The signature creation records or the authentication information were, on the time of signing, below the control of the signatory or, because the case
may be, the authenticator and of no different person;

* Any alteration to the electronic signature made after affixing such signature is detectable;

* Any alteration to the statistics made after its authentication by digital signature is detectable; and

« It fulfils such different situations which may be prescribed.

Having stated that, an e-signature / digital signature can not be used for executing the following files or transactions:

« A negotiable tool (apart from a cheque),

* A energy of attorney,

» Accept as true with deed,

» A will (consisting of every other testamentary disposition via anything name known as), and/or « Any settlement for the sale or conveyance of
immovable belongings or any interest in such belongings.

Conditions of use for e-signatures the usage of Aadhaar model For an e-signature, using Aadhaar e-KYC based model, the provider provider needs to
be either of the following:

(a) a Central/ State Government Ministry / Department or an venture owned and managed by means of Central / State Government, (b) an authority
constituted underneath a Central / State Act, or (c) a now not-for-earnings agency / unique cause organization of country wide importance, (d) a
financial institution / economic group / telecom agency, or (e) a criminal entity registered in India.

Accordingly, as a first step the service issuer supplying e-signature facilities to its customers is needed to fall in one of the above classes. Further, an
application service provider (ASP) (this is the enterprise / company offering the e-signature service), is needed to be empaneled (by using signing an
settlement) with a licensed certifying authority certified via the Controller of Certifying Authorities. A listing of the certifying government, as on date,
is as follows:

(a) eMudhra Ltd., (b) C-DAC (Centre for Development of Advanced Computed), (c) (n)Code Solutions, (d) NSDL e-Governance Infrastructure Ltd.,
and (e) Capricorn Identity Services Pvt. Ltd.

Accordingly, best within the event an ASP is empaneled with a licensed certifying organisation can it provide e-signature centers/offerings to its clients.
Thus, it will become vital to check for achievement of the aforementioned conditions, previous to choosing a carrier provider to tie up with, in order to
be compliant with the applicable regulation.



