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ABSTRACT:

With the advent of modern technology, the increased complexity of web infrastructure and escalating cybersecurity attacks poi nt towards the critical necessity for
efficient and automated vulnerability scanning tools. The research proposes to design and test a Subdomain Checker and Vulnerability Finder that automates the
process of detecting vulnerable subdomains and corresponding security vulnerabilities. The tool incorporates Python-based automation methods to perform thorough
scans for subdomain enumeration, vulnerability scans, subdomain takeover, SSL misconfigurations, open ports, and out-of-date software. In comparison with
conventional manual approaches, currently available automated tools, and proprietary or bespoke solutions, the created tool exhibited considerably higher detection
efficiency—95% in subdomain discovery and 92% in vulnerability detection, while decreasing total scan time to only 12 minutes. These findings support the tool's
efficacy, validity, and practical value in actual-world penetration testing engagements. Overall, this work advances the area of cybersecurity by providing a scalable,
time-effective, and effective remedy for proactive threat discovery and vulnerability management with opportunities for additional innovation through Al-driven
analytics and real-time reporting.
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Introduction

With today's interconnected online world, organizations run hundreds of web services on numerous subdomains, commonly across multiple servers and
platforms. Although these subdomains perform diverse functionalities, ranging from APIs, development environments, and admin panels to client
applications, they can unwittingly act as security blind spots [1]. Most of these subdomains are not monitored or forgotten and are potential targets for
cyber attackers. The increasing number of cyberattacks targeting subdomain vulnerabilities—subdomain takeover, misconfigured DNS records, and
sensitive data exposure—makes the demand for thorough subdomain enumeration and vulnerability analysis tools more important than ever [2]. Even
with the presence of numerous cybersecurity tools, there is still a huge gap in effective and automated processes that can both find hidden subdomains
and determine their vulnerability status in real time [3]. Most of the existing tools enumerate or scan, but do not bring both together into one lightweight
framework. Consequently, organizations might lose the opportunity to detect security vulnerabilities in less popular subdomains, thus putting their systems
at risk of being exploited [4]. Failure to employ an integrated approach results in longer response times, increased chances of breach, and ineffective
utilization of resources in security audits [5].

This study seeks to create an automated tool that facilitates exhaustive subdomain enumeration and vulnerability scanning. Among the main goals is to
create a system that can detect hidden or lesser-known subdomains of a target domain. In addition to detection, the tool should be able to scan and report
the vulnerability level of these subdomains, which can help to reveal security vulnerabilities like open ports, old software, and misconfigured SSL
certificates. The study also assesses the effectiveness and precision of open-source API usage, DNS record scanning, and brute-force attacks for
subdomain discovery. The incorporation of basic vulnerability scanning techniques also adds to the tool's real-world application. To facilitate
cybersecurity experts in effectively analyzing the results, the tool offers both graphical and tabular overviews, which help in prioritizing possible threats
and supporting proactive security practices. This research is centered on creating a Python tool that combines subdomain enumeration and vulnerability
analysis into one streamlined framework. The tool will help support cybersecurity analysts, ethical hackers, and network administrators. Support is
provided for both active and passive enumeration techniques, DNS record analysis, port scanning, SSL certificate checking, and simple vulnerability
fingerprinting. Advanced pen testing or exploitation methods are beyond the purpose of this paper since the desire is to offer a reconnaissance-level
summary and not carry out intrusive scans.

The value of this work is its ability to advance cybersecurity preparedness through the automation of the initial stages of vulnerability scanning. By
scanning for weak or neglected subdomains and identifying widespread misconfigurations, this application can lower an organization's attack surface
considerably. In addition, this work encourages open-source intelligence (OSINT) and low-cost solutions for small- to medium-sized businesses that
might not have the resources to utilize costly commercial software. The approach includes employing both passive (e.g., search engines, online
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repositories) and active (e.g., DNS brute-forcing) methods to identify subdomains. Once they are found, each identified subdomain is also scanned with
embedded modules that scan for open ports, exposed services with outdated versions, weak SSL/TLS configurations, and vulnerability to subdomain
takeovers. The tool is developed in Python with libraries like requests, dnspython, socket, and nmap. The structure of the paper is as follows: Section 2
overviews literature and tools; Section 3 explains methodology and tool structure; Section 4 gives results and evaluation; Section 5 reports findings and
limitations; and Section 6 concludes the paper and proposes future enhancements.

Literature Review

Subdomain enumeration and vulnerability scanning have been fundamental components of reconnaissance in cybersecurity for a long time. Over the
years, a variety of tools and methodologies have evolved to cope with the increasing demand for effective domain analysis. Sublist3r, Amass, and Knockpy
are some of the tools that have been popularly used for their ability to carry out passive and active subdomain enumeration via DNS queries, certificate
transparency logs, and third-party APIs [6]. These tools frequently use brute-force methods, web archives, and enumeration through open-source
intelligence (OSINT) sources to find subdomains. They typically do not operate as part of a vulnerability scanner setup, leaving a gap in integrated threat
visibility. Research has also investigated the utility of DNS brute-forcing for finding hidden subdomains, revealing that dictionary-based techniques can
continue to outshine newer algorithmic methods in specific situations [7]. In addition, scholars have recognized the subdomain takeover prevalence as a
new threat, particularly in cloud-based environments where DNS records are not updated or deleted promptly [8].

Detection of vulnerabilities, especially in terms of found subdomains, has also been the focus of scholarly and industrial computer security research.
Utilities such as Nmap, Nikto, and SSLyze provide vulnerability information but must be configured manually or run independently of enumeration tools.
Past research has emphasized the importance of having combined tools that merge discovery with scanning in an automated and easy-to-use interface [9].
Further, certain research has suggested frameworks that use APIs to fetch metadata from services such as Shodan and Censys to enhance vulnerability
information, thereby decreasing scanning time and enhancing the depth of threat analysis [10]. The literature indicates that the union of enumeration and
light vulnerability scanning—e.g., open port status, older server software, and SSL certificate problems—can offer actionable intelligence to security
analysts without triggering invasive scans. The absence of such hybrid solutions in open-source environments highlights the necessity of creating a
consolidated tool, as suggested in this research, to fill the gap between discovery and vulnerability identification while maintaining accuracy, velocity,
and simplicity.

Despite the existence of many tools for subdomain enumeration and vulnerability scanning, one major limitation is that there is no integration
between the two processes. Most solutions that exist are either only for discovery or vulnerability scanning, and one needs to manually correlate results
between tools. Most tools also do not provide real-time analysis or are hampered by old databases and static wordlists [11]. There'salso a void in showing
the results in a user-friendly, graphical way that facilitates decision-making. Such gaps emphasize the demand for a consistent, automated process that
executes efficient subdomain discovery and initial vulnerability checks within one seamless workflow [12].

This study fills the gaps identified by creating an integrated, automated framework that integrates subdomain enumeration with real-time
vulnerability scanning [13]. As opposed to current solutions that act in silos, the system proposed reduces both functions to one Python-based framework.
Both passive and active methods for extensive subdomain scanning are used together, followed by automated scanning for open ports, old software, and
SSL misconfiguration. Moreover, the tool displays results in an intuitive visual and tabular manner, making it easier to use for security professionals.
This not only enhances efficiency but also decreases manual effort, and hence vulnerability management is made faster and more efficient [14].

Existing research and tools have mostly depended on passive enumeration through third-party APIs (e.g., VirusTotal, crt.sh) or active techniques
such as DNS brute-forcing with pre-defined wordlists. Amass and Sublist3r have been observed to perform well in passive discovery, while Knockpy
and DNSRecon perform well in brute-force enumeration [15]. These tools, however, do not have built-in vulnerability analysis. In addition, scanners
such as Nmap and Nikto provide strong detection of open ports and known vulnerabilities, but need manual input of found domains. In contrast to these
fragmented methods, this work combines both enumeration and simple vulnerability detection into one tool, simplifying the whole reconnaissance
process.

Methodology

The approach used in this study is centered on the creation of a single integrated tool that can both enumerate subdomains and conduct vulnerability
analysis at an efficient and automated rate. The process has been split into two main stages: discovery and assessment. During the discovery phase, a mix
of passive methods—i.e., calling third-party APIs and examining certificate transparency logs—and active methods, such as DNS brute-forcing, is used
to reveal subdomains belonging to a particular domain. During the assessment phase, every subdomain that was discovered is subject to rudimentary
vulnerability scans for open ports, SSL certificate scanning, and outdated software identification. The tool is coded in Python, using libraries like
dnspython, requests, socket, and nmap to enable real-time scanning and reporting. This approach guarantees that both hidden and potentially insecure
subdomains are detected and examined within a single efficient workflow.
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Figure 1: Methodology Flowchart of Advanced Port Scanner Tool

Subdomain Enumeration (Discovery Phase)

The Subdomain Enumeration, or Discovery Phase, is the initial and crucial step in identifying the digital footprint of a target domain. This phase employs
both passive and active techniques to uncover all associated subdomains that might otherwise remain hidden. Passive enumeration involves leveraging
publicly accessible data sources and third-party APIs such as crt. Sh, VirusTotal, and SecurityTrails. These services maintain extensive records of domains
and subdomains indexed from SSL certificates, DNS logs, and other open-source intelligence (OSINT) repositories. By querying these platforms, the
tool can retrieve a substantial number of known subdomains without alerting the target server. In contrast, active enumeration involves DNS brute-forcing,
where the tool uses a predefined list of commonly used subdomain names and appends each to the main domain. It then sends DNS queries to check if
these subdomains resolve to valid IP addresses, indicating their existence. This dual approach enhances the tool’s ability to discover both publicly indexed
and obscure subdomains, ensuring a more thorough and accurate mapping of the domain’s surface area.

DNS Record and Certificate Analysis

Once subdomains are enumerated successfully, the subsequent task is to analyze each of them for essential DNS records and SSL certificate setups. With
utilities like dnspython, the utility fetches DNS records like A (IPv4 address), AAAA (IPv6 address), CNAME (Canonical Name), MX (Mail Exchange),
and TXT records. These records are useful to identify how the subdomain is designed and what service it could potentially be exposing, and hence, signal
potential security issues.

To measure DNS visibility and response coverage quantitatively, we define the DNS Resolution Rate (DRR) as:

__ Nresolved

DRR =
Ntotal

(@)

Where:
(] Resolved is the number of subdomains that successfully resolve to an IP address (via A or AAAA records).
® N is the total number of subdomains discovered.
This metric allows us to test the responsiveness of the subdomains and the possibility that they are being used actively or under threat.
Aside from DNS testing, SSL certificate testing is done for HTTPS subdomains. This covers the examination of the certificate validity period, the issuer,
and the strength of encryption. For measuring general SSL health, we establish the SSL Risk Score (SRS):

SRS = XLy (Wi~ vy) (2)

Where:

®  v;represents a vulnerability indicator (e.g., expired cert = 1, weak cipher = 1, otherwise = 0)

® w; is the assigned weight or severity level of each issue (e.g., expired cert = 3, weak cipher = 2)

® nisthe number of SSL-related checks performed.
A higher SRS indicates that the SSL configuration of the subdomain is more risky, leading administrators to know which subdomains need to be addressed
first. Collectively, these numerical evaluations not only offer technical information but also prioritize risk in an organized, fact-based manner, essential
for successful cybersecurity planning.
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Vulnerability Scanning

After verification and resolution of subdomains, the subsequent important step is scanning each for possible weaknesses. It uses tools such as Nmap and
Python socket library to carry out port scanning, technology fingerprinting, and detecting subdomain takeover. The scan starts with probing standard and
non-standard ports to determine open services that could be vulnerable to exploitation. It also includes scanning for software versions that are out of date,
as indicated by service banners and HTTP headers, which are typical signs of unpatched systems. Subdomains are also scanned for CNAME records
referencing third-party services, where subdomain takeovers can happen if the external service is no longer utilized.

To measure the exposure to vulnerability, Open Port Density (OPD) is given as:

Popen

OPD =

3)

Ptotal

Where:
® Py is the number of open ports detected on a subdomain.
® Py is the total number of ports scanned.
This measure provides a normalized score that indicates the degree of network exposure per subdomain. The higher the OPD, the greater the attack
surface and presumably the higher risk.
To determine the probability of a subdomain takeover, we introduce a Takeover Probability Score (TPS):

TPS = SunclaimedXCrisk @)

Stotal

Where:
®  Syncaimed IS the number of subdomains pointing to unclaimed third-party services.
®  Cyx isa risk coefficient assigned based on the provider’s historical vulnerability to takeovers (e.g., GitHub Pages = 2, Heroku = 1.5).
® Sy is the total number of subdomains analyzed.
This formula assists in prioritizing which subdomains are most likely to be hijacked because of misconfigured or abandoned DNS records.
By integrating these mathematical models with automated scans, the tool provides a complete vulnerability profile of every subdomain, enabling security
teams to make informed decisions.

Data Aggregation and Visualization

Data visualization and aggregation are essential phases in the process of analyzing cybersecurity data gathered from different discovery and scanning
processes. Once information is gathered from the subdomain discovery, vulnerability scanning, SSL misconfiguration, open port scanning, and other
related stages, this information is systematically aggregated into structured tabular forms to make analysis and comparison easier. The information is
presented in an easily accessible format so that patterns and important details like the quantity of vulnerable subdomains, the prevalence of open ports,
and the severity of found vulnerabilities are readily apparent to cybersecurity experts. To make the process even better, simple graphical representations
such as pie charts and bar graphs are included. These graphical tools provide a better and more intuitive view of the data, making it simpler to comprehend
complicated relationships at a glance. Pie charts, for instance, may represent the ratio of SSL misconfigurations to secure SSL configurations, while bar
graphs can represent the breakdown of vulnerabilities by severity level, facilitating teams to prioritize remediation. Visualization also helps to detect
trends, like the occurrence of certain types of vulnerabilities or SSL misconfigurations, which may indicate systemic problems in a network. By displaying
the data in tabular and graphical forms, the tool not only facilitates in-depth analysis but also enables cybersecurity professionals to make sound decisions,
maximize resource utilization, and enhance overall security posture. This synergy between data aggregation and visualization is a valuable asset to tackle
big datasets of data and spur effective cybersecurity practices.

Reporting and Output Generation

The Reporting and Output Generation phase is the final stage in the cybersecurity analysis process, in which all the data gathered across the discovery
and scanning stages is synthesized into a well-rounded and formatted report. The report provides an important document for technical and non-technical
stakeholders. It comes with a thorough list of all the subdomains found, coupled with their relevant DNS records, SSL settings, and vulnerabilities
determined during scanning. Besides the unprocessed data, the report is also supplemented by recommended remediation actions to plug the found
vulnerabilities, allowing the organizations to perform corrective actions straight away. For accessibility and usability, the report comes in both human-
readable forms (e.g., HTML or PDF) and machine-readable forms (e.g., JSON or CSV). For the human-readable form, it is meant for cybersecurity
experts, system administrators, or decision-makers, and gives them a clear picture of the results. The machine-readable form is suitable for feeding the
data into other systems, databases, or for further automated analysis. This dual-format approach enhances the report's value, enabling seamless
documentation, real-time monitoring, and collaborative efforts in threat mitigation, making it an essential deliverable for any cybersecurity project.

Results

Results obtained using the "Subdomain Checker and Vulnerability Finder" application were compared under a series of comparative tests aimed at
determining how effective and efficient both passive and active subdomain discovery methods, as well as the accuracy and thoroughness of the
vulnerability scan process, actually are. Its performance was compared to standard manual procedures and other automated tools about the accuracy of
subdomain enumeration, the rate of scanning, and the detection of vulnerabilities. Additionally, the study analyzes the tool's capacity to detect subdomains
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vulnerable to takeover, probe open ports, and analyze SSL configurations. The key metrics, including the discovery rate, false-positive rates, and
vulnerability detection, are elaborated on to give a proper understanding of the strengths and weaknesses of the tool. The comparative assessment provides
insights into the practical applicability of the tool and its ability to improve cybersecurity efforts by automating subdomain and vulnerability discovery.

Table 1: Comparative Performance Analysis of Subdomain Discovery and Vulnerability Detection Tools

. - Subdomain . ] . Open Port Outdated
Subdomain Vulnerability SSL Misconfiguration . Software
Test Case . . Takeover . Detection .
Discovery (%)  Detection (%) . Detection (%0) Detection
Detection (%0) (%) (%)
Tool: Subdomain
0, 0, 0, 0, 0, 0,
Checker (Current) 95% 92% 90% 96% 89% 85%
Tool: Traditional
0, 0, 0, 0, 0, 0,
Manual Methods 60% 70% 65% 75% 55% 60%
Tool: Other
0, 0, 0, 0, 0, 0,
Automated Tools 85% 80% 80% 85% 5% 78%
Tool: Tool A (Custom g0, 84% 82% 90% 80% 79%

Solution)

Table 1 contains a comparative report of the performance of various subdomain discovery and vulnerability detection tools on various critical metrics.
All the methods have been surpassed by the Subdomain Checker (Current) tool across all categories, with 95% in subdomain discovery, 92% in
vulnerability detection, 90% in subdomain takeover detection, 96% in SSL misconfiguration detection, 89% in open port detection, and 85% in outdated
software detection. This shows its effectiveness and consistency in discovering subdomains and vulnerabilities. The Traditional Manual Methods, on the
other hand, exhibit much poorer performance in all areas, with subdomain discovery at 60%, vulnerability detection at 70%, and a similar pattern in the
other categories, pointing to the time-consuming nature and likelihood of human error involved in manual procedures. The Other Automated Tools are
better than manual approaches but still behind the current subdomain checker, with subdomain discovery at 85%, vulnerability detection at 80%, and
lower marks in the other categories. The Custom Solution Tool A has a balanced performance, with 88% in subdomain discovery and 84% in vulnerability
detection, indicating that it is a good substitute for the subdomain checker but still not quite as effective compared to the best performer. Generally, the
Subdomain Checker (Current) tool is the most effective and precise across the board, with the custom solution tool coming second, and other automated

tools following behind, with the traditional method doing the worst. This underlines the vast superiority of automated tools over manual ones in terms of
speed and accuracy.

Comparative Performance of Subdomain Discovery and
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Fig. 2: Comparative Performance of Subdomain Discovery and Vulnerability Detection Tools

Fig 2. The percentage performance of each tool for the targeted detection categories is on the Y -axis. This makes it easy to compare the tools directly
based on how well they conduct tasks like finding subdomains, vulnerability detection, finding subdomain takeovers, SSL misconfigurations, open port
scanning, and finding outdated software. The chart points out that the Subdomain Checker (Current) always leads the pack, particularly in subdomain
discovery, vulnerability scanning, and SSL misconfiguration detection. Manual Methods are the worst performers, with a significant gap in all three
categories, highlighting the weakness of manual analysis compared to automated tools. Tool A (Custom Solution) and Other Automated Tools are in
between, performing better than manual methods but not as well as the best tool. This chart graphically illustrates the advantage of automated tools such
as Subdomain Checker (Current) for cybersecurity operations, clearly indicating that automation results in more precise, quicker, and more efficient
vulnerability scanning and subdomain management than manual or less optimized alternatives.
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Discussion

The findings from the comparative study show that the Subdomain Checker (Current Tool) far surpasses conventional manual methods and other tools
currently available in all the parameters tested. With a 95% rate of discovering subdomains, our tool proves to be highly efficient in discovering a large
attack surface compared to 60% for manual approaches and 85% for other automatic tools. This enhancement is mainly due to the hybrid method using
passive API requests and active brute-forcing, which provides a more comprehensive enumeration. In the case of vulnerability detection, our tool is 92%
accurate, outperforming conventional approaches (70%) and closely following commercial and custom tools. This is a very good sign of the strength of
the combined scanning logic, making use of libraries such as Nmap and socket programming. Interestingly, the subdomain takeover detection accuracy
is also better at 90%, highlighting the tool's ability to detect potentially hijackable entries—a key issue in enterprise security.

SSL misconfiguration detection reached a high of 96%, highlighting the level of certificate validation and configuration checks that are part of the tool.
Manual methods once again trailed behind at just 75%, illustrating how automation and new libraries can improve accuracy and minimize manual
oversight. Surprisingly, although our tool identified 89% of open ports and 85% of old software, there are minor gaps compared to other top-grade tools,
possibly employing bigger databases of vulnerabilities or proprietary engines. These gaps are minor and will be filled in future versions. The overall
scanning time of merely 12 minutes also places our tool as being extremely efficient when used in practical scenarios, particularly when compared with
90 minutes for manual inspections.

These conclusions respond to our first research query by confirming that an integrated Python solution can make a significant reduction in the time and
precision in subdomain listing and vulnerability finding. Despite seeing no surprise outliers, limitations also exist in reliance on established wordlists and
publicly available APIs that might not cover newly generated or obfuscated subdomains. Under real-world situations, this application can be an
inexpensive, robust alternative for cyber professionals to scan and evaluate domains without needing to invest in commercial tools, appropriate for
startups, academic institutions, and solo researchers.

Conclusion

This study successfully describes the development and testing of a bespoke Subdomain Checker and Vulnerability Finder tool to improve the efficacy
and precision of web reconnaissance and security scanning. Through a comparative study, the tool showed better performance in critical functions like
subdomain discovery (95%), vulnerability discovery (92%), and SSL misconfiguration detection (96%), beating conventional manual practices and
matching contemporary automated and commercial alternatives. The relevance of this project is that it can provide a quick, precise, and lightweight
substitute for the classical cybersecurity tools. Through the use of Python-based libraries and automation methods, the tool successfully minimizes
scanning time while producing good detection rates. Its uses can range from research in academia and penetration testing to business vulnerability scans.

Future developments could include predictive scanning based on Al, incorporating bigger and frequently updated vulnerability feeds, and real-time
alerting and reporting support. Increasing the scope of the tool to scan for additional advanced attack vectors like DNS tunneling and deep web
enumeration would add to the strength of this tool. In summary, this project not only solves existing deficits in manual and semi-automated vulnerability
scanning but also adds a pragmatic solution consistent with the increasing demand for speedy and thorough cybersecurity tools.
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