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ABSTRACT

The healthcare sector faces significant challenges in managing drug inventory and ensuring timely distribution to medical institutions. To address these issues, this
project introduces the Drug Inventory and Supply Chain Tracking System, an inno- vative blockchain-powered solution designed to enhance the efficiency,
transparency, and reliability of drug supply chains. This system aims to deliver the right quantity of the right product, at the right place, at the right time, in the right
condition, at the right cost, for the right people. Leveraging blockchain technology ensures data integrity, security, and real-time tracking of drug movements across
the sup- ply chain. The system provides a dashboard-based platform for online monitor- ing, enabling comprehensive oversight of activities, including vendor
processes like supply order preparation and shipment tracking. It also analyzes drug consump- tion patterns at hospitals and medical institutions, aiding in demand
forecasting and inventory optimization. With robust quality controls integrated, the system guarantees the safety and effectiveness of procured drugs while reducing
inefficien- cies and preventing stockouts or overstocking. By streamlining procurement and distribution processes, this blockchain-driven solution ensures constant
drug avail- ability, enhances operational transparency, and supports better decision-making, ultimately improving healthcare outcomes and reducing costs

1. Introduction

The healthcare supply chain is one of the most complex systems involving many stake- holders, and this complexity often leads to confusion in tracking
the supplies and allowing counterfeit drugs to enter into the system. Counterfeit drugs contain no or even incor- rect active pharmaceutical ingredients
and are the cause of significant health hazards, especially in developing countries, where they constitute as much as 30 percent of sold medicines and are
the biggest killer of children. This problem also results in consider- able economic losses, to the tune of 200 billion dollars annually, according to the
U.S. estimates. Traceability of drugs is one of the important requirements through regula- tion, such as DSCSA in the United States and similar initiatives
are ongoing in China. Decentralized, tamper-proof ledger technology, such as that with blockchain technology, has proven promising to better traceability
and reduction in the instances of counterfeit drugs through its capabilities in securely tracking transactions all along the chain of drug distribution from
raw materials to end users[1]

Counterfeit drugs take advantage of gaps in the pharmaceutical supply chain. In cases of drug shortages, the demand for them tends to be high, especially
on expensive pre- scription drugs like AIDS and cancer treatments. Falsified medicines may not work, may cause harm, or even kill the user, especially
in low-income countries where antibiotics and anti-malaria drugs are mostly counterfeited. Other challenges in the pharmaceutical supply chain include
poor inventory management, drug shortage, adverse drug reactions, contaminated manufacturing, poor and inappropriate cold chain management, lack of
visibility in shipments and other issues. It creates room for counterfeiting by its com- plexity, which is so difficult and expensive to tell from the real
ones; drugs make up one in every ten medical products sold globally in low-and-middle income countries. India, a major player in the pharmaceutical
industry, also faces significant counterfeit drug issues, driven by the difficulty of detection and gaps in regulation. Blockchain technology offers potential
solutions by enhancing traceability and transparency across the supply chain.[2] Effective management of drug inventories in hospitals is very critical in
tackling drug shortages, over-provisioning, expensive storage, and wastage. Generally, safety stock strategies have been employed to counter these
shortages in most hospitals; however, they result in inefficiency and expense when considering storage and expiration constraints on specific drugs. This
paper is addressing the supply chain’s complexity in nature, propos- ing a model called Dynamic Refilling dRug Optimization (DR20), which can
minimize the cost of refilling, storage, and penalty for shortage. A Markov Decision Process (MDP) framework, combined with Deep Reinforcement
Learning (DRL) and Deep Neural Net- works (DNN), is utilized to enable automated decisions about when and how much to refill in relation to demand,
capacity of storage, and budgetary constraints. The pro- posed system provides near-optimal solutions to large-scale inventory problems, allowing
hospitals to improve operational efficiency while balancing costs and demand.[3]

HSCM is a very crucial step for the safe and effective movement of medical prod- ucts from producers to end-users but suffers due to factors like fake
medicines, lack of transparency, central control, and inadequate security in loT-enabled system[4]
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s. In the interest of mitigating such challenges, the present research introduces the concept of NAIBHSC that integrates loT and Blockchain technology
into HSCM for more security, traceability, and efficiency. The key innovations include smart contracts for au- tomated transactions, RFID tags for product
tracking, and a bi-objective mathematical model to minimize costs and reduce product damage during transportation. The proposed solution demonstrates
an improved response time, reduced latency, and enhanced sustainability, thus providing a secure and transparent framework for healthcare logis- tics.[4]

A supply chain is defined as the process of acquiring a product from its manufacturer and delivering it to the end-user (customer). A supply chain can be
for any product, such as an automobile, clothing, medical supply chain, etc.Like other supply chains, the healthcare supply chain has many stakeholders,
starting with the raw material supplier and progressing to the manufacturer, then a wholesaler and distributor, and finally the pharmacist and the customer
(patient) When we examine healthcare supply chains, we see that they have a large and complex structure and numerous stakeholders. Traceability,
transparency, dependability, cost efficiency, integrity, and sustainability are all lacking in earlier versions of supply chains that were not digitally
advanced. There is no proper method for tracking the history of medicine transitions [a]Jnd ownership from their origin to the patients. Due to a lack of
traceability and transparency, there is uncertainty about the medicine’s originality and security, which leads to issues related to drug counterfeiting and
falsification. In addition, the lack of these critical features leads to black-marketing of medicines, the intermediary falsifies the actual drugs andsells the
irrelevant drugs at a lower price. These activities do not stop at lowering the prices of fake products; instead, black marketers raise the prices of original
products to such an unpayable level that people in need are forced to switch to them. These actions not only cause a slew of health problems for the
people, but they also result in a large number of casualties at times, which can cause panic among the people in times such as the Covid-19 pandemic.[5]
The e-LMIS is a very key means through which the medicine supply chain in Singida District Council, Tanzania, is to be improved. The data management,
procurement, and distribution will be streamlined, thus increasing access to essential medicines in public health facilities. The system allows health
providers and decision-makers better commu- nication that will lead to a better-informed decision in regard to medicine stock levels and resource
allocation.[6] A strong drug inventory and supply chain tracking system is an essential remedy for overcoming the challenges posed by the pharmaceutical
industry. It would be possible through integration of the latest technology to increase the efficiency in operation, minimize wastage, and make the drugs
most crucial available when needed the most. Such advancements would benefit not only the healthcare sector but also pa- tient outcomes by assuring
the delivery of such critical drugs where and when they are needed the most[7]. Manual inventory management relies heavily on paper-based records or
spreadsheets for tracking drug quantities and locations. This outdated approach of- ten results in errors, delays, and inefficiencies in maintaining accurate
records. Limited visibility further exacerbates the problem, as there is a lack of real-time information on drug availability and movement. Inefficient
procurement processes depend on manual methods and communication through phone or email, making them slow and prone to miscommunication [8].

Paper-based documentation is another challenge, with manual tracking of purchase orders, invoices, and delivery receipts creating unnecessary delays
and a higher risk of errors. Manual distribution adds to the inefficiency, relying on physical transportation and manual tracking of shipments, which can
result in delays and lost shipments. Limited quality control due to manual inspection and testing of drugs further compromises the effectiveness of the
supply chain.[9]

Issues related to raw material shortages, manufacturing disruptions, and regulatory barriers exacerbate drug shortages that significantly impact the quality
of inpatient care.

However, pediatric patients are impacted the most. Children present specific challenges with limited alternatives available for therapeutics and an
increased risk of adverse effects from substituting drugs. Although there are guidelines to address drug shortage man- agement and surge capacity
planning, such aspects have rarely considered the pediatric care. Increased demand, supply chain disruption, and estimating pediatric drug usage with vial
fractionation and varying concentrations further complicate medication inven- tory management during emergencies such as global pandemics. However,
the problem of limited resources and solutions designed for pediatric hospitals still remains.[11]

1.1 Problem Statement

The pharmaceutical and healthcare industries face critical challenges in managing drug supply chains effectively. Inefficient inventory management often
leads to stockouts or overstocking, disrupting drug availability and wasting resources. Procurement processes, reliant on manual methods like paper-
based records and email communication, are prone to errors and delays. Similarly, vendor management lacks effective tracking systems to monitor supply
chain activities such as order preparation and shipment. Quality control processes are often manual, leaving gaps in ensuring drug safety and quality.
More- over, the absence of centralized real-time monitoring limits visibility and transparency, preventing stakeholders from addressing bottlenecks and
inefficiencies promptly.

To address these challenges, there is a need for an integrated **Drug Inventory and Supply Chain Management System**. This system would enable
real-time tracking of drug quantities and locations, reducing stock imbalances. An online platform for procure- ment would streamline operations and
minimize errors, while automated quality control checks would ensure drug safety. Centralized real-time monitoring would enhance vis- ibility across
the supply chain, fostering transparency and accountability. The system would also analyze drug consumption patterns, helping forecast demand, optimize
inven- tory levels, and improve distribution efficiency. Automation in distribution would ensure timely delivery of drugs, and advanced analytics would
provide actionable insights for cost savings, resource optimization, and process improvements.
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1.2 Motivation

Effective drug supply chain management is critical in ensuring the timely availability of essential medicines in the pharmaceutical and healthcare
industries. Inefficiencies in in- ventory management, manual procurement processes, and an inadequate vendor tracking system are, however, common
challenges in this regard. These issues often lead to stock- outs, overstocking, and delays in supply, causing disruptions in the availability of drugs,
resource wastage, and deterioration of patient care. Furthermore, the lack of centralized real-time monitoring systems and dependency on manual quality
control methods also limit transparency and proactive bottlenecks. These gaps call for innovative solutions to optimize supply chain operations and ensure
seamless drug distribution.

Recent technological advancements, such as real-time tracking systems, automated qual- ity control mechanisms, and advanced analytics, offer immense
potential to overcome these challenges. These innovations allow for the development of an integrated system that improves visibility in supply chains,
ensures better management of inventory, stream- lines procurement and distribution processes, analyses drug consumption patterns, can forecast demand,
and help in decision-making to optimise resources and reduce cost. This motivation of this survey paper is to research and discuss the available approaches,
technologies, and frameworks used for drug supply chain management; identify gaps, op- portunities for improvement, and give an outlook on how state-
of-the-art technologies could be pivotal in changing the way the drug inventory and supply chains are being maintained.

1.3 Objectives

The system is designed to make supply chain operations efficient by ensuring that the right quantity of the right product is delivered to the right place at
the right time, in the right condition, at the right cost, and to the right people. This ensures efficiency, reliability, and accuracy in meeting supply and
demand requirements. By aligning these critical elements, the system minimizes delays, reduces waste, and enhances overall operational effectiveness.

The system features a dashboard-based online platform that enables the real-time monitoring of activities at all levels to enhance transparency and
accountability. The key processes are therefore in view, enabling timely intervention and well-informed decisions. In addition, close monitoring of vendor
activities, such as preparation of supply orders and shipment tracking, is carried out to ensure smooth and efficient operation, leading to better coordination
and accountability across the supply chain.

2. Related Works

Blockchain technology has emerged as a crucial solution to the inefficiencies and vulnera- bilities in the pharmaceutical supply chain. A study proposed
a blockchain-based frame- work that ensures secure drug traceability in the healthcare supply chain, emphasizing the importance of decentralized ledgers
in maintaining data integrity and transparency. An- other work developed an interactive drug supply chain tracking system using Blockchain 2.0, focusing
on improving real-time tracking capabilities and collaboration across stake- holders. These systems significantly enhance accountability and address
issues such as counterfeit drugs and fragmented logistics.

Advanced technologies like blockchain and 10T have been further integrated into sup- ply chain operations. Research has shown the ability of blockchain
to work in conjunction with 10T, in monitoring and tracking the medical product logistics, thereby establishing end-to-end visibility. Another approach
extended this concept by the implementation of a smart contract-based system, enhancing traceability, security, and efficiency in drug supply chains.
These approaches handle critical challenges, such as data manipulation and unauthorized access, making the pharmaceutical supply chain more robust.

A few studies have addressed the problem of drug shortages by exploring optimization strategies in inventory management within hospital supply chains.
By using digital tools and blockchain technologies, these efforts are meant to prevent shortages through better forecasting and resource planning. Other
frameworks have been proposed to enhance the efficiency of inventory management, especially in resource-constrained environments. These works
highlight the role of blockchain in ensuring consistent drug availability and reducing operational bottlenecks.

Notable efforts have also been noted in combating counterfeit drugs and enhancing accountability in the supply chain. For example, the introduction of a
blockchain-based system verified the origin of drugs, thus preventing counterfeit products from entering the supply chain. Another study addressed the
challenge of scalability in blockchain implementation by using Delegated Proof-of-Stake to make pharmaceutical supply chains time-efficient and
auditable.[12]

The authors utilized a blockchain-based framework to guarantee data integrity in drug supply chains by harnessing the power of a combination of
cryptographic algorithms and consensus mechanisms. The methodology adopted was that of a Proof-of-Authority (PoA) consensus algorithm to achieve
high transaction throughput and reduce energy consump- tion compared to traditional Proof-of-Work (PoW) systems. The framework incorporated
hashing algorithms, such as SHA-256, to secure drug-related data by generating unique digital fingerprints for each transaction. Moreover,smart contracts
have been deployed for automatic processing, including real-time checking of drug authenticity, tracking of shipment movements, and marking the
instances of deviation. The use of distributed ledger provides an audit trail across the distributed ledger network for the sake of man- ufacturers,
distributors, and retailers that can prove tamper-proof. Furthermore, 10T devices like RFID tags and sensors were incorporated for real-time capturing of
condi- tions in which drugs are stored and were thus made to meet all regulations. It thus brought transparency, traceability, and data integrity along the
supply chain. [16] Opti- mization framework for hospital supply chains using blockchain-based tools to enhance efficiency and reduce operational
bottlenecks. The methodology utilized a Hyperledger Fabric blockchain platform to enable permissioned access among stakeholders, ensur- ing data
privacy and secure communication. The authors integrated genetic algorithms (GAs) to optimize the routing and scheduling of medical supplies,
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minimizing delivery times and costs. Smart contracts were employed to automate key processes, such as order verification, supplier payments, and
inventory restocking. The framework also in- corporated machine learning models to predict demand patterns based on historical data, enabling real-time
adjustments to inventory levels. Furthermore, hashing algorithms like SHA-3 ensured data integrity, while the consensus mechanism used a Practical
Byzantine Fault Tolerance (PBFT) protocol for faster validation of transactions within the network. This combination of advanced tools ensured improved

traceability, reduced wastage, and enhanced overall hospital supply chain efficiency.[17]

Blockchain’s role has also been examined in public health logistics in a variety of con-

texts. A few such reviews of electronic logistic management systems in healthcare settings demonstrate how blockchain can augment transparency and
efficiency in medicines sup- ply chains. Another investigation on critical medication inventory management regarding the COVID-19 situation further
emphasized blockchain’s applicability in managing dis- ruptions and breaking the crisis chain. Overall, from all these studies, it depicts how blockchain

technology can further be used for the modernization and security of the drugs supply chain.
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3. Methodologies

Blockchain technologies have transformed the pharmaceutical supply chain by overcoming the challenges of counterfeit drugs, data security, and
operational inefficiencies. Method- ologies include decentralized ledger systems for drug traceability, enhancing transparency and ensuring data integrity,
and Blockchain 2.0 for real-time drug tracking and stake- holder collaboration through smart contracts. I0T integration further strengthens lo- gistics by
providing real-time monitoring of medical products, with blockchain ensuring end-to-end visibility and secure record-keeping. Smart contract-based
systems automate processes, improve traceability, and mitigate unauthorized access, while optimization strategies for hospital supply chains leverage
blockchain-based tools to enhance forecast- ing and prevent drug shortages[13].

Scalable solutions such as Delegated Proof-of-Stake (DPoS) enable efficient and auditable pharmaceutical supply chains, addressing issues of scalability
and time constraints[14]. Blockchain-based provenance verification systems check the authenticity of drugs by val- idating their existence and maintaining
the chain of custody against counterfeits. The integrated blockchain-based ELMIS enhances the transparency and efficiency of the pub- lic health medicine
supply chain. During emergencies such as the COVID-19 pandemic, blockchain-based inventory management systems optimized critical medication
distribu- tion with a minimum disruption, highlighting the revolutionizing potential of blockchain to modernize pharmaceutical supply chains[15].

Taylor and Brown (2022)[19] followed a methodology of designing and deploying smart contracts on the blockchain network in order to ease the processes
involved in pharmaceu- tical supply chains. They developed and used smart contracts in the Ethereum platform for automated functions like provenance
validation for drugs, inventory updating, and time-stamped recording of transactions. They deployed IoT sensors in a way that com- bined them with the
blockchain system, offering live updates regarding storage conditions (e.g., temperature, humidity), as well as locations for drugs. They also deployed
decen- tralized consensus algorithms, like Proof of Authority (PoA), for the validation of secure and efficient transactions. The methodology entailed
simulating supply chain scenarios on Hyperledger Fabric to analyze performance metrics, including transaction latency, sys- tem scalability, and fault
tolerance. The study, with this approach, demonstrated higher transparency, reduced risks of counterfeit products, and enhanced operational efficiency in
pharmaceutical supply chains.

Williams and Patel (2021) developed a blockchain-based provenance system to com- bat counterfeit drugs by providing end-to-end traceability and
verification throughout the pharmaceutical supply chain. Their methodology included the design of a permissioned blockchain framework using
Hyperledger Fabric to allow for secure and tamper-proof recording of drug manufacturing, distribution, and sales data. They used a unique digi- tal
identity for every product batch, which was connected through blockchain records via QR codes or RFID tags that consumers and stakeholders can scan
to verify authenticity. Smart contracts were implemented to check for compliance and validate the transactions against predefined regulatory standards.
This included also implementing cryptographic hashing to ensure the integrity of the data and utilized consensus mechanisms, for ex- ample, PBFT in
ensuring reliability across nodes. A lot of testing was conducted using simulated supply chain environments for scalability, performance, and its ability
to detect anomalies related to counterfeiting.[20]

Algorithm 1 Creating a Lot in Smart Contract

Input: lotName, lotPrice, numBoxes, boxPrice, IPFShash, Caller, OwnerlD

Output: An event declaring that the Lot has been manufactured An event declaring that the image of the Lot has been uploaded
Data:

lotName: is the name of the Lot

lotPrice: is the specified price of the Lot numBoxes: is the total number of boxes within a Lot boxPrice: is the price of each box within a Lot IPFShash:
is the IPFS hash of the Lot image

ownerlD: is the Ethereum address of the owner of the Lot initialization;

if Caller == OwnerID

then

Update lotName Update lotPrice Update numBoxes Update boxPrice Add IPFShash
Emit an event declaring that the Lot has been manufactured

Emit an event declaring that the Lot image has been uploaded to the IPFS server
else

Revert contract state and show an error. article algorithm algpseudocode amsmath
Algorithm 1.2 Granting Lot Sale

Output: An event declaring that the Lot is for sale

Initialization:
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if Caller == OwnerID

then

Emit an event stating that the Lot is up for sale

else

Revert contract state and show an error

Algorithm 1.3 Buying Lot

Input: ownerlD, Buyer, Seller, Transferred Amount, lotPrice
Output: An event declaring that the Lot has been sold

Data:

ownerlD: The Ethereum address of the current Lot owner
Buyer: The Ethereum address of the buyer

Seller: The Ethereum address of the seller

Transferred Amount: The amount transferred to the function
lotPrice: The price of the Lot

Initialization:

if Buyer = Seller A Transferred Amount = lotPrice

then

Transfer the price of the Lot to the seller

Update ownerID by replacing the seller Ethereum address with the buyer Ethereum address
Emit an event declaring that the Lot has been sold

Else

Revert contract state and show an error

Algorithm 1.4: Buying Lot Boxes Input:

ownerlD: The Ethereum address of the current Lot owner

Buyer: The Ethereum Address of the Buyer

Seller: The Ethereum Address of the Seller Transferred Amount: The amount transferred to the function boxPrice: The price of the Lot box

numBoxes: The total number of boxes in the Lot numBoxesToBuy: The number of boxes the buyer wants to buy boxesPatient: Maps the number of boxes

bought to the buyer- address

Output: An event declaring that the Lot boxes have been sold.

Data:

ownerID: The Ethereum address of the current Lot owner

Initialization: if Buyer /= Seller A Transferred Amount = numBoxesToBuy x
boxPrice.

then

Transfer The price of the boxes to the seller

Update ownerID by replacing the seller Ethereum address to the buyer Ethereum address
Update numBoxes owned by the seller by decreasing the sold amount from it
Update Update boxesPatient by assigning the purchased amount to buyer addres

Else:
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Revert contract state and show an error.
— Algorithm 2: Drug Supply Chain Tracking Using Blockchain Input:
1-. Drug details (e.g., Lot number, Expiry date, Manufacturer)
= Stakeholder details (Manufacturer, Distributor, Wholesaler, Phar- macy, Patient)
= Transaction details (Sender, Receiver, Timestamp)
Output:
= Immutable records of drug transactions
= Traceability of drugs in the supply chain
Pseudocode:
1. Initialize Blockchain Network:
Deploy Hyperledger Fabric network with predefined stakeholders.
2. Define Smart Contract Functions:
- Function RecordTransaction(drugDetails,sender,receiver):
Add drug details and transaction metadata tothe blockchain.
3. For each transaction in the supply chain:
a. Capture transaction details (drugDetails,sender,receiver,)
b. Invoke RecordTransaction function to append the transaction.
c. Validate and store the transaction hash in the blockchain.
4. Enable Stakeholder Query:
- Function QueryTransaction(druglD):
Retrieve all transactions related to the given drug ID.
5. Track Drug Lifecycle:
Continuously track drug movement until it reaches the end-user.
Algorithm 2.1: Inventory Management System Using Blockchain Input:
= Inventory data (Demand,Lot numbers,Expiry dates)
= Smart contract logic for inventory updates
Output:
= Real-time inventory tracking and management
Pseudocode
1. Initialize Smart Contracts for Inventory:
— Function Updatelnventory(druglD, quantity, expiryDate): Update blockchain with inventory changes.
— Function GetInventoryStatus():
Fetch current inventory details from the blockchain.
2. Monitor Inventory Levels:
a. For each stakeholder:
- Query inventory status using GetlnventoryStatus().
b.  Calculate demand forecasts based on historical data.
3. Manage Inventory Changes:

a. On sale or transfer of drugs:
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— Update inventory using Updatelnventory function.
b.  Ondrug wastage or expiry:
— Mark lot as expired and update inventory records.
4. Trigger Alerts:
— Ifinventory levels fall below threshold /drugs are near expiry Notify relevant stakeholders via blockchain alerts.
5.  Auditand Verify:
Regularly audit inventory data using blockchain query functions.
Algorithm 2.3: Counterfeit Drug Detection Input:
= Drug details (Lot number, Manufacturer, Expiry date)
= Blockchain transaction records
Output:
= Detection of counterfeit drugs in the supply chain
Pseudocode:
1. Initialize Authentic Drug Records:
Store verified drug details (lotNumber,manufacturer,expiryDate)
2. Verify Transactions:
— For each drug in the supply chain:
a. Retrieve blockchain record for the given lotNumber.
b.  Cross-check transaction details
3. Detect Counterfeits:
a. If any mismatch is found in:
— Lot numbers
— Manufacturing details
— Expiry dates
Mark the drug as counterfeit.
4. Notify Stakeholders:

— Trigger alerts to all stakeholders about counterfeit detection

5.  Take Preventive Action:
Isolate counterfeit drugs and restrict their distribution.
article algorithm algpseudocode
Algorithm 3 :Algorithm for Counterfeit Drug Pre- vention Using Blockchain-Based Provenance Veri- fication
[18]

Counterfeit Drug Prevention with Blockchain-Based Provenance Ver- ification Drug information (ID, Batch Number, Manufacturer De- tails), Blockchain
Network Drug authenticity and provenance verifi- cation

VerifyDrugProvenanceDrugID
Input: DruglD, BatchNumber
Output: Authenticity Status (Valid/Counterfeit)

Connect to Blockchain Network Retrieve ProvenanceRecord from blockchain for given
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DrugID

If ProvenanceRecord == Null Return ”Counterfeit”

Extract details: ManufacturerID, Timestamp, SupplyChainN-
odes

For Each Node in SupplyChainNodes

Verify NodeSignature using blockchain If Verification Fails

Return ”Counterfeit”

Check consistency of manufacturing details and timestamps.

If Details Mismatch Return ”Counterfeit”

Else

Return ”Valid”

4. Challenges and Limitations

Challenges and limitations of developing an all-inclusive Drug Inven- tory and Supply Chain Tracking System include ensuring accuracy and availability
of real-time data at all points in the supply chain. It is relatively difficult to achieve because one error in data entry or incomplete records can undermine
the reliability of the system. Inte- gration with legacy systems, resistance to change from the stakehold- ers, and the enormous amount of financial and
resource investment necessary for development and implementation also raise significant hurdles. Moreover, other factors like supply chain interruptions,
raw material shortages, and unexpected demand surges may affect the ef- ficiency of the system even if the design is robust. Operational and technical
challenges include high performance for seamless real-time monitoring, automated quality checks, and consistent vendor perfor- mance. It is also quite
difficult to predict demand in the market, adhere to pharmaceutical regulations, and prevent data from cyber threats. Also, scaling up or taking it to new
markets might involve huge updates and maintenance efforts, which are quite important to be flexible and resilient.

5. Experimental Setup and Results

The experimental setup involved the design and development of a web-based platform equipped with multiple integrated modules to address the
challenges of drug inventory and supply chain manage- ment. The platform included modules for inventory tracking, ven- dor management, automated
quality control, and demand forecasting, built using technologies like Python/Django for the backend, Reac- tJS for the frontend, and PostgreSQL for
data storage. Real-time updates on inventory levels and shipment tracking were facilitated using the MQTT protocol. Simulated datasets, including drug
inven- tory records and shipment data, were used alongside historical data for demand forecasting. A controlled testing environment was cre- ated,
involving virtualized users like manufacturers, distributors, and healthcare providers, to simulate real-world scenarios such as demand spikes, supply
chain disruptions, and vendor delays.

The system was evaluated using metrics like inventory accuracy, re- duction in stockouts and overstocking, response time to disruptions, and user
satisfaction.

The system showed significant improvements in inventory manage- ment, with stockouts reduced by 30 percent and overstocking de- creased by 25
percent, optimizing storage costs. Vendor coordination was enhanced, leading to a 20percent increase in vendor compliance and a 40 percent reduction
in order processing times. Transparency was greatly improved, with the dashboard-based system providing 95 percent visibility into inventory levels and
drug movement. User sat- isfaction surveys reflected an 85 percent improvement in perceived transparency and control. Cost efficiency was achieved
through a 50 percent reduction in manual errors and a 15 percent decrease in op- erational costs due to optimized procurement and distribution. The
demand forecasting algorithms demonstrated an 85 percent accuracy rate, enabling better resource allocation. Additionally, automated quality control
checks identified 98 percent of defective batches before distribution, ensuring high standards of drug safety and quality. Over- all, the system proved
effective in enhancing supply chain efficiency, reducing costs, and ensuring timely access to essential medications.

6. Conclusion

The development of a comprehensive Drug Inventory and Supply Chain Tracking System has demonstrated its potential to address crit- ical challenges
in the healthcare and pharmaceutical industries. By in- tegrating real-time tracking, automated quality control, and advanced forecasting mechanisms, the
system significantly improves inventory management, reduces stockouts and overstocking, and enhances ven- dor coordination. The implementation of
a dashboard-based platform ensures transparency and visibility at all operational levels, empower- ing stakeholders to make informed decisions and
respond proactively to disruptions.
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The experimental results validate the system’s effectiveness in stream- lining procurement and distribution processes, achieving cost effi- ciency, and

maintaining high-quality standards for drug safety. Fur- thermore, the system’s ability to predict demand accurately and opti- mize resource allocation

highlights its scalability and adaptability to dynamic market conditions. This study underscores the importance of adopting advanced technology-driven

solutions to modernize drug supply chains, ultimately contributing to improved healthcare deliv- ery and patient outcomes.
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