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ABSTRACT:

The Online Crime Reporting System (OCRS) is a web-based platform developed using PHP for backend functionality and CSS for responsive frontend design. It
aims to simplify the process of reporting crimes by allowing citizens to submit complaints online, thereby reducing the reliance on manual, in-person reporting
systems. The system supports various complaint types, including theft, cybercrime, and missing persons, while providing administrators with tools to manage and
respond to reports efficiently. By integrating secure user authentication, responsive design, and a robust database, the OCRS enhances public safety and law
enforcement efficiency. This paper reviews existing research, proposes a detailed system architecture, and explores future enhancements for the system.
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1.Introduction

Traditional crime reporting methods, which often require citizens to visit police stations in person, are plagued by inefficiencies such as time delays,
paperwork, and lack of privacy. These challenges can discourage individuals from reporting crimes, thereby hindering law enforcement efforts [3]. The
rise of web-based technologies offers a promising solution to these issues by enabling digital platforms that streamline the reporting process. The proposed
Online Crime Reporting System (OCRS) leverages PHP, a versatile server-side scripting language, and CSS, a styling language for responsive design, to
create an accessible and secure platform for crime reporting [2]. The system allows users to register, submit complaints, and receive updates, while
administrators can manage reports and communicate with complainants. By addressing the limitations of manual systems, such as excessive paperwork
and lack of transparency [5], the OCRS aims to foster trust between citizens and law enforcement, ultimately contributing to safer communities [1]. This
paper provides a comprehensive review of related literature, details the system’s architecture, and discusses its potential for future development.

2. Review of Literature

The development of online crime reporting systems has gained significant attention in recent years, with researchers exploring various approaches to
improve accessibility, security, and efficiency. The following review synthesizes findings from key studies, highlighting their contributions and relevance
to the proposed OCRS.

e  Fabiano, N., & Chipatso, M. (2024): Fabiano and Chipatso developed a web-based crime reporting system for the Malawi Police Service,
focusing on accessibility for rural populations. Their system utilized PHP for backend processing and MySQL for data storage, with a simple
interface designed to operate in low-bandwidth environments. The study emphasized the importance of user authentication to protect sensitive
data, a feature integral to the proposed OCRS. Additionally, the authors noted that online systems significantly reduced the time required for
complaint processing compared to manual methods [1].

e  Barrow, F., Alam, M., & Mustafa, M. (2019): This study proposed a Criminal Record Management System for Somalia, incorporating crime
reporting and record-keeping functionalities. The system employed PHP for dynamic content generation and MySQL for secure data
management, with CSS ensuring a user-friendly interface. The researchers highlighted challenges related to internet accessibility, which
informed the proposed OCRS’s focus on lightweight, responsive design to accommodate diverse user environments [2].

e  Maslennikova, L., Vilkova, T., Sobenin, A., Tabolina, K., & Topilina, T. (2021): This research examined online crime reporting services
in Russia, emphasizing the need for anonymity to encourage reporting. The system allowed users to submit complaints without disclosing
personal details, increasing user trust. The study recommended incorporating feedback mechanisms to improve system usability, a feature
adopted in the proposed OCRS to enhance user engagement and satisfaction [3].

e  Kale, S. (2024): Kale’s study presented an OCRS that enabled citizens to report crimes such as theft and cybercrimes through a web portal.
The system used PHP for server-side logic and CSS for styling, prioritizing simplicity and ease of use. The research highlighted the system’s
ability to reduce administrative workload and improve response times, aligning with the goals of the proposed OCRS [4].

e  Rewatkar, P., Choudhari, K., Godghate, P., Multaika, B., Borde, P., Uikey, R., & Kinakr, P. (2024): This paper described an OCRS
designed to enhance public safety by allowing citizens to track complaint statuses. The system utilized PHP, MySQL, and CSS, with features
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like complaint categorization and administrative dashboards. The study emphasized the importance of user training to ensure effective system
adoption, a consideration for the proposed OCRS’s implementation strategy [5].

Mahmoud, A., Mandela, N., Agrawal, A., & Mistry, N. (2023): This research focused on an OCRS tailored for digital forensics,
incorporating evidence submission and case tracking. The system used PHP for backend operations and CSS for a responsive interface. The
authors suggested integrating Al-based analytics for case prioritization, a potential future enhancement for the proposed OCRS [6].

Journal, 1. (2022): This review paper analyzed multiple OCRS implementations, noting the widespread use of PHP and MySQL for their
scalability and cost-effectiveness. The study underscored the importance of responsive design to ensure accessibility across devices, a principle
guiding the proposed OCRS’s CSS-based frontend [7].

Sahana, M., Ganesan, M., & Kavitha, V. (2022): This study proposed an online crime file management system that supported citizen
reporting and administrative case management. The system used PHP for backend functionality and CSS for styling, with a strong focus on
data privacy through user authentication. The findings on user satisfaction informed the proposed OCRS’s emphasis on user-centric design

(8]

These studies collectively demonstrate the potential of web-based crime reporting systems to address the shortcomings of manual processes. They
emphasize the need for accessibility, security, and user-friendly interfaces, which are core principles of the proposed OCRS [1, 3, 5].

3.Methodology

The OCRS is a web-based application designed to facilitate seamless interaction between citizens and law enforcement. The system architecture is
structured into three primary components: the User Module, the Administrator Module, and the Database, with PHP handling backend logic, MySQL
managing data storage, and CSS ensuring a responsive frontend [2]. The architecture is designed to address the limitations of manual systems, such as
time-consuming processes and lack of transparency [5].

3.1 User Module

The User Module enables citizens to interact with the system through the following functionalities:

Registration and Login: Users register by providing details such as name, email, phone number, and date of birth, which are securely stored
in the MySQL database. PHP scripts validate login credentials to ensure authorized access [2]. The registration form is styled using CSS to
ensure clarity and responsiveness across devices [4].

Crime Reporting: Users can submit complaints for various crime types, including theft, cybercrime, missing persons, and vehicle-related
incidents. The complaint form, designed with CSS for intuitive navigation, captures details such as crime description, location, and date.
Submitted complaints are processed by PHP and assigned a unique ID in the database [5].

Feedback Submission: Users can provide feedback on their experience, which is stored in the database for administrative review. This feature,
inspired by Maslennikova et al. [3], enhances user engagement and system improvement.

Complaint Status Tracking: Users can view the status of their complaints (e.g., Pending, In Progress, Resolved) and receive replies from
administrators, fostering transparency [5].

3.2 Administrator Module

The Administrator Module provides law enforcement personnel with tools to manage complaints and system operations:

Complaint Management: Administrators access a PHP-based dashboard to view, categorize, and update complaint statuses. They can add
comments or investigation notes, which are stored in the database [5].

User Management: Administrators can monitor user accounts, ensuring data integrity and preventing unauthorized access [2].

Reply and Notification System: Administrators can send replies to complainants, which are viewable through the user dashboard. This feature
enhances communication and trust [3].

Report Generation: Administrators can generate reports based on complaint categories, statuses, or dates, aiding in crime analysis and
resource allocation [6].

3.3 Database Design

The MySQL database is structured to store and manage system data efficiently. Key tables include:

Users: Stores user information (Name, Email, Phone, DOB, Gender, Address).

Complaints: Stores complaint details (Complaint ID, User ID, Description, Location, Status, Date).
Feedback: Stores feedback data (User ID, Feedback Text, Date).

Admin: Stores administrator credentials for secure access.

PHP scripts handle database interactions, ensuring data security through input validation and SQL injection prevention techniques [2].
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3.4 Frontend Design
The frontend is styled using CSS to create a visually appealing and responsive interface. Key design elements include:

e  Responsive Layout: Ensures compatibility across desktops, tablets, and mobile devices, addressing accessibility concerns raised by Fabiano
and Chipatso [1].

e Intuitive Forms: Complaint and feedback forms are styled for clarity, with clear labels and validation messages [4].

e  Navigation Bar: A CSS-styled navigation bar provides easy access to system features, such as registration, reporting, and feedback.

3.5 System Workflow

The system operates as follows:

User Registration: Users register and log in using a secure PHP-based authentication system [2].

Complaint Submission: Users submit complaints via a CSS-styled form, which are processed by PHP and stored in the MySQL database [5].
Administrative Review: Administrators review complaints, update statuses, and send replies through the dashboard [3].

User Interaction: Users view complaint statuses and replies, and submit feedback to improve the system [3].

Data Management: The MySQL database securely stores all data, with PHP ensuring efficient retrieval and updates [2].

arwn e

3.6 Technical Specifications

e  Hardware Requirements: Minimum Intel Pentium 4 processor, 2 GB RAM, 500 MB free disk space [4].

e  Software Requirements: Windows/Linux OS, PHP 7.4+, MySQL 5.7+, Apache server, and a modern web browser [2].

e  Development Tools: XAMPP/WAMP for local development, Visual Studio Code for coding, and MySQL Workbench for database
management [1].

This architecture ensures scalability, security, and user-friendliness, addressing the challenges of manual crime reporting systems [5]. Fig 1 indicates the
Context Level Diagram for Online Crime Reporting System
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Fig. 1 Context Level Diagram for Online Crime Reporting System

4. Result and Discussion

The results of the proposed system are shown in this section. Fig. 2 shows the Home page of the proposed system, and Fig. 3 shows the Registration
Form. Fig. 4 depicts the Registered complaints on the portal and Fig. 2 shows the Feedback Form.
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5. Conclusion

The Online Crime Reporting System (OCRS) developed using PHP and CSS technologies represents a significant advancement in modernizing crime
reporting processes. By enabling citizens to report crimes online and providing law enforcement with efficient management tools, the system addresses
key limitations of traditional methods, such as time delays and lack of accessibility. The use of PHP ensures robust backend functionality, while CSS
delivers a responsive and intuitive frontend, making the system accessible across diverse devices. The literature review confirms the feasibility and
benefits of such systems, with studies highlighting the importance of security, usability, and transparency.
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