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ABSTRACT

The amount of people on the networks is growing very rapidly because of the advances of the network technologies. A large amount of transmission information
has been generated and passed over the network. However, this data is at risk of being attacked and intruded. To prevent network intrusions, security measures
should be taken to prevent any anomalies and identify potential threat from the network. Network security researchers and labs have done much network security
research. The major aim of this study was to do a noninvasive inspection, which would provide a large general mechanism on the recent advancement in abnormality
detection. Recent research on new technologies and future possibilities of anomaly detection were reviewed in the study as published in the last 5 years. Specifically,
the literature review dealt with the systems that are used for detection of anomalies in network traffic. These applications included Wireless Sensor Networks
(WSN), Internet of Things (loT), High Performance Computing, Industrial Control Systems (ICS) and Software Defined Networking (SDN) environments. The
review ends with a few unresolved issues that need to be solved to enhance anomaly detection systems.
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HIGHLIGHTS:
. Increasing Network Usage and Security Risks: With the rapid growth in network usage, there is a significant rise in data transmission, making
networks more vulnerable to attacks and intrusions, thus requiring effective anomaly detection systems.

e  Focus on Recent Advances: The study reviews the latest research (past five years) in anomaly detection technologies, particularly applications like
10T, WSN, ICS, and SDN, highlighting both progress and unresolved challenges.

INTRODUCTION

The rise of the internet and the increasing number of connected devices have made network traffic an essential part of our daily lives. We rely on it to
carry out various activities, such as streaming videos and making payments online. However, as the amount of data that's transmitted over the network
keeps growing, it has become harder to maintain its reliability and security. Due to the increasing number of attacks on the network, many companies
and organizations are now becoming more concerned about the security of their networks. An important technique for protecting networks is anomaly
detection, which is a process that can identify anomalous behavior in a wide range of network data. This type of detection can be applied to various
aspects of network data such as user activity logs and network traffic. There are two types of techniques used for this type of detection: machine learning-
based and statistical-based. Methods that are statistical-based can identify deviations from the expected behavior. On the other hand, methods that are
machine learning-based use algorithms to learn from the patterns of normal behavior. A failure to detect network anomalies can lead to various issues,
such as data breaches and system downtime. These can be caused by various factors, such as hardware failures, malicious attacks, and software bugs. If
left undetected, these can affect an organization's operations and financial security. A successful cyberattack can have severe consequences, such as the
theft of sensitive data or the disruption of vital infrastructure.

The goal of this study is to analyze the performance of three different algorithms: the Support Vector Machine, the Random Forest, and the Avrtificial
Neural Network. In addition, we will explore the impact of the feature selection on these algorithms' performance. This study aims to analyze the various
techniques used for detecting network anomalies and their effectiveness in improving the security of networks. The KDD NSL dataset, which is a widely
used research tool in network security, contains traffic data that has been simulated to attack different types of DoS attacks. This was created by NIST to
support research related to intrusion detection systems. The KDD NSL data set contains about 4.9 million records that have been labeled as either "normal”
or "DoS, Probe, R2L, U2R". It features 41 features, such as service type, destination IP addresses, flags, and protocol type. One of the main benefits of
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utilizing the KDD-NSL dataset is its vast number of labeled examples. This makes it an ideal training and testing ground for machine learning models.
Furthermore, it contains a wide variety of attacks, which can be used to evaluate the algorithms' performance. The goal of this study is to analyze the
performance of deep learning and machine learning algorithms when it comes to detecting DoS attacks. By focusing on this attack, we hope to gain a
deeper understanding of how different techniques can identify it. The KDD-NSL dataset can provide us with an opportunity to thoroughly study deep
learning algorithms and machine learning models when it comes to identifying network anomalies. The results of this research will be beneficial in
helping organizations protect their networks from cyberattacks.

OBJECTIVE

A failure to detect network anomalies can lead to various issues, such as data breaches and system downtime. These can be caused by various factors,
such as hardware failures, malicious attacks, and software bugs. If left undetected, these can affect an organization's operations and financial security. A
successful cyberattack can have severe consequences, such as the theft of sensitive data or the disruption of vital infrastructure. Apart from financial
losses, a company's reputation can also be damaged. An organization's ability to detect network anomalies is very important to prevent cyberattacks and
ensure the integrity of its networks.

PROCEDURE

1. Login Page

2.Click to open the Home Dashboard
3.Select Security Scan Process
4.Upload Traffic Data to Filter Process
5.Select DoS Attack Data File Load
6.Scan To Result View

7.View Anomaly Detection Result

SUMMARY OF ISSUES

e Difficulty distinguishing between normal and abnormal traffic due to behavioral variability.
e  High false positive rates can lead to wasted resources.
e  Manual investigation of flagged events is time-consuming and costly.

e Current systems struggle to detect zero-day or unknown attacks effectively.

PROBLEM DEFINITION
With the rapid growth in internet usage and connected devices, network traffic volumes have surged. This has made it increasingly difficult to monitor
and secure networks against cyber threats such as Denial-of-Service (DoS) attacks.

Traditional security measures often fail to detect novel or evolving threats, emphasizing the need for advanced, adaptive anomaly detection systems to
identify irregular patterns in network traffic in real-time.

EXISTING SYSTEM

n recent years, the number of unknown attacks has increased rapidly both from inside and outside the organization. So, it has become imperative to
provide customers and users secure access to the network and at the same time keeping the network attack free. That is why IDS (Intrusion Detection
System) was introduced. The extensive increase of attacks has the potential for extremely negative impacts on individuals and society. Therefore, intrusion
detection in network traffic has recently become an emerging research that is attracting tremendous attention. Therefore there is a need to build a platform
to detect anomalies.

DISADVANTAGES

. One of the most challenging factors is distinguishing between abnormal and normal traffic.
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. Since the behavior of the network can vary depending on various factors, such as the time of day and the user's behavior, it is not easy to
definea standard for normalization.

e  This can be caused by the mistake of identifying legitimate traffic as anomalous. It can be very time-consuming and costly to investigate.

PROPOSED SYSTEM
The proposed system employs machine learning and deep learning algorithms (SVM, Random Forest, ANN) to detect anomalies in network traffic using
the KDD-NSL dataset. The system automates the detection of suspicious behavior based on historical and simulated attack data. It includes:

e  Data preprocessing

e  Feature selection (including PCA)

e  Classification and prediction using trained models

e Real-time alert generation for detected threats

ADVANTAGE:
« Anomaly detection helps prevent cyber threats and ensure network reliability by identifying unusual traffic patterns that may signal security
breaches or unauthorized access.

. Anomaly-based IDS can identify previously unseen threats by learning what "normal” behavior looks like on a network and then flagging
deviations as potential anomalies.

» The benefits of using machine learning for network traffic anomaly detection are numerous. It allows organizations to detect threats that
traditional security measures might miss, providing an additional layer of secure.

PROCEDURE

1. Login Page

2.Click to open the Home Dashboard
3.Select Security Scan Process
4.Upload Traffic Data to Filter Process
5.Select DoS Attack Data File Load
6.Scan To Result View

7.View Anomaly Detection Result

SYSTEM REQUIREMENT SPECIFICATION

HARDWARE REQUIREMENT:
System : Pentium 1V 2.4 GHz
Hard Disk :500 GB

Monitor  : 15 VGA colour

RAM :4GB

SOFTWARE REQUIREMENT:
Operating System : Windows- 10/11
Frontend : Streamlit 3.0

SYSTEM ARCHITECTURE
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CONCLUSION

On the use of deep learning and machine learning techniques to detect anomalous events in network traffic. We utilized the KDD-NSL dataset and three
popular algorithms namely, the SVM, ANN, and Random Forest. We also utilized feature selection methods to improve the performance. The results of
our study revealed that the three algorithms that were used to detect network anomalies were able to perform well in terms of their accuracy, recall, F1-
score, and precision. Furthermore, the selection of features led to a significant increase in the performance of the algorithms. The findings of this study
show that deep learning and machine learning methods can effectively identify network anomalies. They also suggest that feature selection can help
improve the performance of these techniques. Due to the increasing volume of network data and the complexity of the situation, cyber-attacks are
becoming more prevalent
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