
International Journal of Research Publication and Reviews, Vol (6), Issue (4), April (2025), Page – 6667-6672                                       

 

International Journal of Research Publication and Reviews 

 

Journal homepage: www.ijrpr.com  ISSN 2582-7421 

 

Blockchain-Based FIR Registration System 

1st T . Akshay Goud, 2nd Pa nnala Akshaya, 3rd S . Akshaya Reddy, 4th Akshaya Sathineni, 5th L. 

Akh i l Goud, 6th Dr. G. G i f ta Jerith 

1dept. name of organization (of Aff.) name of organization (of Aff.) Hyderabad, India akshaygoud19@gmail.com 
4dept. name of organization (of Aff.) name of organization (of Aff.) City, Country sathineniakshaya27@gmail.com 
2dept. name of organization (of Aff.) name of organization (of Aff.) City, Country akshayapannala@gmail.com 
5dept. name of organization (of Aff.) name of organization (of Aff.) City, Country akhilrohith56@gmail.com 
3dept. name of organization (of Aff.) name of organization (of Aff.) City, Country reddyakshaya566@gmail.com 
6dept. name of organization (of Aff.) name of organization (of Aff.) City, Country giftajerith@gmail.com 

ABSTRACT— 

This paper proposes a novel approach to registering First Information Reports (FIRs) using blockchain technology. Traditional FIR registration methods, which 

rely on manual paperwork and record-keeping, often suffer from errors and inefficiencies. These challenges can result in delays and increased vulnerability to 

tampering. By leveraging blockchain’s secure, tamper-resistant nature, this research explores how blockchain can address these issues, ensuring the accuracy, 

security, and transparency of the FIR registration process. 

The proposed blockchain-based system enhances data security by ensuring that records are immutable and accessible only to authorized parties. This provides a 

significant improvement over the conventional methods, which are prone to alterations and unauthorized access. The efficiency of the blockchain system allows 

for faster registration and retrieval of FIRs, reducing paperwork and improving accessibility. 

The results of this study demonstrate that blockchain tech- nology can offer a reliable, transparent, and efficient solution for FIR registration, addressing the 

critical issues faced by traditional methods. This research lays the groundwork for future implementations of blockchain in law enforcement and public safety 

systems. 
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Introduction 

First Information Reports (FIRs) are critical documents in the criminal justice system, serving as the formal record of a reported crime. Traditionally, 

FIRs are registered manually, involving paperwork and record-keeping processes. These traditional methods are often prone to errors, delays, and 

inefficiencies. In addition, paper-based records can be easily altered, lost, or tampered with, raising concerns about the integrity and security of these 

important documents. 

To address these challenges, this paper explores the po- tential of using blockchain technology for FIR registration. Blockchain offers several 

advantages, including enhanced security, tamper-resistance, and transparency. By utilizing blockchain, FIR records become immutable, ensuring that 

once data is entered, it cannot be altered or corrupted. Moreover, access to these records can be strictly controlled, ensuring that only authorized parties 

can view or modify them.  

The blockchain-based system proposed in this study aims to overcome the limitations of the traditional FIR registration process. By digitizing the 

registration process and integrating blockchain technology, the system can offer a more efficient, secure, and transparent method for recording and 

manag- ing FIRs. This paper presents a detailed analysis of how blockchain can transform the FIR registration process, pro- viding a reliable means of 

documenting criminal complaints that is resistant to manipulation and error. 

The remainder of this paper is organized as follows: Section 2 reviews the traditional methods of FIR registration and their limitations. Section 3 

introduces the blockchain-based FIR registration system and its components. Section 4 presents the results and discusses the advantages of the proposed 

system. Finally, Section 5 concludes with a summary and potential future directions for research. 

Literature Survey 

The integration of blockchain technology into various sec- tors, including law enforcement, has gained significant atten- tion in recent years due to 

its promise to enhance security and transparency. Several studies have explored the potential applications of blockchain in public administration and 

legal processes, particularly in the context of FIR registration and management. 
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One of the primary challenges with traditional FIR registra- tion systems is the susceptibility to errors and manipulation of records. A study by Xu et 

al. (2019) highlighted how blockchain can be used to improve the integrity of documents by creating an immutable ledger that records every transaction. 

Blockchain’s decentralized and transparent nature ensures that once data is written, it cannot be altered or tampered with, which addresses a key issue in 

traditional FIR systems [1]. 

In the context of FIR registration, a paper by Dinh and Nguyen (2020) explored the application of blockchain for en- suring secure and tamper-proof 

document management in legal systems. The authors proposed a system where FIRs could be registered and verified through blockchain-based 

smart 

contracts, reducing the risk of corruption or manipulation of the reports [2]. This method allows for easy traceability of actions, ensuring that every 

modification or access request is logged in the blockchain, thus enhancing accountability and transparency in the legal process. 

Another important study by Zhang et al. (2018) focused on the use of blockchain to create a decentralized database for FIR registration. The research 

discussed how this approach could reduce the reliance on centralized databases, which are vulnerable to hacking, unauthorized access, and data loss. 

The authors proposed that blockchain’s distributed ledger system would provide a more secure and efficient alternative, ensuring that the FIR records are 

accessible only to authorized parties while being transparent and immutable [3]. 

Further research by Gupta et al. (2021) examined the potential of blockchain in the Indian legal system, particularly in the area of FIR registration. 

The authors discussed how the use of blockchain could help streamline the registration process, reducing delays and errors caused by manual data 

entry. They also highlighted the potential for blockchain to offer better data security, as the system would protect sensitive information from 

unauthorized access and tampering [4]. 

In a similar vein, the research by Kumar and Sharma (2019) emphasized the role of blockchain in improving the efficiency of FIR registration 

systems. Their study proposed a blockchain-based framework that could automate the FIR registration process, ensuring faster processing times and 

re- ducing administrative overhead. The system would integrate with existing legal frameworks, allowing for seamless adoption in law enforcement 

agencies [5]. 

Several other studies have explored the broader implications of blockchain in law enforcement, suggesting that the technol- ogy can help build trust 

between the public and authorities by providing a transparent, auditable, and tamper-resistant record of criminal activities. A study by Chen et al. 

(2020) discussed how blockchain could be applied not only in FIR registration but also in other aspects of legal documentation, such as evidence 

handling and case management [6]. The authors noted that blockchain’s ability to provide a secure and transparent audit trail could foster greater public 

confidence in the legal system. 

Overall, the literature highlights that the application of blockchain in FIR registration can significantly improve the current system by providing 

enhanced security, reducing the risk of data tampering, and increasing transparency. These studies support the notion that blockchain can offer a more 

ef- ficient, reliable, and secure method for managing FIR records, addressing many of the shortcomings associated with tradi- tional methods. 

Methodology 

This section outlines the approach, techniques, and tech- nologies used in the development of the Blockchain-based FIR Registration System. The 

chapter provides a structured explanation of the proposed system, emphasizing the benefits of blockchain integration to enhance security, efficiency, 

and transparency in the FIR registration process. It also discusses the various modules of the system and their functionalities, highlighting how they 

contribute to the overall operation of the project. 

Proposed System 

The proposed system introduces a blockchain-based model to overcome the limitations of the traditional manual and centralized FIR registration 

approach. Traditional systems are vulnerable to tampering, unauthorized modifications, delays, and security breaches, making them inefficient for law 

en- forcement agencies and citizens alike. 

The blockchain-based system eliminates these vulnerabil- ities by recording FIR data in a decentralized, tamper-proof, and immutable manner. Unlike 

traditional systems that rely on centralized databases, this approach ensures that FIR records are stored securely and can only be accessed by authorized 

per- sonnel. Furthermore, smart contracts are utilized to automate the registration, verification, and retrieval processes, thereby reducing manual effort 

and enhancing operational efficiency. 

Key Features of the Proposed System: 

• Decentralized FIR Storage: FIRs are recorded on a blockchain network, which eliminates the risks of single points of failure. The 

decentralized structure ensures that data cannot be manipulated or accessed by unauthorized individuals. 

• Tamper-Proof and Immutable Records: Once an FIR is registered on the blockchain, it becomes immutable. This ensures that the data 

cannot be altered or deleted, preserving its integrity. Each transaction is cryptograph- ically secured and permanently stored. 

• Enhanced Security through Cryptographic Hashing: FIR records are encrypted and stored using cryptographic hashing algorithms, 

which makes them resistant to hack- ing attempts. Only authorized entities, such as police officers or legal authorities, can access these 

records through unique authentication mechanisms. 

• Automation using Smart Contracts: Smart contracts automate the FIR registration process by following pre- defined rules. This reduces 

the chances of human error and streamlines the registration and approval process. 

• Improved Accessibility and Transparency: Citizens can securely file FIRs online, and law enforcement agencies can instantly access 

verified records. The blockchain ledger maintains a transparent, tamper-proof audit trail, ensuring accountability in the entire process. 

By implementing this system, the accuracy, security, and efficiency of FIR registration are significantly improved, pro- viding a more reliable method 

for managing legal complaints and criminal investigations. 
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Figure 3.1.1 – Blockchain Integration Process for FIR Registration: 

System Workflow 

The proposed system involves several stages to ensure the efficient registration, verification, and tracking of FIRs. The 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Blockchain Integration Process for FIR Registration 

key steps in the workflow are: 

1) User Registration: Citizens must first create an account in the system by providing their details for authentica- tion. Once registered, they 

can submit FIRs. 

2) FIR Submission: Citizens can submit complaints by providing incident details. The FIR data is securely stored on the blockchain. 

3) Smart Contract Verification: After submission, the system uses smart contracts to automatically verify the authenticity of the FIR based 

on predefined criteria. If the FIR meets the criteria, it is accepted and registered. 

4) FIR Processing: The registered FIR is securely stored on the blockchain, and authorized personnel, such as police officers, can access it for 

investigation. 

5) Case Updates and Transparency: The system allows users to track the status of their FIRs in real-time. All updates are recorded on 

the blockchain to ensure transparency and accountability. 

1) Explanation:: Table 3.1 lists the key modules of the blockchain-based FIR registration system. These modules fo- cus on user registration, 

FIR submission, blockchain inte- gration for secure data storage, and reporting functionalities. Each module is crucial for ensuring the system’s 

overall transparency, efficiency, and security. 

A. Modules 

The Blockchain-based FIR Registration System consists of several modules that interact with each other to create a secure, efficient, and 

transparent platform for FIR registration. Below are the descriptions of the key modules: 

1) 1. User Registration and Authentication Module:: This module handles the onboarding process of users such as citizens, police officers, and 

administrators. It ensures that only authorized individuals can access the system by verifying their credentials. 

Functionality: Users can create and verify accounts using their credentials. The system ensures that the users’ details are securely stored and 

protected, preventing unauthorized access. Technology: This module utilizes blockchain’s decentral- ized identity management features 

to ensure secure storage 

and management of user identities. 

2) 2. FIR Registration Module:: The FIR Registration Module is the core component of the system. It allows users to submit FIRs, 

ensuring that each FIR is securely recorded, tamper-proof, and only accessible by authorized personnel. 

3) Mathematical Equations for Blockchain Validation Al- gorithm: The system uses cryptographic hashing to ensure data integrity. 

One such algorithm used is the SHA-256 hash function. The process of registering an FIR involves generating a unique hash for each FIR 

data, which is mathematically represented as follows: 

 

H = SHA256(FIR data) 
Where: - H is the resulting hash. - FIR data represents the complete data of the FIR. 

This hash is then stored on the blockchain. Once an FIR is registered, any alteration to the data would result in a change in the hash, making any 

tampering detectable. 

Implementation 

The implementation of the Blockchain-based FIR Registra- tion System involves the integration of several modern tech- nologies that work together to 

ensure a secure, transparent, and efficient FIR registration process. These technologies include HTML, CSS, JavaScript, Bootstrap, Django, SQLite3, 

Python, Blockchain, and cryptographic hashing libraries to ensure the system is tamper-proof and user-friendly. 
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A. Technologies Used 

• HTML: Hypertext Markup Language (HTML) is used to structure the content of the web application, creating the foundation for the user 

interface. 

• CSS: Cascading Style Sheets (CSS) is employed to style the HTML elements, providing a visually appealing and responsive design that 

enhances the user experience. 

• JavaScript: JavaScript is utilized to add interactivity to the user interface, enabling dynamic features such as real- time status updates and 

form validation. 

• Bootstrap: The Bootstrap framework is used to create a responsive and mobile-first design for the web appli- cation, ensuring that the 

system works seamlessly on different devices and screen sizes. 

• Django: Django, a high-level Python web framework, is used to handle the back-end logic and facilitate the creation of secure, scalable 

web applications. It plays a crucial role in managing the database and routing requests between the front end and the blockchain. 

• SQLite3: SQLite3 is used as the database management system for storing user details and FIR data temporarily before it is registered on the 

blockchain. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. System Architecture and Workflow of the FIR Registration System 

• Python: Python is used for server-side scripting and blockchain integration. Python libraries are utilized for smart contract creation, 

cryptographic functions, and data validation. 

• Blockchain: Blockchain technology is at the heart of the system, providing the decentralized and immutable storage for FIR records. It 

ensures that once an FIR is registered, it cannot be altered or tampered with. 

• Hashlib: The Hashlib library in Python is used to gener- ate cryptographic hashes, ensuring that the data stored in the blockchain 

remains tamper-proof. Every FIR is hashed and securely stored in the blockchain. 

B. System Architecture 

The system architecture is designed to ensure seamless in- teraction between the front-end interface, the back-end server, and the blockchain. The 

architecture follows a client-server model where the user interacts with the system through the web interface, which sends requests to the server. The 

server processes the requests, interacts with the blockchain for FIR registration, and returns the results to the user. 

The web interface built with HTML, CSS, and JavaScript communicates with the Django back-end server, which handles the user requests. Upon FIR 

submission, the server checks the validity of the data, encrypts it using cryptographic algorithms, and then stores the data on the blockchain using 

Python-based blockchain integration. 

C. Blockchain Integration 

The blockchain component of the system ensures that FIR records are tamper-proof. When an FIR is submitted by the user, the details 

are first stored temporarily in the SQLite3 database. The server then generates a cryptographic hash of the FIR data using Python’s 

Hashlib library. This hash is then stored as a transaction on the blockchain, ensuring that any changes to the data would be detectable. 

1) Blockchain Validation Algorithm: The blockchain vali- dation process follows these steps: 

1. FIR Data Collection: The FIR details are collected from the user through the web interface. 2. Data Hashing: A unique 

cryptographic hash of the FIR data is generated using the SHA-256 algorithm. 

H = SHA256(FIR data) 
Where H is the resulting hash and FIR data is the FIR content provided by the user. 3. Blockchain Registration: The hash is then registered on 

the blockchain as a block, ensuring that once recorded, the FIR cannot be altered or deleted. 

This approach ensures that FIR records are immutable, providing a high level of security and transparency. 



International Journal of Research Publication and Reviews, Vol (6), Issue (4), April (2025), Page – 6667-6672                     6671 

 

Implementation 

The implementation of the Blockchain-based FIR Registra- tion System involves the use of various technologies, each contributing to the overall 

functionality and security of the system. These technologies include HTML, CSS, JavaScript, Bootstrap, Django, SQLite3, Python, Blockchain, and 

crypto- graphic techniques to ensure tamper-proof data integrity. 

A. Technologies Used 

HTML, CSS, and JavaScript: The frontend of the FIR Registration System is developed using HTML, CSS, and JavaScript. HTML provides the 

structure of the webpages, while CSS is used for styling to create a user-friendly and visually appealing interface. JavaScript adds dynamic func- 

tionality to the system, enabling interactive elements such as 

TABLE I 

COMPARISON OF BLOCKCHAIN-BASED FIR REGISTRATION SYSTEMS 

 

Reference Blockchain Framework Consensus Mechanism Data Storage Security Features Limitations 

[7] Ethereum Proof of Work On-chain Smart Contracts, 
Cryptographic Hashing 

Scalability Issues 

[8] Hyperledger Fabric Practical Byzantine Fault 
Tolerance 

Off-chain with On- 
chain Anchors 

Access Control, Chaincode Complexity in Setup 

[9] Ethereum Proof of Authority On-chain Smart Contracts, Digital 
Sig- natures 

Energy 
Consumption 
Concerns 

 

form validations and real-time updates. The combination of these technologies ensures a smooth user experience while interacting with the platform. 

1) Bootstrap: Bootstrap, a popular CSS framework, is used to ensure the responsiveness and mobile-friendliness of the website. By utilizing 

Bootstrap, the system can adapt to various screen sizes and devices, allowing users to access the platform seamlessly from desktops, tablets, 

or smartphones. This ensures that the system is accessible to a wide range of users, including citizens filing FIRs and law enforcement 

personnel. 

2) Django: Django, a high-level Python web framework, is employed for the backend development of the FIR Registration System. It provides 

a robust and secure platform for han- dling the logic, user authentication, and database interactions. Django’s built-in security features, 

such as protection against cross-site scripting and SQL injection, ensure that the system remains secure. It also enables the rapid 

development of the application, reducing the time required to build and deploy the system. 

3) SQLite3: SQLite3 is used as the database management system for the FIR Registration System. It is a lightweight and self-contained 

database that stores the system’s data, including user information, FIR records, and system logs. SQLite3 is ideal for this system as it 

requires minimal setup and provides fast, efficient database management. The system uses SQLite3 to store the information securely before 

it is recorded on the blockchain, ensuring that it is readily accessible for verification and updates. 

4) Python: Python is the primary programming language used in the development of the FIR Registration System. It is used for 

implementing the business logic, connecting the frontend and backend components, and interacting with the blockchain. Python’s simplicity 

and readability make it an ideal choice for both backend development and implementing the cryptographic features of the blockchain. 

5) Blockchain and Cryptographic Hashing: The core fea- ture of the FIR Registration System is the integration of blockchain technology. 

Blockchain is employed to store and secure FIR records in a decentralized, immutable manner. Each FIR record is stored as a block, which is 

linked to the previous one, ensuring that the data cannot be altered or deleted without detection. 

To secure the FIR data, cryptographic hashing algorithms, such as SHA-256, are used. These algorithms convert the FIR data into a fixed-length hash, 

making it tamper-resistant. When an FIR is submitted, the system generates a unique hash for the data and stores it on the blockchain. Any attempt to 

modify the data would result in a change in the hash, alerting the system to potential tampering. This guarantees the integrity of the data, making it 

resistant to unauthorized modifications. 

B. Tamper-Proof Implementation 

The tamper-proof nature of the system is ensured through the use of blockchain and cryptographic techniques. Once an FIR is registered and hashed, it 

is stored on the blockchain, where it becomes immutable. Blockchain’s decentralized structure means that there is no central authority or database that 

could be compromised, reducing the risk of data manipu- lation. Additionally, the use of cryptographic hashing ensures that any changes to the FIR 

data would be easily detectable, making tampering almost impossible. 

Moreover, the blockchain provides a transparent audit trail, which records all actions related to the FIR, such as registra- tion, verification, and updates. 

This ensures that all changes are tracked and that the integrity of the FIR is maintained throughout the process. Only authorized personnel can access 

and update the FIR records, further enhancing the security and accountability of the system. 

The combination of these technologies provides a robust and secure solution for FIR registration, ensuring that the data is accurate, secure, and resistant 

to tampering or unauthorized access. 

C. User Interface and Interactivity 

The user interface is designed to be intuitive and easy to navigate. Using Bootstrap, the layout is responsive and adapts to different screen sizes, 

ensuring a smooth user experience across devices. Users can register, submit FIRs, track case progress, and view the status of their FIRs through a web- 

based interface. 

D. Security and Tamper-Proof Mechanism 
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The security of the system is ensured through several layers of protection: 

• Cryptographic Hashing: FIR records are hashed before being stored on the blockchain. This ensures that any alteration of data would be 

detectable due to the change in the hash value. 

• Blockchain Integrity: Once an FIR is recorded on the blockchain, it is immutable, meaning that it cannot be tampered with or deleted. 

• Secure Authentication: The system uses secure au- thentication mechanisms to ensure that only authorized personnel, such as law 

enforcement officers, can access and manage the FIR data. 

By combining the power of blockchain with secure cryp- tographic techniques, the system guarantees that the FIR registration process is not only 

efficient but also resistant to tampering. 

Conclusion and Future Work 

Conclusion 

This innovative First Information Report management sys- tem based on Blockchain technology introduces new ways to handle FIRs through improved 

traditional system functions. The blockchain technology implementation provides secure storage with unalterable and tamper-resistant FIR record man- 

agement. The decentralized blockchain system brings im- proved transparency and accountability which leads to en- hanced efficiency during 

registration of First Information Re- ports and better accessibility for both law enforcement and citizens. 

Smart contracts with cryptographic hashing enable system automation which cuts down manual work while removing all opportunities for human 

mistakes. The system generates quicker processing times and diminished delays together with greater operational efficiency. Thanks to advanced 

technolo- gies the system offers protected data security since it requires proper authorization for personnel who can manage and edit FIR records. 

The implemented system represents a major advance which improves both the security and ease of access for legal documentation. The solution allows 

flexible expansion to other law enforcement and legal procedures since security alongside transparency remains critical in these domains. 

Future Work 

Additional progress toward securing and optimizing FIR registration efficiency can still be achieved through Blockchain-based electronic 

systems but requires focused fu- ture improvements. 

The system requires additional improvements to maximize its scalability feature. Enhancing the blockchain infrastructure becomes essential when user 

numbers and stored FIR records exceed current limits. The system performance could benefit from implementing either Layer 2 scaling technology or 

the implementation of sharding solutions. 

The implementation of machine learning algorithms should be investigated for detecting anomalies in the system. The system could establish 

distinctive patterns from FIR data to discover fraudulent reports along with warning about suspi- cious activities thus enhancing its defense capabilities. 

The system can provide additional value to law enforcement agencies through the addition of other legal documentation modules such as evidence 

management and case tracking features. The system would advance collaboration and opera- tional efficiency by constructing an integrated platform 

which handles several stages of criminal investigations. 

Significant testing of the system needs to occur in op- erational environments to verify its practical value while testing anticipated obstacles. The 

system will achieve greater operational effectiveness through user-tested adjustments that adapt it to evolving professional demands. 

The Blockchain-based FIR Registration System demon- strates strong potential to revolutionize current practices of managing and processing reports of 

crime. Yet more improve- ments and optimizations will turn this system into an essential foundation of contemporary law enforcement operations that 

guarantees legal procedure safety alongside enhanced effi- ciency. 
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