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ABSTRACT—

The rapid growth of digital data necessitates robust security measures to protect sensitive information stored in cloud environments. This paper presents a novel
secure file storage platform leveraging hybrid cryptography to enhance data confidentiality and integrity. Our methodology divides uploaded files into multiple
segments and encrypts each segment using a different cryptographic algorithm in a round-robin sequence. This approach not only minimizes the risks associated
with individual encryption methods but also increases the overall resilience against cyber threats. Furthermore, the encryption keys are secured using a separate
algorithm, with the public key provided to the user for secure key exchange. The effectiveness of our system is demonstrated through extensive testing, which
confirms that it maintains a high level of security while ensuring efficient file processing. The results suggest that this hybrid cryptographic model is a practical
solution for secure data storage, particularly in cloud computing environments.
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I. INTRODUCTION

The proliferation of cloud storage services has revolutionized the way individuals and organizations manage data. However, the associated security
challenges—such as unauthorized access, data breaches, and information tampering—underscore the urgent need for effective encryption strategies.
Traditional encryption methods, although effective, often encounter limitations, particularly concerning key management and computational efficiency.

In response to these challenges, this project proposes a hybrid cryptography-based secure file storage solution designed explicitly for cloud environments.
The hybrid model enhances data security by dividing files into several segments and applying different cryptographic algorithms to each segment in a
round-robin fashion. This method significantly complicates unauthorized decryption efforts since it requires attackers to decipher multiple encryption
methods simultaneously.

Moreover, our approach addresses the complexities of key management by encrypting the encryption keys with a separate algorithm, thus providing an
additional layer of security. The public key generated for this purpose is provided to users, allowing them secure access to the necessary decryption keys.
This dual-layer encryption strategy not only improves data security but also simplifies the user experience by ensuring that users can retrieve their files
securely and efficiently.

The subsequent sections of this paper detail the relevant literature, the proposed methodology, the implementation, testing procedures, results, and future
directions for enhancing the system.

Il. LITERATURE REVIEW

Cloud storage services have seen widespread adoption due to their flexibility, scalability, and cost-effectiveness. However, security remains a significant
concern. The most pressing security issues are data confidentiality, integrity, and availability. Cloud users often have no control over the servers where
their data is stored, raising the risk of unauthorized access, data tampering, and denial of service. Researchers such as have emphasized that encryption
mechanisms need to be enhanced both for data in transit and at rest. Data encryption, coupled with secure key management, forms the foundation of any
secure cloud storage system.

A hybrid cloud combines public and private cloud services, offering users the flexibility of public cloud storage while maintaining the security and control
provided by private clouds. A notable example of a secure storage system in hybrid clouds is Trust Store, which was designed to manage security in
public cloud environments by leveraging trusted key management services (KMS) and integrity management services (IMS) hosted locally or by trusted
third parties. Trust Store addresses key concerns by fragmenting, encrypting, and signing the data before storing it across multiple cloud storage providers.
This ensures that sensitive data remains secure even if a public cloud provider is compromised.
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Data fragmentation and encryption have become widely recognized techniques for securing cloud storage. A fragmented storage system ensures that no
single provider holds all the pieces of a file, reducing the impact of a breach. Each fragment can be individually encrypted with a unique key, which is
then securely stored using a key management service. Research by introduced techniques to enhance encryption efficiency for large datasets, reducing
the performance overhead while maintaining security standards. Systems like Trust Store adopt a fragmentation map, where each fragment's integrity is
verified using cryptographic hashes stored in an integrity management service.

Data integrity is crucial for ensuring that stored data remains untampered and trustworthy. Cloud systems typically implement cryptographic hashes to
verify the integrity of each fragment of data. Recent studies show that using digital signatures combined with distributed hash storage services can provide
strong assurances about data integrity, even in untrusted public clouds. Trust Store uses a signed digest system for verifying fragment integrity, which is
stored in a trusted integrity management service independent of the storage provider. This ensures that even if a provider tampers with the data, the
integrity check will fail.

The security of encrypted data relies heavily on secure key management practices. A decentralized key management system (KMS) helps mitigate risks
associated with centralized storage by distributing trust. Trust Store, for example, stores encryption keys separately from the encrypted data, reducing the
chances of a security breach resulting in total data loss. The importance of using independent key management services has been highlighted by several
studies, suggesting that keys should always be stored with providers different from those storing the data, enhancing the system’s overall security.
Modern cloud storage systems must not only provide security for individual users but also facilitate secure collaboration. Various research works have
explored secure methods of sharing encrypted data among collaborators. Trust Store allows users to share storage profiles, which are encrypted and
password-protected. By sharing profiles and encryption keys securely, Trust Store supports collaborative environments without compromising data
confidentiality.

I1l. RELATED WORK

Cryptography is a cornerstone of information security, with various encryption techniques developed to safeguard sensitive data. Existing research
highlights the significance of both symmetric and asymmetric cryptographic methods in protecting information.

Symmetric Encryption: Algorithms like the Advanced Encryption Standard (AES) are widely recognized for their speed and efficiency. AES utilizes a
single key for both encryption and decryption, which makes it suitable for encrypting large volumes of data quickly. However, its primary drawback lies
in the secure distribution of the encryption key, as it must be shared between the sender and receiver without interception.

Asymmetric Encryption: In contrast, asymmetric encryption employs a pair of keys: a public key for encryption and a private key for decryption. RSA
is the most prevalent asymmetric algorithm and has revolutionized secure communications over the internet. However, RSA's computational intensity
can make it less practical for encrypting large datasets directly due to longer processing times.

Hybrid Cryptography: The hybrid cryptographic approach merges the benefits of both symmetric and asymmetric encryption. This method typically
involves encrypting data with a symmetric key and then using asymmetric encryption to secure the symmetric key. This dual-layer encryption effectively
addresses key management issues while leveraging the speed of symmetric encryption.

Recent studies have emphasized the need for innovative approaches to further enhance security in cloud storage solutions. For instance, incorporating
hashing algorithms such as SHA-256 provides an additional layer of integrity verification, ensuring that the data remains unchanged during storage and
retrieval. Our project builds on these foundations by employing a unique strategy of segmenting files and applying diverse encryption algorithms,
enhancing security through increased complexity and redundancy.

IV. PROPOSED METHODOLOGY

The proposed methodology encompasses several critical steps to ensure secure file storage using a hybrid cryptographic model. Each phase of the process
has been meticulously designed to safeguard data throughout its lifecycle.

4.1 File Upload and Division

. Users initiate the process by uploading their files to the secure server. This step is facilitated by a user-friendly interface that guides users
through the upload process, ensuring ease of use.

e  The uploaded file is divided into N parts, where N can be dynamically defined based on the file size and user requirements. Each segment is
independently handled, allowing for efficient parallel processing during encryption and decryption. This segmentation not only enhances
security but also reduces the overall processing load on the server.
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4.2 Round-Robin Encryption

e  Each of the N file segments is encrypted using a different cryptographic algorithm in a round-robin manner. For example, the first segment
may use AES, the second segment may use DES, the third may use Blowfish, and so forth. This method diversifies the encryption techniques
applied, making it exponentially harder for attackers to decipher the entire file if one algorithm is compromised.

e The selection of algorithms is crucial and is determined based on criteria such as speed, security level, and compatibility with the system. By
employing multiple algorithms, we enhance resilience against potential vulnerabilities associated with any single algorithm.

4.3 Key Management and Public Key Generation
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e  For each encryption algorithm used, a unique encryption key is generated. These keys are essential for the subsequent decryption process.

e  The generated encryption keys are then secured by encrypting them with a separate algorithm, such as RSA. This ensures that even if an
attacker gains access to the encrypted file segments, they would still need to decrypt the keys to access the data.

e  The final step involves providing the user with a public key that is used to decrypt the encrypted keys. This key is essential for users to access
their encrypted files and serves as a safeguard against unauthorized decryption attempts.

4.4 File Decryption and Reconstruction
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To retrieve and decrypt the stored file, users must follow a structured process:

. Users upload the public key to the server, initiating the decryption process.

e The server retrieves the encrypted keys for each encryption algorithm used and decrypts them using the public key provided by the user. This
step is crucial for gaining access to the original encryption keys.

e With the decrypted keys, the server proceeds to decrypt each of the N file segments using the corresponding algorithms as per the initial
encryption sequence. This ensures that each segment is accurately restored.

. Finally, the server combines all decrypted segments back into the original file format, providing it to the user for download. This process is
seamless and designed to ensure that users receive their files without any loss of data integrity.

V. FUTURE SCOPE

Future research will focus on several areas for enhancement:
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Algorithm Optimization: Investigating more efficient algorithms, such as elliptic curve cryptography (ECC), could improve key exchange
processes, reducing computational overhead during encryption and decryption.

Scalability Improvements: Expanding the system's ability to handle larger datasets and integrating distributed storage solutions could further
enhance performance and security.

Integration of Multi-Factor Authentication: Implementing multi-factor authentication (MFA) would add an additional security layer,
further protecting user accounts and access to sensitive files.

User Education: Developing comprehensive user education resources will help users understand encryption concepts, security best practices,
and the importance of secure file management.

By addressing these areas, our research aims to enhance the secure file storage solution's effectiveness and broaden its applicability in diverse sectors
requiring stringent data protection measures, such as healthcare, finance, and legal services.

VI. CONCLUSION

This project successfully develops a hybrid cryptographic system for secure file storage in cloud environments. The innovative approach of segmenting
files and applying diverse encryption algorithms significantly enhances data security and complicates unauthorized decryption efforts.
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