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ABSTRACT

The development of software is associated with numerous challenges that require a wide range of skills from both software developers and project managers.
Various works in the field of research describe these challenges. Project managers can prevent the occurrence of challenges by knowing, monitoring, and effectively
countering them when necessary. However, the sheer volume of challenges makes it difficult for project managers to maintain an overview. This paper analyzes
these challenges through empirical surveys, which have been conducted and evaluated. A categorization enables a connection to the software development process
and provides actionable recommendations for project managers. The provided recommendations can offer project managers initial guidance. However, the results
from Q2 indicate that the most significant challenges in practice could not be captured by the proposed options (22.6%), meaning that the recommendations must
be continuously and situationally assessed for their applicability in practice and potentially expanded. Although the considerable diversity of software development
projects, which is also rooted in the high level of innovation within the industry, hinders the formulation of universally applicable recommendations, the
recommendation presented here, based on practical experiences and discussions with students, appears to be valid for many projects in an initial context.
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Introduction

The development of software is considered a challenging task and requires well-trained software developers. In many companies, software development
is becoming a critical success factor [HMF+01]. However, the economic quality of the software development process is sometimes critically evaluated
[Ar14, p. 42]. To achieve optimal results, it seems reasonable to examine the challenges and skill requirements of developers.

The body of research in the field of software engineering includes a wide range of works that either specifically or incidentally address the challenges of
software development and offer solutions. This article highlights selected challenges. However, capturing all possible challenges seems difficult due to
the diversity of available information. This poses a challenge for software development projects, as challenges are generally easier to avoid when they
are known. Particularly in projects where software is developed, there is a risk that challenges could lead to problems, as the development process might
not be standardized or repeatable due to the project-specific nature.

To contribute to improvements, this paper examines the greatest challenges in software development. The attempt is made to reduce the multitude of
possible challenges to a few groups. Subsequently, the connection of these meta-challenges to the software development process is elaborated. Based on
this, actionable recommendations can be formulated.

This paper addresses the following research questions: RQ1: What are the biggest challenges that software developers must overcome? RQ2: What key
competencies do software developers require? RQ3: What recommendations can be given to project managers at the start of a project to address these
challenges?

In the following section, selected challenges are explored based on the literature. The subsequent section outlines the methodology. Then, the results of
the empirical investigations and the recommendations for action are presented and discussed. The paper concludes with a summary and an outlook on
future research.

Related Work

Over the past decades, core tasks and challenges of software engineering have been identified. The associated discourse covers various topics, often quite
diverse, such as challenges for software architectures due to different development styles [Br95], the consideration of axes of change [FC96, p. 59], or
the discussion of market entry barriers for software manufacturers [Ba08, p. 185]. A focus on the risks of software projects can be found in works such
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as [SLO1]. Gumm and Sommer highlight challenges such as error-free development, reusability, modifiability, extensibility, applicability, and
methodological organization [GS13, p. 828-830].

Balzert outlines the competency requirements for various participants in the software development process, differentiated by roles [Ba08, p. 102 f.].
According to Balzert, software developers need the ability for abstraction, mathematical understanding, creativity, and precision [Ba08, p. 102].

Sommerville emphasizes that the competencies required of software developers go beyond technical skills [So16, p. 28 f.]. For example, software
developers are expected to act morally, adhering to ethical principles, ensuring the protection of rights, and acting in a socially responsible manner [So16,
p. 28 f.]. In this regard, Sommerville [S016] refers to the ACM/IEEE Code of Ethics [ACM/IEEE 99]. According to Plewan and Poensgen, the software
industry lacks generally accepted methods necessary for establishing a professional discipline [PP11, p. 17].

Various challenges affect the organization of the software development process, understanding requirements, developing a valid software structure, and
team collaboration. Partial aspects of these issues have been addressed in various works. For example, in project management, there are challenges in
measuring development progress [Ba08, p. 37]. The quality of emerging software structures is reduced when software developers spend too much time
perfecting a software structure, without it being economically justified [Ba08, p. 17 & 207]. Developing a valid software structure becomes a challenge
within the team when different developers solve tasks in various ways [Br95, p. 48 f. & 257] [Pu78]. Communication plays a crucial role in successful
team collaboration [CNM97]. However, determining the right amount of communication is a demanding task [DHO7, p. 29; HC93].

Method

To answer the research questions RQ1 and RQ2, a survey was conducted using [Mentimeter]. [Mentimeter] is an online solution that allows the creation
of interactive presentations. These presentations can, for example, include questions that the audience can answer anonymously and in real-time during
the presentation. The survey was conducted alongside lectures. Participants in the survey are dual bachelor students from various semesters. Dual students
spend a portion of their studies at a company, where they gain practical experience in the profession they are studying. For this reason, participants were
asked to answer certain questions related to their company. The participants were asked the following questions:

Q1 Question:

What do you believe is the most difficult aspect of programming?
Answer options:

a) Planning the approach organizationally

b) Properly understanding the requirements

c) Building a valid software structure

d) Mastering the programming language

e) Reaching a consensus on a solution within the team

f) Something else

Response:

Participants were asked to choose one of the provided answer options. The focus was on the participants' personal
assessment. Due to the nature of the question, multiple selections were not allowed.

Evaluation:

To evaluate the responses, the frequency with which each of the provided answer options was chosen will be
determined. These frequencies will be compared to the total number of responses. This will reveal a majority
sentiment, showing which challenge was selected by the greatest number of participants as the most significant
challenge.

Q2 Question:

What are the biggest problems in software development, and how are these solved in your company?
Answer options:

a) Planning the approach organizationally

b) Properly understanding the requirements

¢) Building a valid software structure
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d) Mastering the programming language

e) Reaching a consensus on a solution within the team
f) Something else

Response:

Participants were asked to discuss question Q2 with their training company and provide an answer reflecting the
perspective of their company. Due to the nature of the question, multiple selections were not allowed.

Evaluation:

To evaluate the responses, the frequency with which each of the provided answer options was chosen will be
determined. These frequencies will be compared to the total number of responses. This will reveal a majority
sentiment, showing which challenge was selected by the greatest number of participants as the most significant
challenge in their company.

Q3 Question:

Assuming mastery of the programming language as a fundamental core competence, which additional skills does a
good developer need?

Answer options:

a) Understanding customer requirements

b) Planning a sustainable software structure

c) Ability to anticipate future change needs

d) Ensuring software quality

e) Planning a development approach

f) Communication skills for interaction with customers and colleagues
Response:

Participants were asked to provide their personal assessment. For each of the provided answer options, participants
rated them on a scale from O (= Irrelevant) to 10 (= Very important).

Evaluation:

To evaluate the responses, the mean scores for each of the answer options will be calculated and compared.
Additionally, further statistical analysis will be conducted by calculating measures of central tendency such as the
median, minimum, first quartile, third quartile, and the upper whisker, which will be displayed in a box plot diagram.

The questions Q1 and Q2 allow for directly comparable results, showing the different evaluations of challenges from the participants' personal perspective
as well as from the perspective of their training companies. For this reason, the responses to Q1 and Q2 are compared with each other. To facilitate this
comparison, Q1 and Q2 use the same answer options. These answer options are limited to five technical challenges (a to ). Additionally, participants
have the option to select option f if none of the listed challenges, in their view, represent the biggest challenge in software development. Questions Q1
and Q2 contribute to answering RQ1. In Q3, the relevance of skills related to typical tasks of software developers is examined. The participants'
assessments help contribute to answering RQ2.

Based on the insights gained through the review of literature and empirical research, a set of recommendations for project management will be formulated.
These recommendations are also based on experiences and discussions with students regarding the handling of typical challenges.

Results

The results of Q1 reflect the participants' perspective on the greatest challenges in software development. Question Q1 was answered by 84 participants.
From their viewpoint, understanding customer requirements (option b) is perceived as the greatest challenge, with 33.3% of participants selecting option
b as the biggest challenge in software development. Among the technical options a) to e), option e) (Teamwork) was selected the least as the greatest
challenge (4.8%).

The results of Q2 show the evaluation of possible challenges in software development from the perspective of the training companies. It should be noted
that the perspective of the training companies refers to the viewpoints of selected employees from the companies, whose identities are not known. Due
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to the anonymous nature of the data, it is not possible to verify whether these responses truly represent the perspective of the companies. There are 25
responses to question Q2.

The evaluation of the results from Q2 reveals that in most cases (22.6%), none of the listed options represent the greatest challenge as perceived by the
companies. Among the technical options a) to e), understanding requirements (option b) was again selected as the greatest challenge, with 22.6% of
responses. The least frequently selected option (3.2%) was option c) as the greatest challenge in software development.

Figure 1 summarizes the results of Q1 and Q2 and contrasts the respective responses. Among the technical options a) to e), the greatest differences are
observed primarily in the selection of options c) and d). While participants personally chose mastering the programming language (d) and building a valid
software structure (d) more frequently as challenges, these options were selected less frequently as the greatest challenges from the company perspective
in the Q2 data. This is understandable for option d). While mastering the programming language may still be a significant challenge from the perspective
of the participating students, it is assumed that this challenge has been overcome in companies, and therefore it is no longer selected as frequently as the
greatest challenge.

The most challenging aspect of pragramming

Figure 1 - Results of Q1. Own illustration, created with [Microsoft® Excel® 2019].

In the context of Q3, participants were asked to provide their personal assessment of important competencies for software developers that go beyond
mastery of the programming language (see option d in Q1). In accordance with the previous section's description, the data from Q1 are evaluated by
calculating the mean score and analyzing additional statistical measures of central tendency. Figure 2 presents the results of Q3, comparing the mean
ratings of the various categories.

Similar to the findings from Q1, the evaluation of the data from Q3 highlights that understanding customer requirements is considered the most important
competency for a software developer (option a with a mean of 7.9). Communication skills (option f with a mean of 7.7) were rated as the second most
important competency. The least important competency was option e) (with a mean of 5.9).

0
9

Key Competencies for Software Developers

Figure 2 - Results of Q3. Own illustration, created with [Microsoft® Excel® 2019].

Figure 3 shows the results of Q3 in the form of a boxplot diagram. Notably, there is a high level of confidence among participants regarding the relevance
of competency options a), b), and d). Participants were relatively certain about the importance of understanding customer requirements, the ability to plan
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a software structure, and the ability to ensure software quality. In contrast, the ratings for competency options e) and f) show significant variability. The
opinions on the importance of skills related to planning the development approach and communication were highly diverse among the participants.

Q3: Evaluation of Key Competencies

" s

Figure 3 - Results of Q3 in form of a boxplot. Own illustration, created with [Microsoft® Excel® 2019].

The data collected during the empirical studies on challenges, as well as insights from the state of research, suggest that three categories of challenges
should be considered: requirement-related challenges, software structure-related challenges, and organizational challenges. For better clarity, these
categories can be related to steps in the software development process.

Requirement-related challenges include, for example, high requirement volatility [SLO1, p. 19] or high innovation pressure [KJS+06; GS13]. Software-
related challenges involve issues such as an unproductive drive for perfectionism [Ba08, p. 17, 207] or the accumulation of technical debt [Cu92; MS12,
p. 75; Al12]. Organizational challenges include, for instance, planning difficulties due to the need for creativity [Ba08, p. 19, 32] as well as the correct
application of the methodology [PP11].

The diagram in Figure 4 shows the software development process in connection with challenges that can occur during development. Similar to the
representation in [KS15, p. 160], challenges cause setbacks in the process when they arise. Figure 4 represents the process as a UML activity diagram
and incorporates challenges by associating them as use cases. It should be noted that this representation deviates from the UML standard and its associated
intention. The depiction serves as a guide.

Figure 4 - Process of software development in connection with challenges. Own illustration, created with [Microsoft® Visio® 2021].

The illustration in Figure 4 clearly shows that setbacks naturally affect the steps of development as well as requirements engineering. Challenges related
to requirements or software structure are directly associated with the activities of requirements engineering and development. It is important to note that
requirement-related challenges can also lead to additional efforts on the customer’s side, for instance, when details about requirements are missing.
Organizational challenges have an overarching relationship with the software development process and cannot be assigned to individual steps in the
process.

As a recommendation for avoiding challenges, it is essential to establish risk management and maintain it throughout the software development process.
A description of how to approach risk management can be found, for example, in [PR18]. Such risk management assumes that the project manager
regularly coordinates with the project participants and notices early when the likelihood or impact of a risk changes [PR18]. This requires the project
manager to have technical knowledge about the diverse challenges that can arise during software development. Additionally, the project manager must
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be willing to engage with the details of the software development process, even if they involve technical aspects. To prevent the emergence of challenges,
the steps of requirements engineering and software development should be carried out with the utmost care and in accordance with industry standards.
This includes, for instance, employing good programming techniques during software development [GS13; Ba09; Ma03; Fo19].

To ensure compliance with industry standards, attention should be given to ensuring uniform qualifications of all involved participants [Ba08]. Developers
who engage in test-driven development achieve structural advantages for the software architecture [Ma03] and facilitate later adaptations to new or
changed customer requirements [Fol19]. Furthermore, the process model used for a software development project should be carefully selected and
correctly applied. If necessary, further training should be conducted before the process model is applied. The working methods should be regularly
reviewed and adjusted if necessary to achieve the best possible outcome.

Discussion

The results from Q1 and Q3 may appear contradictory when compared. While the participants indicated on average in Q1 that teamwork (Option d) rarely
represents the greatest challenge in software development, Q3 clearly showed that software developers particularly need communication skills (Option f
was rated with 7.7 points). However, it should be noted that the need for good communication skills, as indicated in Q3, does not necessarily mean that
these skills are insufficient in practice, leading to problems. Additionally, the results from Q1 showed that participants frequently selected the planning
of the software development process (Option a) as the greatest difficulty in software development. This major challenge does indeed require
communication skills to be overcome.

Furthermore, the significance of planning the development process, as indicated by Q1, is surprising. With a probability of 22.6%, participants in Q1
selected the corresponding Option a) as the greatest challenge in software development. In contrast, in Q3, participants indicated that planning the
development process was of lower importance compared to other competencies for software developers (Option e in Q3). It should be noted that the
planning of the development process is not necessarily carried out by software developers. Often, the planning of the development process is the
responsibility of project managers or individual software developers in leadership positions. Therefore, the competence to overcome the planning
challenge may not be required across all software developers.

Regarding the processual representation, mixtures of challenges are not considered in detail. For example, language barriers between customers and
software developers [HSF+08, p. 1017] lead to both requirement-related challenges and organizational challenges. It should be noted that organizational
challenges, due to their overarching nature, are related to many other challenges. For instance, one could argue whether technical debt [Cu92] could be
avoided if the software development process were planned differently. Therefore, when considering challenges, priority should be given to categorizing
the more specific challenges before the more general ones.

The given recommendations are relatively general and refer to established project management methodologies, such as those described in [PR18]. To
enable the initial setup of a software development project that avoids challenges, the recommendation connects selected challenges with countermeasures.
As mentioned before, it should be emphasized that neither the lists of challenges nor countermeasures can claim to be exhaustive. In particular, software
development projects that are highly innovative will face many unique challenges that are not yet known. The study conducted here highlights the
importance of requirements engineering activities, software development, and overarching organizational management. Based on practical experiences
in various software development projects and the results of discussions with students, it seems especially important that the project manager regularly
monitors the occurrence of challenges. For this, they must be informed and, if necessary, also engage with the details. It should be noted that not every
project manager possesses the necessary technical qualification for this. In these cases, expanding the project management by involving subject matter
experts, who can manage and monitor sub-areas of a project, may be a viable solution that should be evaluated for its applicability.

Conclusion

The consideration of software engineering challenges reveals that various risks can influence the success of software development. Five specific technical
risks were examined and further analyzed through a survey (Q1/Q2). The survey shows that, from a practical perspective (Q2), this compilation does not
reflect the greatest challenge in most cases (22.6%). Furthermore, the results from Q1 and Q2 indicate that planning and understanding requirements have
a high probability of being the greatest challenges. An investigation into the key competencies (Q3) that software developers need reveals that many
skills were rated with nearly equal importance. Notably, the competencies identified by the participants in Q3 as most essential were understanding
requirements (a with 7.9 points) and communication skills (f with 7.7 points).

Given the large variety of potential challenges, they were categorized after the survey into "Requirement-related challenges,” "Software structure
challenges,” and "Organizational challenges.” These categories were mapped to the software development process. A set of recommendations was
provided for project managers, which includes establishing risk management, regular risk monitoring, adherence to industry standards, and routine checks

of the working process (see the Results section).

For future research following this study, it is important to explore whether there are additional main categories of challenges beyond requirements,
software, and organizational challenges. These findings could be used to further systematize the given recommendations and augment them. Since the
list of recommendations provided here cannot be exhaustive and serves only as a preliminary orientation for project managers, conducting an experiment
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or case study might be beneficial to test and complement these recommendations. A separate, additional research area would focus on the extent to which

universal recommendations and challenges can be identified for the fast-paced and innovative software development industry.
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