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ABSTRACT :

Cybersquatting has emerged as a critical issue in Nigeria’s digital ecosystem, where individuals or entities register domain names identical or similar to well-known
trademarks with the intent of profiting from them. This paper examines the prevalence, impact, and legal implications of cybersquatting in Nigeria, with a focus on
the effectiveness of existing legal frameworks such as the Nigerian Cybercrimes Act 2015. Using a mixed-method research approach, this study integrates surveys,
interviews, and case studies to assess the impact of cybersquatting on businesses, individuals, and Nigeria’s digital economy. The findings highlight significant
gaps in enforcement, lack of public awareness, and the need for legal amendments. The paper provides recommendations for strengthening Nigeria’s legal and
institutional responses to cybersquatting, promoting awareness campaigns, and adopting international best practices.
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1. Introduction :

The rapid growth of the internet has transformed business operations, social interactions, and financial transactions. However, this digital transformation
has also led to several cyber threats, one of which is cybersquatting. Cybersquatting occurs when individuals register, sell, or use domain names that
resemble well-known brands or personal identities to profit illegally. This practice affects businesses, individuals, and the overall digital economy by
causing financial losses, reputational damage, and intellectual property theft.

In Nigeria, cybersquatting is becoming increasingly prevalent due to the rise of digital commerce and weak enforcement of cyber laws. Despite the
enactment of the Nigerian Cybercrimes Act 2015, challenges persist in identifying and prosecuting cybersquatters. The growth of Nigeria’s digital
economy and the increasing reliance on online platforms for commerce have made domain names valuable digital assets. Consequently, the exploitation
of domain names by unauthorized individuals has become a pressing concern.

The objective of this paper is to analyze the extent of cybersquatting in Nigeria, its impact on businesses and individuals, and the effectiveness of current
legal responses. The study also explores the global legal landscape on cybersquatting, comparing Nigeria’s legal framework with international best
practices. By identifying key legal and institutional gaps, this paper aims to provide recommendations for strengthening Nigeria’s response to
cybersquatting, improving awareness, and enhancing enforcement mechanisms.

2. Literature Review :
2.1 Overview of Cybersquatting

Cybersquatting involves the unauthorized registration of domain names identical or similar to established trademarks. The practice is driven by an intent
to sell the domain at an inflated price, divert traffic for commercial gain, or conduct fraudulent activities (Adetayo, 2019). Globally, regulatory frameworks
such as the Uniform Domain-Name Dispute-Resolution Policy (UDRP) established by the Internet Corporation for Assigned Names and Numbers
(ICANN) and the Anticybersquatting Consumer Protection Act (ACPA) in the U.S. provide legal remedies against cybersquatters (World Intellectual
Property Organization, 2020). These frameworks enable trademark owners to reclaim their domains through dispute resolution mechanisms.

2.2 Cybersquatting Trends and Challenges

The proliferation of e-commerce and digital branding has increased the risk of cybersquatting worldwide. According to a report by the World Intellectual
Property Organization (2020), cases of domain name disputes have significantly risen in recent years. Major companies such as Google, Facebook, and
Microsoft have faced cybersquatting issues, highlighting the global nature of the challenge.

In emerging markets like Nigeria, cybersquatting is particularly problematic due to weak regulatory enforcement and limited public awareness. Businesses
often struggle to reclaim their domain names, and legal proceedings can be slow and costly (Eberechi & Chukwuma, 2020). Additionally, the anonymity
of cybersquatters, facilitated by domain privacy protection services, makes legal action difficult (Nigerian Communications Commission, 2021).
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2.3 Cybersquatting in Nigeria: Legal and Institutional Framework

Nigeria’s legal approach to cybersquatting is outlined in the Cybercrimes Act 2015. Section 25 criminalizes cybersquatting, yet enforcement is weak due
to limited resources and inadequate investigative tools (Oluwatobi, 2018). The Nigerian Communications Commission (NCC) and the National
Information Technology Development Agency (NITDA) are tasked with overseeing cyber-related issues; however, their roles in addressing
cybersquatting remain limited (Nigerian Communications Commission, 2021).

Furthermore, Nigeria lacks a dedicated dispute resolution mechanism similar to ICANN’s UDRP, making it difficult for businesses to resolve domain
disputes efficiently. The absence of specialized cyber courts also contributes to delays in handling cybersquatting cases (Olatokunbo, 2022).

2.4 Economic and Legal Impact of Cybersquatting

Cybersquatting leads to financial losses for businesses forced to repurchase domains at inflated prices (Adetayo, 2019). It also affects brand integrity, as
cybersquatters may use these domains for fraudulent activities, spreading malware, or phishing scams that deceive customers (Eberechi & Chukwuma,
2020).

From a legal standpoint, Nigeria’s existing laws do not provide a clear framework for domain name recovery. Businesses often resort to litigation, which
is time-consuming and expensive (Olatokunbo, 2022). This situation has prompted calls for the Nigerian government to adopt alternative dispute
resolution (ADR) mechanisms tailored to cybersquatting cases.

2.5 Comparative Legal Frameworks: Lessons from Other Countries

Several countries have adopted strong legal frameworks to combat cybersquatting:
e  United States: The Anticybersquatting Consumer Protection Act (ACPA) provides trademark owners with legal grounds to sue cybersquatters
and recover damages (World Intellectual Property Organization, 2020).
e  European Union: The EU Intellectual Property Office enforces regulations against domain name misuse, ensuring trademark protection across
member states (Nigerian Communications Commission, 2021).
e  China: The China Internet Network Information Center (CNNIC) has implemented strict domain name regulations to curb cybersquatting
(Oluwatobi, 2018).
Nigeria can learn from these international frameworks by establishing a more efficient dispute resolution system and strengthening its legal mechanisms.

3. Methodology :
3.1 Research Design

This study adopts a mixed-method research design that integrates both qualitative and quantitative approaches. The combination of these methods ensures
a comprehensive understanding of cybersquatting in Nigeria, its impact, and the effectiveness of legal measures.

3.2 Data Collection Methods

To achieve the research objectives, data was collected through:
e  Surveys: Structured questionnaires were distributed to business owners, legal practitioners, and internet users to gauge their awareness of
cybersquatting and its impact.
. Interviews: Semi-structured interviews were conducted with cybersecurity experts, legal professionals, and policymakers to understand the
enforcement challenges associated with cybersquatting.
e  Case Studies: Real-world examples of cybersquatting incidents in Nigeria were analyzed to highlight trends, impacts, and the response of
regulatory bodies.

3.3 Sampling Technique

A purposive sampling method was employed to select participants who have experience with cybersquatting cases. This included:
. Business owners who have encountered domain-related disputes.
. Legal professionals specializing in cyber law.
. IT experts involved in digital security.

3.4 Data Analysis

The data collected from surveys and interviews were analyzed using:
. Quantitative Analysis: Statistical tools such as SPSS were used to process survey responses, providing numerical insights into cybersquatting
trends.
. Qualitative Analysis: Thematic analysis was applied to interview transcripts and case studies to identify recurring themes and challenges.
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3.5 Ethical Considerations

The research adhered to ethical guidelines, ensuring that:
. Participants’ identities remained confidential.
. Informed consent was obtained before data collection.
. Data was securely stored and used solely for academic purposes.

4. Findings, Results and Discussion :

Prevalence of Cybersquatting in Nigeria

Survey results indicate that over 60% of Nigerian businesses have experienced domain-related disputes, with many unaware of legal remedies available
to them. A significant portion of these businesses were forced to repurchase their domain names at inflated costs.

Percentage of Businesses Affected by Cybersquatting
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Business Status

Survey Metric

Businesses Affected by Cybersquatting
Businesses Unaware of Legal Remedies
Businesses That Repurchased Domains

Businesses Facing Customer Trust Issues

4.2 Financial and Reputational Impact

Not Affected

Percentage (%)
60%
40%
45%

30%

. Financial Losses: Businesses reported an average 25% increase in operational costs due to cybersquatting-related legal disputes and domain

buybacks.

e  Brand Reputation: Over 45% of affected businesses reported customer trust issues due to fraudulent use of their domain names by squatters.

4.3 Legal and Enforcement Challenges

e  Weak Enforcement: Law enforcement agencies lack the resources and expertise to track and prosecute cybersquatters effectively.

. Legal Gaps: The Cybercrimes Act 2015 does not explicitly outline clear procedures for domain dispute resolution, making legal recourse

lengthy and expensive.

4.4 Public Awareness and Education

Findings indicate that only 30% of Nigerian business owners were aware of cybersquatting laws, highlighting the need for public education and awareness

campaigns.
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5. Recommendations :

1.  Strengthening Legal Frameworks: Amend the Cybercrimes Act to establish clear domain recovery procedures and stricter penalties.

2. Enhanced Enforcement Mechanisms: Equip law enforcement agencies with tools and training to track and prosecute cyber squatters
effectively.

3. Public Awareness Campaigns: Launch nationwide campaigns educating businesses and individuals on cybersquatting risks and legal
remedies.

4.  Collaboration with International Bodies: Adopt international best practices and work with ICANN for domain dispute resolutions.

5. Encouraging Alternative Dispute Resolution (ADR): Promote arbitration and mediation to expedite domain recovery processes.

Further research :
To expand upon the findings of this study, future research should explore the following areas:

1.  Effectiveness of Cybercrime Laws in Nigeria
a. A comparative study assessing the enforcement of cybersquatting laws in Nigeria versus other jurisdictions.
b.  Analysis of court cases and their impact on cybersquatting deterrence.
2. Technological Solutions for Cybersquatting Detection
a.  Development of machine learning models to detect and prevent cybersquatting activities.
b.  Use of block chain technology for secure domain name registration.
3. Public Awareness and Business Strategies
a.  Evaluating the role of awareness campaigns in reducing cybersquatting incidents.
b.  Assessing how businesses can adopt proactive domain protection strategies.
4. Economic Impact Assessment
a.  Quantifying the long-term financial losses suffered by businesses due to cybersquatting.
b.  Studying the correlation between cybersquatting activities and investor confidence in Nigeria’s digital economy.
5.  Alternative Dispute Resolution (ADR) for Domain Name Disputes
a. Investigating the potential for ADR mechanisms to resolve cybersquatting cases more efficiently.
b.  Comparing ADR effectiveness in Nigeria with international best practices.

6. Conclusion :

Cybersquatting remains a significant cybercrime issue in Nigeria, negatively affecting businesses, individuals, and the economy. While Nigeria has made
legislative efforts, enforcement remains inadequate. This paper emphasizes the need for stronger legal protections, increased awareness, and improved
enforcement strategies to combat cybersquatting effectively. Addressing these challenges will help safeguard Nigeria’s digital ecosystem, ensuring
intellectual property protection and business continuity.
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