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ABSTRACT -

The purpose of a fingerprint-based voting system is to improve voting's accuracy, efficiency, and security. This system makes use of a microcontroller, fingerprint
scanning, and biometrics. Voting is safe and transparent thanks to blockchain technology and fingerprint authentication. Voters of all ages and backgrounds can
utilize the system because it is simple to use and intuitive. Voters need little training, and the results can be computed and reported with speed and precision. Using
a fingerprint-based EVM could lower errors and improve efficiency and security. However, because biometric data is sensitive information, there are some privacy
concerns. It is essential to put in place a secure system to safeguard this data. Furthermore, there are obstacles in the way of a system like this being widely adopted.
In general, Voting could be completely transformed by a fingerprint-based system, which would increase voting's accuracy, efficiency, and security.
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1.INTRODUCTION

The Fingerprint-Based Voting System emphasizes how crucial safe and effective voting is to a robust democracy. As technology develops, biometric
techniques—particularly fingerprint recognition—offer a promising remedy for issues like election fraud and voter mistrust. The integrity of the election
process may be compromised by problems like ballot tampering and impersonation that plague traditional voting methods like paper ballots or simple
electronic systems. We can guarantee that only registered voters are able to cast ballots by putting in place a fingerprint-based system, which will make
the process more secure and dependable. In addition to preventing fraud, this method expedites vote verification and counting, facilitating participation
for all. Successful instances from nations such as Brazil and India demonstrate that biometric voting can boost public confidence and motivate more
people to cast ballots. The goal of this project is to create a fingerprint-based voting system that enhances accessibility and security, thereby promoting a
more reliable electoral process.

2.. LITERATURE SURVEY

2.1 Alahakoon, D., et al. (2013). ""The Impact of Biometric Technology on Electoral Systems." International Journal of Voting Systems and
Technology.

The use of biometric systems, such as fingerprinting and facial recognition, in voter registration and verification procedures is examined in the 2013 paper
"The Impact of Biometric Technology on Electoral Systems," written by Alahakoon and associates. According to the study, biometric technology greatly
lowers problems like multiple voting, impersonation, and duplicate registrations. These systems can instantly verify a voter's identity by using biometric
voter verification at polling places, which solves a number of conventional election security issues.

2.2 Costa, J., & +Melo, P. (2021). ""Advancements in Biometric Technology for Voting." Biometric Technology Today.

Costa and Melo (2021) examine how new biometric tools are enhancing voter authentication in their study on developments in biometric technology for
voting. They draw attention to the growing importance of multifactor biometric techniques, such as iris scans, fingerprinting, and facial recognition,
which greatly lower fraud and speed up and secure voter verification. Because mobile devices with cameras and biometric software enable precise identity
verification without the need for physical polling places, these technologies facilitate more accessible remote voting.

2.3 Bhatia, K., & Sharma, R. (2023). ""Biometric Voting: A Global Perspective on Implementation and Challenges." Journal of Global Policy
and Governance.

Bhatia and Sharma's 2023 study, "Biometric Voting: A Global Perspective on Implementation and Challenges,"” offers a thorough examination of the
global adoption and ramifications of biometric voting systems. The authors point out that nations are using biometric voting—such as fingerprint or iris
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recognition—in an effort to improve election integrity, lower voter impersonation, and stop fraud. They highlight how biometric systems have increased
election transparency and public trust while talking about several successful implementations.

2.4 Kaur, M., & Singh, S. (2010). ""Biometric Voting System: A Secure Approach to Elections. " International Journal of Computer Applications.

In "Biometric Voting System: A Secure Approach to Elections,” Kaur and Singh (2010) examine how biometrics—specifically, fingerprint recognition—
can be used to make voting more reliable and secure. According to the authors, traditional voting procedures are easily manipulated, and problems like
tampering, impersonation, and unapproved voting regularly compromise the integrity of democracy. The use of fingerprint-based biometrics reduces
fraud and boosts voter confidence in election results by authenticating only registered voters and granting each person a single vote.

3.0BJECTIVE
3.1 Enhance ldentification and Authentication of voter.

Providing a safe and dependable way to identify voters is the main goal of fingerprint-based voting systems. The system seeks to guarantee that every
voter is verified prior to casting their ballot by utilizing distinct biometric information. This improves the electoral process's integrity by preventing
problems like voter impersonation and double voting.

3.2 Reduce Electoral Fraud

Reducing electoral fraud is another crucial goal, as it has the potential to erode democratic processes. By creating a tamperproof record of voter identity,
fingerprint voting systems make it much more difficult for dishonest actors to rig elections. The systems' implementation of biometric verification is
intended to increase public trust in the electoral process.

3.3 Streamline the Voting Process

One of the main objectives of fingerprint-based voting systems is efficiency. These systems shorten polling station wait times by automating the voter
verification procedure, which helps to expedite the voting process in general. This goal is especially crucial during elections with high voter turnout, as
long lines may deter people from casting ballots.

3.4 Ensure Data Security and Privacy
Information about voters must be protected. The goal of fingerprint-based voting systems is to put strong security measures in place to protect biometric

information from breaches and unwanted access. Important elements of this goal include encryption and safe data storage procedures, which guarantee
that private data is kept private while still being available for verification.

3.BLOCK DIAGRAM & DESCRIPTION OF BLOCK DIAGRAM

3.1 Block Diagram
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Figure -1: Block Diagram of Fingerprint Based voting system.
3.2 Description of Block Diagram

A microcontroller serves as the central component of a fingerprint-based voting system, managing and coordinating all of its parts. The fingerprint
module, which takes and verifies voters' fingerprints, sends input to the microcontroller. By limiting access to the voting process to registered voters only,
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this authentication helps to prevent problems like duplicate voting and impersonation. The fingerprint module scans the print and compares it to the
database that has been pre-registered. The microcontroller starts the subsequent procedures if the fingerprints match, enabling the voter to continue.

The voter is guided through each step by the system's LCD display, which serves as a user interface and shows messages like "Place Finger on Sensor"
and "Vote Confirmed." As the microcontroller sends it signals based on the ongoing voting process, this display updates in real-time. Switches also
function as manual controls, frequently used to navigate options on the display or verify the voting selection. For example, the voter can confirm their
chosen candidate by pressing a switch after fingerprint verification.

Last but not least, a steady power source is necessary to keep the microcontroller, fingerprint module, display, and switches running consistently. In
order to guarantee that every component functions dependably throughout the voting process, the power supply frequently uses DC input. The fingerprint-
based voting system's integration of these elements guarantees safe, easy voting, allowing each verified voter to cast a single, legitimate vote, thereby
increasing public confidence in the electoral process.

4. SYSTEM DEVELOPMENT WORKING

Figure -2: Flowchart of Fingerprint Based voting system.
4.1 User Registration
1. Data Collection: Voters provide personal information such as name, address, and identification number. They also scan their fingerprints,
which are digitized and stored in a secure database.
2. Verification: The system may perform initial background checks to ensure eligibility, such as age and residency requirements.
3. Security Measures: Data is encrypted and stored securely to protect against unauthorized access. Each voter may receive a unique ID to
facilitate the voting process.

4.2 Fingerprint Authentication

1. Biometric Scanner: At the polling station, voters use a biometric scanner to capture their fingerprints.

2. Matching Process: The system compares the scanned fingerprint with those stored in the database. If a match is found, the voter’s identity is
confirmed.

3. Handling Exceptions: If the fingerprint does not match, the system can provide options for alternative verification methods, such as security
questions or photo ID checks.
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4.3 Voting Process

1. Access to Voting Interface: Once authenticated, the voter is granted access to the electronic voting machine or online portal.

2. User-Friendly Design: The interface is designed to be intuitive, guiding voters through the selection of candidates or referendum options. It
may include accessibility features for individuals with disabilities.

3. Confirmation of VVote: After making a selection, the system prompts the voter to confirm their choice before submission to prevent accidental
votes.

4.4 Data Encryption and Security

1.  Vote Encryption: Votes are encrypted during transmission and storage to ensure confidentiality and integrity.
2. Secure Infrastructure: The system employs secure servers and network protocols to protect against cyber threats.
3. Auditing and Logging: All actions within the system are logged for audit purposes, allowing for post-election verification of processes and
results.
4.5 Results Tallying and Reporting
1.  Automated Tallying: Once voting concludes, the system automatically counts the votes, minimizing human error and speeding up the results
process.

2. Verification Procedures: The tallied results can be cross-verified with physical records to ensure accuracy. 3. Reporting: Results are securely
transmitted to electoral authorities and made available to the public through official channels, maintaining transparency.

5. COMPONENT LIST

Sr. No. Component Quantity
1 Arduino UNO 01
2 Fingerprint Module 01
3 LCD Display 01
4 Power Supply 01
5 Buzzer 01
6 Switches 03
7 LED’s 05

Chart -1: List of Components

6. ADVANTAGES

1.  Enhanced security: Reduces the risk of voter fraud and impersonation.
2. Cost effectiveness: Compared to traditional voting methods, the system can be more efficient in the long run.
3. Convenience: Streamlines the voting process, making it faster and easier for voters.

4. Accuracy: Ensures that each vote is tied to a unique individual, eliminating duplicate votes.

7. APPLICATIONS

1.  Stopping multiple votes: Prevents the same person from voting more than once.
2. Reducing fraud: Harder for someone to pretend to be someone else.
3. Speeding up voting: Makes the voting process faster.

4. Keeping votes secure: Less likely to be tampered with.
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5. Building trust: People have more confidence in the election results.

8. CONCLUSIONS

An important improvement in electoral efficiency and integrity can be seen in the Fingerprint Based Voting System. This system successfully prevents
problems like voter impersonation and multiple voting by using biometric fingerprint authentication, guaranteeing that every eligible voter can cast their
vote safely and independently. 10T technology integration improves communication and verification in real-time, expediting the voting process while
preserving openness and confidence. Notwithstanding issues with scalability and privacy, this system has the potential to completely transform voting
procedures and open the door for future democratic processes that are safer and more dependable.
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