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ABSTRACT:

The increasing reliance on internet services in Malawi has introduced significant cybersecurity risks, including Distributed Denial of Service (DDoS) attacks,
phishing, and malware propagation. Traditional Intrusion Detection Systems (IDS) fail to meet the requirements for real-time analysis and response in resource-
constrained environments like Malawi. This research proposes a Real-Time Intrusion Detection and Response Framework leveraging machine learning techniques
to address these challenges. By integrating anomaly detection models (Random Forest, K-Means), dynamic threat response mechanisms (IP blocking, alert
generation), and resource optimization, the framework aims to improve cybersecurity resilience. The implementation and evaluation, using UNSW-NB15, KDD
Cup 99 and simulated local traffic datasets, reveal its effectiveness in detecting and mitigating cyber threats in low-bandwidth and limited-resource environments,
achieving a 95.2% detection accuracy for known threats and 87.5% for unknown anomalies, with a 2-second automated response latency.
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1. Introduction:

With the rapid growth of internet adoption in Malawi, individuals, businesses, and government entities face escalating cybersecurity threats, compounded
by inadequate infrastructure, limited expertise, and resource constraints. Traditional IDS, reliant on static rule-based systems, struggle to adapt to new
and evolving threats, rendering them ineffective for dynamic threat landscapes. This study focuses on developing a framework tailored to Malawi's
specific needs, utilizing machine learning algorithms for real-time anomaly detection and automated response systems to mitigate threats promptly. The
goal is to create a system that is effective in the resource constrained environment of Malawi, with a focus on real time response.

2. Related Work:

Numerous studies highlight the limitations of traditional IDS in handling novel attacks. Research on machine learning-based IDS demonstrates their
superior performance in detecting anomalies. However, their application in resource-constrained settings, particularly in the context of developing nations
like Malawi, remains underexplored. This study builds on existing methodologies while addressing the unique challenges of Malawi’s network
environment, including bandwidth limitations and lack of localized threat intelligence. Specifically, this paper will be focusing on the implementation of
a system that can be deployed within the current infrastructure of Malawi.

3. Methodology:
3.1 Framework Design:

The proposed framework comprises three key components:

Data Collection Module: Captures real-time network traffic using lightweight tools like Wireshark and Python-based sniffers, focusing on capturing
relevant network packet data.

Feature Engineering and Machine Learning: Extracts meaningful patterns (e.g., packet size, frequency, protocol type, source/destination IP) and
employs supervised (Random Forest) and unsupervised (K-Means) learning models for threat detection. Random forest was configured with (example
parameters, adjust as needed) 100 estimators, and a max depth of 10. K-means used (example parameters) 5 clusters. Feature selection was accomplished
using a combination of correlation analysis via SPSS, and feature importance analysis from the random forest model.
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Response System: Automates actions such as IP blocking and alert generation using Python and integration with firewall systems, triggering responses
within 2 seconds of anomaly detection.

3.2 Dataset:

The UNSW-NB15 and KDD Cup 99 datasets were used for initial model training and validation, providing a broad range of attack vectors. Additionally,
small-scale traffic datasets were collected from a controlled environment to simulate local internet usage, capturing typical traffic patterns and potential
anomalies. This simulated data allowed for the testing of the system within a controlled environment that mimics the infrastructure found within Malawi.

3.3 Statistical Tools:

SPSS was utilized to analyze relationships between key network parameters, guiding feature selection. Python libraries such as scikit-learn, NumPy, and
pandas facilitated model development and data manipulation.

3.4 Evaluation Metrics
The performance of the system was measured using the following metrics: Accuracy, Precision, Recall, and F1-score.
3.5 Testing Environment

The testing environment consisted of a virtualized network that simulated a small business network. The framework was run on a machine with 8GB of
ram, and a quad core processor. Network traffic simulation was accomplished using a traffic generation tool.

3.6 Real-Time Definition

For the purposes of this paper, real time is defined as the systems ability to capture, analyze, and respond to network traffic anomalies within 2 seconds.

4. Results and Discussion:
4.1 Anomaly Detection Performance:

The framework achieved a detection accuracy of 95.2% for known threats and 87.5% for unknown anomalies, significantly outperforming traditional
IDS. This performance was achieved using the evaluation metrics described in section 3.4.

4.2 Real-Time Response:

Latency tests demonstrated the framework's capability to trigger automated responses within 2 seconds of threat detection, ensuring minimal disruption.
4.3 Challenges:

Key challenges included integrating the system into existing infrastructure, minimizing false positives, and the limited availability of real-world Malawi
internet traffic data. Adaptive thresholding techniques were introduced to address false positives. The limited data was addressed by testing the system
using simulated data that was designed to mimic the expected traffic patterns of Malawi networks.

4.4 Error Analysis

False positives were caused by unexpected but legitimate network traffic patterns. False negatives were caused by highly sophisticated attacks that
mimicked normal traffic.

4.5 Impact on Malawi

This system could greatly improve the security posture of networks within malawi, by providing real time intrusion detection and response. This would
reduce the impact of cyber attacks on individuals and businesses.

4.6 Limitations

The limitations of this study include the reliance on simulated data, the limited scope of the attacks considered, and the relatively small scale of the testing
environment.
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5. Conclusion and Future Work:

The Real-Time Intrusion Detection and Response Framework demonstrates promise in addressing Malawi's cybersecurity challenges. By combining
lightweight data collection, machine learning algorithms, and efficient response systems, the framework enhances security without overburdening
resources. Future work will focus on expanding local threat intelligence databases, incorporating blockchain technology for secure logging, testing the
system within a real-world environment within Malawi, and expanding testing to include mobile network security. Potential collaborations with local
internet service providers (ISPs) or government agencies will be explored to deploy and evaluate the framework.

6. Ethical Considerations:

This research did not involve the collection of personally identifiable information. Simulated data was used for testing and validation.

7. Practical Implementation Considerations:

Deployment challenges include the need for trained personnel to maintain and update the system. The system requires a dedicated server with sufficient
processing power and memory. A basic web based user interface would be provided to allow system admins to view logs and configure the system.
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