International Journal of Research Publication and Reviews, Vol 6, no 2, pp 3982-3990 February 2025

International Journal of Research Publication and Reviews

Journal homepage: www.ijrpr.com ISSN 2582-7421

WWW.IJRPR.COM

Crime Prediction Using Machine Learning

1 Prof. R. Hinduja, 2Ms. T. Tejasree, 3Ms. Harini Ramesh Babu

Assistant Professor, Department of Software Systems, Sri Krishna College of Arts and Science, Coimbatore, India hindujar@skasc.ac.in
23Student, Department of Software Systems, Sri Krishna College of Arts and Science, Coimbatore, India
*tejasreet20mss031@skasc.ac.in, *harinirameshbabu20mss012@skasc.ac.in

ABSTRACT—

Crime prediction refers to the application of machine learning algorithms to examine past crime statistics and find trends that can predict future criminal activity.By
examining factors such as crime types, locations, times, and socio-economic variables, machine learning models assist law enforcement in making judgments based
on data on resource allocation, enabling more proactive and efficient crime prevention strategies. Existing crime prediction systems primarily use machine learning
techniques include k-Nearest Neighbors (k-NN), Random Forests, Support Vector Machines (SVM), and Decision Trees. Although these techniques have yielded
valuable insights,they face challenges like data biases, lack of transparency, and ethical concerns related to privacy and surveillance. By utilizing deeper learning
models like neural networks and more sophisticated machine learning algorithms like XGBoost, the suggested method seeks to get around these restrictions,which
can better handle complex, large-scale datasets and improve prediction accuracy. With the By combining real-time data, sophisticated feature engineering, and
fairness-aware methods, the suggested system should be able to forecast with an accuracy of between 85 and 90 percent.Additionally, the system will include
Explainable Al (XAl) methods to enhance transparency, ensuring trust and accountability in the predictions. The goal is to develop a more effective, ethical, and
transparent crime prediction system that optimizes law enforcement strategies and contributes to safer communities.

Keywords—Crime prediction, Random forest classifier algorithm, Crime data analysis, Predictive modeling, Public safety, Cyber threats, Law
enforcement analytics.

1. Introduction

Machine learning for crime prediction is an innovative approach that leverages historical crime data and advanced algorithms to forecast future criminal
activity. By analyzing large datasets that include crime records, geographic locations, demographic information, and even environmental factors, machine
learning models can identify patterns and trends that are often difficult to detect manually. These models use techniques like classification, regression,
and clustering to predict the likelihood of crimes occurring in specific areas or at certain times. They can also help identify "hotspots" where crimes are
more likely to occur, enabling law enforcement to devote more funds to efficiently and proactively prevent criminal activity. Applications of crime
prediction include predictive policing, where algorithms help direct patrols and interventions, and risk assessment tools that predict the likelihood of
recidivism in individuals. While crime prediction models can significantly enhance public safety and policing effectiveness, challenges exist, particularly
regarding data privacy, bias, and ethical concerns. Poor-quality or biased data can lead to inaccurate predictions, potentially reinforcing harmful
stereotypes. Moreover, some machine learning models, particularly deep learning, may act as "black boxes," making it challenging to comprehend the
prediction-making process.Despite these challenges, crime prediction using machine learning holds immense ability to lower crime rates and enhance
law enforcement tactics when used properly.

2. Description

Crime prediction is a crucial duty for law enforcement organizations, allowing them to efficiently distribute resources and prevent criminal activities.
This research proposes a random forest algorithm-based machine learning method for crime prediction, leveraging historical crime data to train a
predictive model that identifies high-crime areas and forecasts future crime incidents.
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Table 1 : Dataset Collection and Preprocessing

Step

Data Source

Data Attributes

Data Cleaning

Data

Transformation

Feature

Engineering

Data Splitting

Data

Normalization

Balancing

Deseription

Crime reports, police datab:
media, public datasets (e.g., Kaggle, UCI),

govemment portals

Date, time, location, erime type, suspect
detalls, victim demographics, weapon used,

severty

Handling missing values, removing

duplicates, correcting errors

Converting categorical data into numerical

form, encoding labels

Creating new meaningful features from raw

data

Dividing the dataset Into training and

1esting sets

Standardizing numerical features to a

common scale

Handling class imbalance (e.g., more theft

Techniques/Tools Used

Data portals

Feature selection, Domaln

Knowledge

Mean/mode imputation, Qutlier

detection, Data normalization

One-hot encoding, Label encoding

PCA, Feature scaling, Binning

Train-test spiit (e.g., 8020, 70-30)

Min-max scaling, Z-score

normalization

SMOTE (Synthetic Minority Over

Dataset cages than homicides)

sampling Technlque),

Undersampling

3. Dataset Collection

The process of compiling pertinent crime-related data from multiple sources in order to create a trustworthy dataset for analysis is known as data
collection. It includes structured data from law enforcement databases, government reports, and crime records, as well as unstructured data from social
media, news articles, and surveillance systems. The collected data typically consists of crime type, location, time, suspect details, and victim
demographics. Ensuring data accuracy and completeness is crucial to developing an effective predictive model. Advanced techniques such as web
scraping, API integration, and loT-based data acquisition can enhance data collection. Properly collected data serves as the basis for machine learning-
based crime prediction.

4. Existing System

The existing crime prediction systems primarily rely on traditional statistical methods and manual crime analysis conducted by law enforcement
agencies. These methods involve analyzing historical crime records, geographical crime mapping, and trend-based forecasting. However, such systems
often lack accuracy and efficiency due to their inability to handle large and complex datasets. Conventional approaches are time-consuming and heavily
dependent on human expertise, which may lead to biased decision-making and delayed responses to criminal activities. Most crime analysis systems
focus on reactive measures rather than predictive intelligence, limiting their ability to prevent crimes before they occur. To locate high-crime locations
(hotspots), law enforcement organizations employ crime mapping tools and fundamental data visualization techniques; nonetheless, these fail to
incorporate real-time data or multiple influencing factors such as socioeconomic conditions, weather, and online activities. Additionally, security systems
rely on standard authentication methods like usernames and passwords, which are vulnerable to cyber threats and identity breaches. Another major
challenge in existing crime analysis systems is the lack of integration between different data sources. Because crime data is frequently dispersed among
multiple authorities, it can be challenging to get an exhaustive and unified dataset. Moreover, many traditional crime prediction systems do not utilize
machine learning techniques, which limits their ability to detect hidden patterns and correlations within crime data.With the rise of cybercrime and identity
fraud, conventional security strategies are becoming increasingly ineffective. Existing systems do not incorporate advanced authentication techniques
like multidimensional authentication (MDA) to enhance security. As a result, criminals exploit system vulnerabilities, leading to an increase in both
physical and cybercrimes. The need for a more intelligent, automated, and accurate crime prediction system using Random Forest and other machine
learning algorithms are essential for improving public safety and law enforcement efficiency.

5. Proposed System

The proposed system leverages machine learning, specifically the Random Forest algorithm, to develop an advanced crime prediction model that
enhances accuracy and efficiency in crime forecasting. Unlike traditional methods, this system utilizes multifactor crime analysis, integrating structured
and unstructured data sources such as crime records, geospatial data, socioeconomic factors, and online activities to detect tendencies and anticipate any
illegal activity. By incorporating real-time data processing, Law enforcement organizations can more efficiently deploy resources and proactively handle
security concerns.
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One of the key innovations in this Multidimensional authentication (MDA) is used in the system to improve security and prevent identity fraud.
Traditional security measures, such as usernames and passwords, are highly vulnerable to cyberattacks. In contrast, MDA incorporates multiple layers of
identity verification, including biometric authentication, behavioral analysis, and device recognition, ensuring a more robust security strategy. This
approach reduces unauthorized access and strengthens digital security in crime-prone areas.

Additionally, the system employs methods for feature selection and data preparation to deal with missing values, remove noise, and balance datasets
for improved model performance. A potent ensemble learning technique called Random Forest is used due to its capacity to manage big datasets and
classify crime patterns with high accuracy. It constructs several decision trees and aggregates their results, reducing overfitting and improving prediction
reliability.

Furthermore, the proposed system includes an interactive crime mapping tool that visually represents high-risk locations, allowing police to plan patrols
and preventive measures efficiently. It also integrates with real-time surveillance feeds and social media monitoring to detect potential threats instantly.

By utilizing machine learning, cybersecurity enhancements, and real-time data analytics, this system provides a more data-driven, automated, and
proactive method of crime prediction and prevention, significantly improving public safety and law enforcement capabilities.

ADVANTAGES

1. Crime Prediction Accuracy

The Random Forest algorithm enhances predictive accuracy by analyzing multiple features and reducing overfitting, allowing to determine possible
criminal hotspots, police enforcement effectively.

2.Real-Time Crime Monitoring
Including real-time data sources like social media feeds, CCTV cameras, and law enforcement databases enables instant threat detection and response.
3.Enhanced Security with Multidimensional Authentication (MDA)

Unlike traditional username-password authentication, MDA integrates biometric verification, behavioral analysis, and device recognition, reducing the
risk of identity fraud and cyber threats.

4 Efficient Resource Allocation
Crime hotspot mapping helps law enforcement optimize patrol schedules and deploy resources more effectively, improving crime prevention strategies.
5.Data-Driven Decision Making

The system utilizes structured and unstructured data sources, including socioeconomic factors and geographical information, for comprehensive crime
analysis.

6.Automation and Reduced Manual Effort

The machine learning model automates crime pattern recognition and forecasting, minimizing reliance on manual crime analysis and reducing human
error.

7.Handling Large and Complex Datasets
The Random Forest algorithm efficiently processes large datasets, ensuring robust crime prediction even with high-dimensional data.
8.Fraud Detection and Prevention
The system enhances cybersecurity by identifying anomalies in online activities and preventing unauthorized access to sensitive data.
9.Scalability and Flexibility
The model can be extended to different geographical regions and crime types, making it adaptable for various law enforcement needs.
10.Public Safety Enhancement

By predicting crime trends and preventing criminal activities, the system helps make the environment safer for both businesses and citizens.
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Fig 1.0. Crime

6. Literature Review

Crime prediction using machine in recent years, learning has drawn a lot of interest since it can increase public safety and law enforcement efficiency.
Researchers have investigated a number of strategies, such as ensemble learning, deep learning, and statistical models. methods, to analyze crime data
and predict criminal activities. This section reviews existing literature on crime prediction, security strategies, and authentication mechanisms,
highlighting their methodologies, findings, and limitations.

Smith et al. (2020) applied Decision Tree and K-Nearest Neighbors (KNN) algorithms for categorizing crimes according to historical data. Their study
achieved 78% accuracy, but it struggled with imbalanced datasets, leading to biased predictions for underrepresented crime types. Johnson and Lee (2021)
explored deep learning techniques, specifically Neural Networks, to analyze temporal crime patterns. While their approach improved prediction accuracy,
it required high computational power, making it less feasible for real-time applications.

Kumar et al. (2019) introduced a GIS-based clustering approach using K-Means for crime hotspot detection. Their study effectively identified high-
crime zones but lacked real-time prediction capabilities, limiting proactive crime prevention. Williams and Thomas (2022) focused on cybercrime
detection, employing Support Vector Machines (SVM) and Naive Bayes for fraud identification. Although their model performed well in detecting cyber
fraud, it was less effective for violent crime prediction.

Chen et al. (2023) implemented the Random Forest algorithm to enhance crime prediction accuracy. Their study reported 85% accuracy, demonstrating
the effectiveness of ensemble learning in crime forecasting. However, feature selection and optimization were required to further improve model
performance. Patel and Sharma (2020) emphasized the importance of security strategies in crime prevention, proposing Multifactor Authentication (MFA)
and anomaly detection techniques to reduce cyber threats. Despite strengthening security, their approach lacked real-time threat monitoring integration.

From the reviewed literature, it is evident that Machine learning approaches, especially ensemble approaches such as Random Forest, provide promising
results in crime prediction. However, challenges such as data imbalance, computational efficiency, and security integration remain areas for further
improvement. The proposed system aims to address these gaps by integrating Random Forest for crime prediction, multidimensional authentication
(MDA) for security, and real-time data processing for enhanced accuracy and proactive crime prevention.

7. Feature Selection

Feature selection is an essential phase in machine learning-based crime prediction, as it aids in identifying the most relevant variables that contribute to
accurate crime forecasting while reducing noise and computational complexity. Selecting the right features enhances the way of the Random Forest
algorithm by increasing the precision of predictions and reducing overfitting.

1.Crime-related Features

Crime Type :Categories such as theft, assault, fraud, or cybercrime.

Crime Severity : Classification as minor, moderate, or severe crime.

Weapon Used : Information on whether a weapon was involved

2.Temporal Features

Date and Time : Helps identify trends based on daily, weekly, or seasonal crime patterns.
Day of the Week : Certain crimes are more frequent on specific days.

Time of Crime : Helps detect high-risk hours.

3.Spatial and Geographical Features
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Crime Location (Latitude, Longitude) :Helps in crime hotspot detection.
Neighborhood/Socioeconomic Conditions: Crime rates often correlate with economic status.
Proximity to Police Stations : Can influence crime response time.

4. Demographic and Behavioral Features

Age and Gender of Suspect/Victim: Certain crimes have demographic correlations.
Previous Criminal Records: Useful for recidivism prediction.

Social Media Activity: Online threats and crime patterns.

5. Environmental and Cybersecurity Features

Weather Conditions: Some crimes are influenced by weather (e.g., riots, vandalism).

Online Behavior & Cyber Threats: Fraud detection and cybersecurity risks.

Authentication Data (MDA\) : User access patterns and identity verification logs.

8. Approach

Data collection, preprocessing, feature selection, model training, and evaluation are all part of the organized technique used by the suggested machine
learning-based crime prediction system. The Random Forest algorithm is employed for crime classification and prediction, ensuring accuracy and
robustness. The methodology consists of the following key steps:

CrimePrediction

Fig 1.1. Login page
1. Data Collection
Crime-related data is gathered from multiple sources, including:
1.Government crime records and police databases
2..Publicets (e.g., Kaggle, UCI, FBI crime reports, NCRB)
3.Social feeds and online sources
4.Geospatial data (GIS, GPS crime location tracking)
The collected data includes attributes such as crime type, location, time, suspect details, victim demographics, and security logs.
2. Data Preprocessing
To ensure data quality, preprocessing is performed, including:
1.Handling Data :Using mean/mode imputation for numerical and categorical values.
2.Data Cleaning :Removing duplicate, irrelevant, or inconsistent records.
3.Feature Encoding :Applying one-hot encoding for categorical variables.
4.Data Normalizatio: Applying Z-score normalization or Min-Max Scaling to standardize numerical features.
5. Managing Unbalanced Data: To balance crime categories, apply the Synthetic Minority Over-sampling Technique (SMOTE).

3. Feature Selection
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Relevant features are selected using Random Forest Feature Importance Ranking, Correlation Analysis, and PCA (Principal Component Analysis) to

improve prediction accuracy while reducing computational complexity. Selected features include:
1.Temporal (Time, Day, Season)
2.Geographical (Location, Crime Hotspots)
3.Demographic (Age, Gender, Criminal History)
4.Cybersecurity & Authentication Data (Login logs, Online threats)
4. Model Training and Crime Prediction
The Random Forest algorithm was used because of its excellent accuracy and adaptability large datasets. The steps involved are:
Information Splitting : The dataset Its separated into sets for testing (20%) and training (80%).
Random Forest Model Training :The model is trained using an ensemble of multiple decision trees to improve classification accuracy.
Crime Prediction: trained model predicts crime categories based on new input data.
5. Model Assessment and Optimization
Several metrics are used to assess the model's performance:
F1-score, Accuracy, Precision, and Recall: To measure classification effectiveness.
Confusion Matrix : To analyze correct and incorrect predictions.
ROC-AUC Curve :To evaluate model reliability for different crime types.
Hyperparameter tuning is performed using Grid Search CV to optimize tree depth, number of estimators, and split criteria, ensuring the best results..
6. Crime Hotspot Mapping and Visualization
The system integrates Geospatial Mapping to visualize high-crime areas and provide law enforcement with:
1.Heatmapse hotspots
2.Crime trend graphs for specific locations
3.Risk assessment reports for proactive decision-making
7. Security Enhancement with Multidimensional Authentication (MDA)
To strengthen security, Multidimensional Authentication (MDA) is implemented, integrating:
1.Biometric Authentication (Face, Fingerprint recognition)
2.Behavioral Analysis (Keystroke dynamics, login patterns)

3.Devicenition (IP address, geolocation verification)

9. Model Evaluation

Evaluating the performance of the Random Forest-based crime prediction model is essential to guaranteeing efficacy, precision, and dependability in

practical applications. The evaluation process involves multiple performance metrics and validation techniques to measure The predictive power of the

model capability.
1.Execution Metrics
The model is assessed using the following key metrics:
Accuracy: Indicates how accurate a prediction is overall.
Accuracy = \frac{TP + TN}{TP + TN + FP + FN} TP+TN+FP+FN/TP+TN = Accuracy
Where FP stands for False Positives, FN for False Negatives, TP for True Positives, and TN for True Negatives.
Accuracy (Positive Predictive Value): Determines how many predicted crimes are actually true.= \frac{TP}{TP + FP} is precision.
Precision = TP+FP/TP Recall (Sensitivity): Indicates how well the model can detect real crimes.

Recall is equal to \frac{ TP}{TP + FN} TP+FN/TP=Recall
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F1 Score: A balanced metric derived from the harmonic mean of precision and recall.
F1 = 2 \times \frac{Precision + Recall}{Precision \times Recall} Precision x Recall/F1=2x Precision+Recall
Confusion Matrix: A tabular representation of true vs. predicted labels, helping to analyze misclassifications.

The Receiver Operating Characteristic-Area Under Curve, or ROC-AUC Curve: assesses the model's capacity to to distinguish between different
crime categories, with values closer to 1 indicating better performance.

2. Cross-Validation

To ensure model robustness and prevent overfitting, the application of K-Fold Cross-Validation is used:
1. There are K subsets of the dataset (usually K=10).
2. K-1 folds are used to train the model, while the remaining fold is used for testing.
3 The procedure is carried out K times,and the average score is calculated for reliable performance estimation.
3. Hyperparameter Tuning

To optimize model performance, Grid Search CV is applied to fine-tune key hyperparameters of the Random Forest algorithm, such as:
1. Tree count (n_estimators)
2.Tree depth (max_depth)
3.Minimums for splitting (min_samples_split)
4.Feature selection criteria (entropy vs. gini impurity)
4. Handling Imbalanced Data

Since crime datasets often have an unequal distribution of crime categories, methods such as:
1.Synthetic Minority Over-Sampling Method, or SMOTE: Balances the dataset by generating synthetic samples.
Class Weighting: Assigns higher importance to underrepresented crime types to prevent bias.
5. Comparative Analysis with Other Models

To validate the effectiveness of Random Forest, its performance is compared with:

1.The Decision Tree
2. (SVM) or Support Machine
3.The Naive Bayes

4 Neural Networks

Entes Data tor Crime Prediction

Fig 1.2. Details page



International Journal of Research Publication and Reviews, Vol 6, no 2, pp 3982-3990 February 2025 3989

Fig 1.3. Prediction page

10. Results and Findings

The results of the crime prediction system are presented using a pie chart, which visually represents the predicted crime categories based on user-input
data. After logging into the system and entering relevant details (such as location, time, and crime-related attributes), the output is displayed in a pie chart
format.

The crime prediction system displays results using a pie chart, providing a visual representation of predicted crime categories based on user-input data.
After logging in, users enter relevant details such as location, time, and crime-related attributes. The Random Forest model processes the data and
generates a pie chart showing the probability distribution of various crimes, such as theft, assault, fraud, and cybercrime. The size of Every segment
shows the probability of a particular crime occurring. This approach enables quick interpretation of crime trends, assisting law enforcement in proactive
decision-making and resource allocation to prevent criminal activities effectively.

Prodiction Result for Ariyalur

Putnd fow G w4

» - o " r——
s

Corw Ottedaton by Comzwints

Fig 1.3. Result page

11. Conclusion

Crime prediction system using machine learning effectively analyzes crime data and provides accurate predictions using the Random Forest algorithm.
By integrating data preprocessing, feature selection, and real-time analysis, the system enhances crime forecasting accuracy. The pie chart representation
of crime predictions offers a clear and intuitive visualization, enabling law enforcement to identify high-risk crime categories and take proactive measures.
The login-based system ensures secure access, enhancing data privacy and authentication. Overall, this approach improves public safety, resource
allocation, and crime prevention tactics, making it an important instrument for law enforcement and security agencies.

References

[1] Agrawal,S., & Agrawal, J. (2020). “Crime Prediction Using Machine Learning Algorithms.” International Journal of Computer Applications,
182(30), 25-30.

[2] Gupta, P., & Arora, S. (2021). “A Comparative Study of Machine Learning Algorithms for Crime Forecasting.” Journal of Data Science and
Security, 5(2), 55-65.

[31 Wang, Y., & Wu, X. (2020). “Predictive Analytics for Crime Forecasting Using Random Forest and Deep Learning.” IEEE Transactions on
Computational Social Systems, 7(4), 987-996.



International Journal of Research Publication and Reviews, Vol 6, no 2, pp 3982-3990 February 2025 3990

[4]

[5]
[6]

[

(8]

[9]

[10]

Kumar, R., & Singh, P. (2022). “Crime Pattern Analysis and Hotspot Detection Using Machine Learning Techniques.” Applied Intelligence,
52(1), 134-150.

National Crime Records Bureau (NCRB). (2021). Crime in India Report 2021. Ministry of Home Affairs, India.

Li, J., & Zhao, H. (2020). “Crime Prediction Based on Spatiotemporal Data and Machine Learning Algorithms.” Expert Systems with
Applications, 150, 113-127.

Brown, D. E., & Korff, T. (2019). “Machine Learning for Crime Detection and Prevention.” Computers, Environment and Urban Systems,
76, 95-105.

Choi, J., & Kim, S. (2021). “Cybercrime Detection Using AI-Based Models and Real-Time Monitoring.” Journal of Cybersecurity and
Privacy, 3(1), 58-75.

Smith, R., & Jones, M. (2020). “A Review of Predictive Policing and Crime Forecasting Techniques.” Artificial Intelligence in Law
Enforcement, 9(2), 112-129.

Zhang, L., & Chen, X. (2021). “A Secure and Efficient Framework for Crime Prediction Using Big Data Analytics.” Future Generation
Computer Systems, 125, 267-280.



