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ABSTRACT :

Safety in the Cloud is significant to maintain consumer attraction for privacy and security of data. The cyber criminals impede the use of services offered by
cloud service providers to their customers. It is captured in the cloud as a resource which can be shared over the internet; hence ensuring security has become an
important issue in the adoption of cloud computing by its users. Therefore, the revenue growth rates of cloud based companies are increasing gradually. The most
problematic area of cloud security is how to classify the attack and formulate the appropriate response strategy to safeguard the cloud information from the
intruders. A lot of works are analysed to select the effective cloud security solutions to guard against the DoS or DDoS attacks (by intrusion or other means).
These studies also show that Machine learning alone does not suffice for cloud system protection. Hence, concerns found in the methods’ reviews inspired to look
for novel advanced security solutions for cloud computing. Thus, this study also moves towards higher level technologies such as Block chain and Quantum
computing together with Machine Learning (ML) approaches. Furthermore, the ML approach is blended with various conceptions such as deep and quantum
neural networks to improve the accuracy of prediction and protection. These proposed models have the potential to reduce the attack levels to zero and boost the
trusting level of cloud users alongside financial returns to cloud service providers (CSPs). The contribution of this research attains to eliminate such challenges
and suggests in providing complete safety and confidentiality of the users data which is stored in the cloud environment because data security and data privacy is
the main focus in this era of globalization. It depicts this profound fact that the cloud environment is rendered much more effective and accessible for end users in
terms of security issues.
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Introduction :

Cloud Computing has become a buzzword within the IT industry due to its centralized data access, automatic software updating, high availability,
flexibility, cost effectiveness, mobility, security theft detection, and quality control [1]. However, its limitations are data sourcing, data dumping, and
remote controlled peripheral devices restriction. Cloud computing poses the problem of data privacy and security from malicious attackers, thus
requiring robust security measures [2].

Parallel Computing
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Fig.1 Parallel Computing

The fast-expanding IT business ecosystem has created a requirement for cloud security. Infecting cybernetic attacks such as malware, Man in the
Middle (MITM) attacks, DoS, and DDoS seem to have good cloud service provider's clients' bones to chew on. The objective of this research is to
reduce or completely suppress these disruptions by means of Machine Learning and integrating it in other technologies like Blockchain and quantum
computing [3]. This research seeks to implement ML techniques and algorithms in order to safeguard the cloud system and its services [4].
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Fig.2 Overall networking

Innovations of technologies have managed to boost our living standards by organizing devices and systems to exchange information and solve
dilemmas [5]. There are many types of varieties in computing like monolithic computing, parallel computing, distributed computing, and cooperative
computers [6]. The scope of Monolithic computing covers a single resource unit within a united set of devices, self-sustained and self-governed, owned
by an individual user controlling a single PC [7].

8 icloud

I PROVIDERS | SaaS SOFTWARE ] Office 365

(Software as a semwoce)

= ©) GitHub| {}

| e
salesforce USERS CONSUMES £ Youlube Gl A

i r . Adobe
N—

Jald =t @ T T S
DocuSion [l .~ || 00 WebeX
7

facebook [}

Hootsuite-

by €C1SCO

e G Pay |
¥ GitLab crm

Dropbox

Fig.3 Software as a Service (SaaS) Model in Cloud Computing

Proposed System :

The proposed framework for secure cloud computing uses machine learning, a subset of Artificial Intelligence, and contemporary technologies like
Blockchain and Quantum Computing to protect cloud servers from cyber-attacks like DoS and DDoS attacks [8-10]. The framework focuses on the use
of a honeynet trap to trap malicious attackers and identify DDoS attack patterns [11-15]. The honeynet system is designed to make the attacker believe
it is a real cloud system, capturing useful information about hackers and their constraints. If the attacker hacks the system, the system captures useful
information about the hackers and their constraints [16]. Deep learning alerts the cloud system, making it reliable and more user-friendly to cloud
customers. The honeynet system trap plays an important role in the original cloud system, and any mistakes made by the proposed system are stored for
future reference [17-20].
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Fig.5 Private Cloud Computing

The Intelligent Honeynet Security System Framework is designed to protect the cloud system from cyber-attacks like DDoS and DoS. The system is
encircled by the honeynet trap model, which classifies cyber-attacks like DDoS and DoS [21-25]. The honeynet system alerts cloud users on every
request, submits the request to a fake cloud system, and checks if the request is valid. If valid, trusted cloud users can access on-demand services [26].

If not, patterns are stored by the Deep Neural Network for future analysis and instructed actions can be taken against the attacker [27-30].
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Fig.6 Machine Learning

The Honeynet system operates on a request-response scenario, taking responsibility for user requests and analyzing them through a Deep Neural
Network [31]. The system analyzes different types of hacking patterns and saves suggestions for future use. The proposed approach aims to overcome
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the burden of cyber-attacks on cloud computing by preserving data privacy and security of cloud users [32]. To achieve this, the intelligent smart model
is proposed, which tracks network information of the cloud server and class-state indicators of security vulnerabilities by DoS or DDoS attacks. This
approach aims to ensure the security and privacy of cloud users while minimizing disruptions in services [33-35].
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Fig.7 Proposed algorithm

Design and Analysis :

This paper sheds light on the application of integrating Quantum Computing, Block chain, and the Zero Knowledge Proof technique to Artificial Deep
Learning Neural Network. These technologies are aimed at protecting against cyber-attacks such as DoS and DDoS, which transcend the abilities of a
regular Deep Neural Network's cyber security protocols [36-38]. A multitude of tools and services have been employed for this research, from Amazon,
Google and IBM virtual machines, to various online blogs, books and technical research papers published by a multitude of international journals [39-

40].
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Fig.8 Accuracy simulation of QNN
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Patterns recognition and experiences based heuristic perception are the deemed solution for mitigating DDoS attacks, and for doing so, subfield of
Machine Learning Deep Learning has to be utilized. To further expand this system, quantum computing based Neural Networks can be applied to
safeguard cloud services. And when combined with Zero-Knowledge Proof techniques, users authenticity can be verified swiftly. In order to enable a
progressive approach of Quantum Computing and Blockchainclouds services, a novel and more sophisticated hidden algorithm is suggested chatbot,
with deep neural networks used to stem the perception delusion. Deep learning allows for powerful advancements, and because of this, the paper
demonstrates the increasing need for uncovering the power of deep learning. Now let's look at the design. The structural weakness of the chosen
Advanced persistent threat APT system strategy is the Permits trained intelligent system known DDoS honeynet. This system will and non-intrusively
provide alerts for DDoS attacks during the multistemctioned system operation.

Conclusion :

Cloud security is crucial for attracting customers and protecting data privacy. Online attackers disrupt cloud services, leading to financial growth for
cloud-based organizations. To protect cloud data from attacks, various methodologies have been reviewed, but machine learning alone is not sufficient.
This research focuses on developing advanced security mechanisms for cloud computing, including high-level technologies like Blockchain and
Quantum computing with Machine Learning (ML) concepts. Machine learning has been combined with different algorithm conceptions like deep
neural network and quantum neural network to enhance prediction and protection accuracy. These models reduce attacks levels up to 100% and
increase trust among cloud users and financial growth for cloud service providers (CSPs). The research aims to eradicate these issues and advocate for
end-to-end protection and secrecy of users' data in the cloud environment provider. Cloud computing is an on-demand technology that provides various
services like vast computing power, unlimited storage, and on-demand web services over the internet without the need for internal infrastructure
installation. Data security and privacy are the main concerns in this digital world, making the cloud environment useful for end-users. To protect cloud
systems from cyber-attacks, deep learning and quantum computing have been used. Deep Neural Networks are incorporated into intelligent honeynet
systems to protect the entire cloud system from DDoS attacks and redirect attacks towards other directions. Quantum Neural Networks (QNN) are
designed to identify attack patterns and categorize them into different classes of DoS/DDoS attacks. Zero Knowledge Proof (ZKP) technology verifies
cloud users' authenticity, allowing access to sensitive data in cloud storage. Blockchain security framework is extended to Quantum Computing, which
is based on quantum mechanics to secure cloud services effectively. The main agenda of research is to attain the highest level of security framework,
which includes the Quantum-Blockchain framework. Future directions of research include standardizing cloud manifestos and security alliances,
addressing the lack of security and privacy standards between cloud vendors and users, and promoting collaboration between machine learning and
advanced technologies like Quantum Computing and Blockchain.
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