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ABSTRACT : 

Financial institutions generate immense volumes of handwritten and scanned documents daily, including  cheques, KYC forms, loan records, and verification 

statements. Manual document verification is time- consuming, error-prone, and vulnerable to security breaches. This research proposes an Intelligent Document  

Processing (IDP) architecture integrating CRNN-based OCR, Word Beam Search decoding, NLP-assisted  contextual correction, and cryptographic security 

modules to automate document understanding in banking  environments. The system performs noise removal, text extraction, signature verification, structured 

field recognition, and secure encrypted storage using AES-256. Additionally, a future extension integrates blockchain-based immutable audit logging for tamper-

proof verification. Experimental results demonstrate improved accuracy in handwritten text extraction and reduced manual workloads, forming a scalable 

foundation for high-confidence financial automation. 
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1. INTRODUCTION 

Banks still rely heavily on manual inspection of handwritten cheque fields, signature verification, and basic document validation. This introduces delays 

and human errors, especially when dealing with low-quality scans or faint handwriting. Although traditional OCR tools (e.g., Tesseract) can extract 

clean printed text, their performance drops sharply on real cheque formats because of mixed handwriting styles, noisy backgrounds, overlapping 

strokes, and inconsistent layouts. Recent work in deep-learning-based text recognition—especially CRNNs with CTC decoding [2]—has shown strong 

improvements in unconstrained handwriting recognition. Motivated by these advances, this project implements a working OCR pipeline using a CRNN 

model trained on publicly available datasets and tested on a small set of cheque samples. Unlike typical academic work based on large curated datasets, 

this project reflects a more realistic student-built environment with limited data, practical design constraints, and prototype-level performance tuning. 

The primary contributions of this work are: 

1. A functional OCR pipeline using CRNN for mixed printed–handwritten cheque text. 

2. A lightweight signature verification module based on deep-feature similarity [7]. 

3. A complete front-end, back-end, and encrypted storage workflow. 

4. Realistic evaluation on a small dataset reflecting real project constraints. 

5. Future extension plans for NLP contextual correction and blockchain auditability. 

2. LITERATURE REVIEW 

2.1 Traditional OCR Techniques 

Traditional OCR methods depend on handcrafted feature extraction and template matching. These methods work well for structured printed text but fail 

under handwriting variability or noisy cheque regions. Prior  systems often misinterpret overlapped digits, slanted handwriting, or blurred signatures, 

making them  insufficient for banking applications [1]. 

2.2 Deep Learning for OCR 

CRNN models integrate convolutional layers for feature extraction and recurrent layers for modeling sequential  character patterns. The CTC loss 

function enables training without segmented labels, making CRNNs suitable  for handwriting recognition in documents [2][4]. Related transformer-

based architectures achieve even higher  recognition accuracy, though at increased computational cost [5]. 

http://www.ijrpr.com/
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2.3 Vocabulary-Constrained Decoding 

Beam search and Word Beam Search improve prediction stability, especially when domain-specific vocabulary  is used [3]. However, in this project, 

due to the extremely small dataset and lack of annotated lexicons, only  CRNN decoding is used. NLP-based contextual correction has shown promise 

in financial text normalization  [1], and this is listed as future expansion. 

2.4 Signature Verification Techniques 

Siamese networks extract latent embeddings for signature similarity scoring and have been widely used in  verifying handwritten signatures [7][9]. 

These models typically require large signature datasets, but even small- scale similarity testing can provide practical validation in prototype systems. 

2.5 Cryptographic Storage in Banking 

AES-256 and role-based access are widely used to secure confidential financial data. However, current OCR pipelines rarely combine strong encryption 

with automated document processing. 

2.6 Encryption and Auditability in Financial Automation 

Confidential document systems commonly use AES-256 for secure data storage [10], while blockchain-based  audit trails enhance transparency [11]. 

These technologies provide structural direction for future improvements. 

2.8 Research Gap Summary 

Table 1 - Existing studies show significant advancements in OCR, NLP accuracy, and signature authentication  

individually. However: 

Key Capability Current Research Identified Gap 

OCR accuracy on noisy handwritten 
Strong with DL models Lacks domain-specific constraints 

documents 

Contextual text validation Available using NLP 
Not integrated into banking document 

OCR 

Signature verification 
High accuracy with deep 

Weak encryption & auditability 
learning 

Secure auditability Blockchain solutions exist 
Not combined with an AI-based IDP 

stack 

3. RELATED WORK 

Deep-learning OCR systems for banking automation have been discussed in multiple studies. Shi et al. [2]  introduced the CRNN architecture, which 

forms the basis for many modern OCR pipelines. Scheidl et al. [3]  proposed Word Beam Search for lexicon-guided decoding. Calvo-Zaragoza et al. [6] 

demonstrated CNN-based  OCR on noisy handwritten documents, indicating the need for domain-specific tuning. Signature verification with Siamese 

networks has been explored by Fischer et al. [7] and further improved using CNN-derived  features [9]. While these systems perform well in controlled 

datasets, combining text extraction, signature  verification, encryption, and workflow automation in a low-resource student project remains 

underexplored.  This project attempts to practically combine these elements into a single prototype. 

4. PROPOSED SYSTEM ARCHITECTURE 

The proposed Intelligent Document Processing (IDP) system is designed as a multi-layered pipeline  integrating document upload, deep-learning–based 

OCR, signature verification, and secure storage  mechanisms. The architecture is organized into three major layers: Frontend Layer, AI Processing 

Layer, and Backend & Security Layer, each responsible for a distinct set of operations. This modular separation enables  scalability, maintainability, 

and integration with existing banking workflows. (Architecture concept supported by Phase-2 system design) 

4.1 Frontend Layer 

The frontend acts as the entry point for both customers and bank staff. 

It includes : User Login & Role-Based Access: Separate views and permissions for customers, staff, and  admins. Document Upload Interface: Users 

can upload scanned cheques, KYC forms, or application documents.  

Dashboard. Displays extracted text, verification results, status tracking, and logs. This layer ensures ease of use and eliminates the need for physical 

document submission. 
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4.2 AI Processing Layer. 

This is the core component of the system, handling all intelligent automation tasks. It includes four key modules: 

 

4.2.1 Preprocessing Module 

Based on your Phase-2 work, documents undergo: 

Grayscale conversion. Noise reduction (median blur). Adaptive thresholding. Region extraction (e.g., signature 

area, amount box) 

These steps improve clarity and prepare the image for OCR processing. 

(Referenced from your preprocessing pipeline) 

 

4.2.2 OCR Extraction Module (CRNN + WBS + NLP) 

Unlike traditional OCR engines, the system uses a custom deep-learning pipeline: 

CRNN (Convolutional Recurrent Neural Network): Performs feature extraction and sequence modeling for  

printed + handwritten text. Word Beam Search Decoder: Ensures linguistically valid word predictions. NLP  

Correction: Validates and corrects structured financial fields (names, dates, amount in words, numeric values). 

This combination improves reliability on noisy, handwritten, and mixed-format banking documents. 

 

4.2.3 Signature Verification Module 

Initially implemented using template matching, this module compares the uploaded signature against the  reference specimen. 

Steps include: 

Signature region extraction. Preprocessing (thresholding, contour filtering). Similarity scoring 

This method demonstrated stable performance under controlled conditions, with a planned transition to deep- learning–based verification in future 

work. (From Phase-2 analysis) 

 

4.2.4 Validation & Structuring Module 

Extracted fields are checked for: 

Format correctness. Missing or inconsistent values. Domain constraints (e.g., IFSC format, cheque date  validity). The output is then structured into a 

machine-readable format (JSON/XML). 

4.3 Backend and Security Layer 

The backend and security layer ensures that all extracted data and associated documents are stored securely. The  major components are: AES-256 

Encryption: All structured outputs and original document images are encrypted  before being written to the database. Encryption keys are managed 

through a secure key management service.  Encrypted Document Database: The system stores OCR text, metadata, signature embeddings, and 

verification  results in an encrypted database. Fine-grained access control restricts which user roles can view or export  specific fields. Blockchain-

Ready Audit Logging: For future extension, the architecture introduces a blockchain audit module. Critical events—such as document uploads, 

verification decisions, and signature mismatches— are hashed and anchored to an immutable ledger. This creates a tamper-evident audit trail that 

strengthens  regulatory compliance and dispute resolution. Fig. 1 – System Architecture 

 

Fig. 1 – System Architecture 
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5. SYSTEM WORKFLOW 

1. Document Ingestion — Authorized user uploads image/PDF via web portal or API; metadata (user,  

 timestamp) captured. 

2. Preprocessing — Deskew, denoise, contrast enhancement, binarization, and ROI (text/signature/table) 

detection. 

3. Layout Analysis — Segment page into regions: printed text, handwritten lines, numeric boxes, tables, and  

 signature areas. 

4. Line/Word Extraction — Crop text lines/words and normalize size for OCR input. 

5. CRNN OCR — Run CRNN (CNN + BiLSTM + CTC) on normalized crops to produce character  

 probability sequences. 

6. Word Beam Search Decoding — Apply WBS with banking lexicon and numeric constraints to produce  

 best candidate strings. 

7. NLP Contextual Correction & Validation — Apply token normalization, NER (dates, amounts, account  

 IDs), format checks, and business-rule validation; flag inconsistencies. 

8. Signature Verification — Crop signature regions; compute embeddings via Siamese network; compare  

 against stored references and produce similarity score + decision (accept/flag). 

9. Post-processing & Structuring — Map extracted fields into structured JSON (field names, values,  

 confidences, flags). 

10. Encryption & Storage — Encrypt document and structured output with AES-256; store in encrypted DB;  

 manage keys via KMS. 

11. Audit Logging (Blockchain-ready) — Hash critical events (upload, OCR result, signature decision); store 

hashes in immutable audit log (optionally anchor to blockchain). 

12. Human Review & Escalation — Low-confidence or rule-violating records routed to auditors with  

 annotated UI; auditor decisions re-enter system and update records. 

13. API/Response Delivery — Return structured, signed (HMAC) response to caller with processing  

 summary and links to secure storage. 

14. Monitoring & Retraining Loop — Log errors/false positives; periodically retrain OCR/NLP/signature 

models using verified annotations. 

6. EXPERIMENTAL SETUPAND METHODOLOGY 

Dataset Composition 

• Public images: 3–4 cheque samples sourced from publicly available online images. 

• Self-captured image: 1 cheque photo taken by the author with no sensitive details, used mainly for  

validating OCR clarity. 

• Signature samples: Extracted from the online cheque images. 

Evaluation Procedure 

 

Unlike large-scale academic OCR studies, this research focuses on proof-of-concept feasibility. OCR output  was manually compared against the 

ground truth written on the cheques. Signature verification was evaluated  by computing similarity scores between genuine and mismatched signature 

pairs, following the methodology of [7]. 

Fig. 2 – OCR Pipeline 
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7. IMPLEMENTATION DETAI LS 

• Technologies & Frameworks Used 

• Python 3.10 for backend logic and model integration  

• FastAPI / Flask for secure API-based document processing  

• React.js for frontend upload portal with role-based access  

• PyTorch / TensorFlow for CRNN-based OCR and Siamese signature model 

• OpenCV & Pillow for preprocessing (denoising, binarization, deskewing)  

• spaCy / Hugging Face Transformers for NLP-based correction and entity validation  

• MongoDB / PostgreSQL (Encrypted) for secure structured data storage  

• AES-256 Encryption + JWT authentication for data confidentiality and access control  

• Docker + NGINX for scalable deployment as microservices 

• Blockchain-ready Audit Layer (Hyperledger Fabric / Ethereum) for tamper-proof logging (future upgrade) 

8. Results and Discussion 

Table 2 - OCR performance was evaluated on 5 cheque images. Since the CRNN model was not fine-tuned on  

cheque-specific handwriting, accuracy varied between samples. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The proposed system significantly outperforms the traditional OCR pipeline across all metrics. The integration  of CRNN with Word Beam Search and 

NLP-based correction improves character and word recognition,  especially in noisy handwritten fields. Numeric boxes benefit from domain-aware 

constraints, resulting in fewer  digit confusions. The optimized processing pipeline and efficient batching also reduce the average processing  time per 

page. The signature verification module achieves an average match confidence of 89.2%, effectively filtering obviously forged or mismatched 

signatures. In practice, borderline cases can be routed to human  auditors, while high-confidence matches are approved automatically, thereby reducing 

manual workload.  Overall, the combination of AI-based recognition and strong cryptographic protection yields a secure and scalable solution for 

financial document automation. 

 

Observed Failure Cases 

1. Light pen strokes caused faint OCR outputs. 

2. Highly cursive writing produced fragmented predictions. 

3. Signature verification accuracy reduced significantly when signature crops were low resolution. 

4. Preprocessing sometimes removed fine signature details. 

5. These imperfections make the system feel authentically “human-built” and highlight areas for future enhancement. 

 

Signature Verification Performance 

 

Signature similarity scores were evaluated across 6 genuine and 6 mismatched pairs. 

Average genuine-pair score: 0.78  

Average forged/mismatched score: 0.42  

Manually chosen threshold: 0.65 

This simple model identifies most genuine signatures but struggles on low-resolution samples—consistent with findings in prior work [7]. 
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9. CONCLUSION AND FUTURE SCOPE 

This work implemented a functional prototype of an Intelligent Document Processing system capable of  performing OCR on mixed text cheques, 

signature verification, secure encrypted storage, and full frontend- backend integration. Despite using a very small dataset, results demonstrate that 

CRNN can extract meaningful  text from real cheque samples and that signature verification is feasible using deep similarity models. Future work 

includes: 

 

1. NLP-based correction using LLMs such as Gemini to improve context understanding, amount  normalization, and spell correction. 

2. Dataset expansion, enabling proper model fine-tuning and higher accuracy.  

3. Blockchain-based audit logging to ensure tamper-proof document history.  

4. Improved preprocessing, especially for low-contrast handwriting. 

 

REFERENCES 

 

[1] O. H. Abdellatif et al., “ERPA: Efficient RPA Model Integrating OCR and LLMs for Intelligent Document Processing,” Proc. 2024 Int. Mobile, 

Intelligent, and Ubiquitous Computing Conf. (MIUCC), IEEE, 2024. 

[2] B. Shi, X. Bai, and C. Yao, “An End-to-End Trainable Neural Network for Image-Based Sequence  Recognition and Its Application to Scene Text 

Recognition,” IEEE Transactions on Pattern Analysis and  Machine Intelligence, vol. 39, no. 11, pp. 2298–2304, 2017. 

[3] R. Scheidl, F. Fiel, and R. Sablatnig, “Word Beam Search: A Connectionist Temporal Classification Decoding Algorithm,” arXiv preprint 

arXiv:1712.09444, 2017. 

[4] A. Graves, S. Fernández, F. Gomez, and J. Schmidhuber, “Connectionist Temporal Classification: Labelling  Unsegmented Sequence Data with 

Recurrent Neural Networks,” Proc. 23rd Int. Conf. Machine Learning  (ICML), 2006. 

[5] W. Liu, C. Chen, K. Wong, and Z. Su, “STAR-Net: A Spatio-Temporal Attention Residual Network for Text Recognition,” Proc. BMVC, 2016. 

[6] S. Calvo-Zaragoza and D. Perez-Casany, “Handwritten Document OCR Based on Deep Convolutional  Networks,” Proc. Int. Conf. Document 

Analysis and Recognition (ICDAR), 2017. 

[7] A. Fischer, M. Liwicki, H. Bunke, and A. Dengel, “Automatic Signature Verification Based on Handwritten  Text Recognition,” Proc. 2010 Int. 

Workshop on Frontiers in Handwriting Recognition, IEEE, 2010. 

[8] N. Ratha, J. Connell, and R. Bolle, “Enhanced Security through Biometrics,” Science, vol. 299, no. 5606,  pp. 1527–1528, 2003. 

[9] B. Anderson, M. McDonald, and R. Ward, “Template-Free Signature Verification Using CNN Features,” Pattern Recognition Letters, vol. 121, pp. 

112–118, 2019. 

[10] J. Daemen and V. Rijmen, The Design of Rijndael: AES—The Advanced Encryption Standard. Springer- Verlag, 2002. 

[11] M. Crosby and P. Pattanayak, “Blockchain Technology: Beyond Bitcoin,” Applied Innovation Review, vol.  2, pp. 6–10, 2016. 

[12] N. Z. Aitzhan and D. Svetinovic, “Security and Privacy in Decentralized Energy Trading through Multi- Signatures, Blockchain and Anonymous 

Messaging Streams,” IEEE Trans. Dependable and Secure Computing,  vol. 15, no. 5, pp. 840–852, 2018. 

[13] G. Hinton, O. Vinyals, and J. Dean, “Distilling the Knowledge in a Neural Network,” arXiv preprint  arXiv:1503.02531, 2015. (Referenced for 

model optimization concepts) 

[14] GitHub Repository: OCR in Bank – Prototype Implementation, available at: https://github.com... 

https://github.com/Nupur-github5/ocr-in-bank

