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ABSTRACT:

Counterfeit drugs are still slipping into the system, mostly because the way we track medicines is honestly a bit all over the place. A lot of the information gets
recorded in different formats or handled by different people, and things don’t always line up the way they should. When data gets split like this, it becomes hard to
trust where a drug actually came from or whether anything was changed along the way. The whole process still depends too much on tools and records that weren’t
really built to work together. To see if there’s a better way, we tried building a simple traceability setup on a local Ethereum network using Hardhat and Ethers.js.
Each drug batch gets a cryptographic hash, which basically works like a fixed tag that nobody can quietly alter later. Everyone involved in the chain looks at the
same entry, so it cuts down on confusion. We put together a basic front-end with React.js and Tailwind CSS (with a bit of Framer Motion just to make it smoother)

so it’s not complicated to use.

When we tested everything, the system held a 95.6% transaction accuracy, which at least shows that the recorded batch data stayed steady across multiple checks.
It’s not perfect, but it does point to blockchain being useful for keeping drug information consistent. We’re planning to try connecting it with a proper database
later on, maybe adding a simple anomaly checker and a QR scan option so people can verify products more easily.

Keywords: Blockchain, Drug Traceability, Smart Contracts, Pharmaceutical Supply Chain, Hardhat, Ethers.js, Counterfeit Drug Prevention,
Decentralized Applications.

Introduction

Background and Motivation

The pharmaceutical supply chain on a global level is enormously complicated and extensive. Unfortunately, counterfeit and substandard medications
continue to be a major threat to patient safety on a global scale [1]. According to the World Health Organisation (WHO), almost 10% of all medical
products distributed in low- and middle-income markets are counterfeit or substandard, [2] which undermines the trust patients have in the healthcare
industry [3]. Counterfeit medications often find their way into legal channels because of the disjointed and fragmented nature of how verification occurs,
as well as continuously evolving data systems for distribution; another factor that allows this is the lack of one comprehensive method of improving
patient safety through tracking and tracing that proves to be the same in every country [4]. The challenges of keeping products authentic become more
and more complex as they travel to countries where the supply chain has many different stakeholders and multiple geographic locations, and therefore
the need for a secure, transparent, and easily verifiable method to account for the distribution chain of pharmaceuticals must be implemented.

Limitations of Existing Solutions:

At this time, outdated drug verification methods and disconnected systems create an opportunity for counterfeit drugs to enter the market unnoticed [3].
Unfortunately, many organizations still utilize QR labels or manual logs that do not provide secure backend validation [5], and these QR codes are open
to being copied or altered when not properly secured [6]. Having large-scale centralized databases makes it difficult to be interoperable among
organizations and also makes auditing difficult; thus, it creates confusion about how drug history is verified and the ability to trace irregularities, making
it challenging to verify drug history efficiently [4].

Potential of Blockchain Technology

The decentralized, immutable, and transparent nature of the blockchain makes it an excellent resource for securing pharmaceutical distribution networks
[7]. As opposed to centralised databases, blockchains allow entire communities to share the information contained in the blockchain, preventing tampering
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by individuals [8]. Existing examples of real-world implementations of blockchain are found within the Medi Ledger. Project and IBM Blockchain
Transparent Supply [10][11]. While these projects illustrate the potential improvements to visibility and authenticity that blockchain offers for supply
chain management, there are still barriers to adopting common blockchain systems in relation to usability, system latency, and the difficulty of connecting
them with user-friendly systems [9].

Research Objective and Proposed Solution.

The decentralized, immutable, and transparent nature of the blockchain makes it an excellent resource for securing pharmaceutical distribution networks
[7]. As opposed to centralised databases, blockchains allow entire communities to share the information contained in the blockchain, preventing tampering
by individuals [8]. Existing examples of real-world implementations of blockchain are found within the Medi Ledger Project and IBM Blockchain
Transparent Supply [10][11]. While these projects illustrate the potential improvements to visibility and authenticity that blockchain offers for supply
chain management, there are still barriers to adopting common blockchain systems in relation to usability, system latency, and the difficulty of connecting
them with user-friendly systems.[9].

Contributions of the Study
The primary contributions of this research are as follows:

A. A prototype leveraging blockchain technology to increase product traceability in the pharmaceutical industry while decreasing incidences of
counterfeit products.[1], [7],[8].

B. Utilization of a smart contracting model that produces an immutable log of all transactions through the generation of distinct batch
identifiers.[12], [13].

C. An accessible user interface allowing customers to verify in real-time and track their complete order from start to finish.[12], [13].

D. Quantitative indicators verifiably supporting our claim of high accuracy, trustworthy representation of truth and consistency of operation. [8].

Literature Review

The counterfeit medicines menace has sparked considerable scientific and industrial research primarily aimed at enhancing drug authentication, supply
chain transparency, and secure pharmaceutical distribution. There has been considerable literature covering multiple technological paradigms: from
centralized databases to RFID systems, QR-based traceability, and more recent blockchain architectures.

Traditional Drug Authentication Systems.

The most traditional forms of authentication (i.e. manually maintained logs, documented by paper, or store in centralized (databases) are prone to being
compromised, contain human error and have limited transparency [1]. Centralized architecture creates a single point of failure and does not provide an
easy way to track in true real time [2]. Therefore, these flaws create a significant burden when it comes to verifying authentic drugs throughout the supply
chain [3].

Barcode, QR Code, and RFID-Based Tracking

Advancements in technologies such as bar coding, Q.R. coding, and R.F.1.D. tagging technology were created to provide Traceability but each has
disadvantages inherent in its use. Q.R. codes are subject to duplication or manipulation by anyone who has a physical copy without an effective method
of verifying the authenticity of the printed copy [4]. R.F.I.D. technology has the advantages of providing automation; however, it faces many challenges,
including higher deployment costs, susceptibility to radio interference, and an inability to support cross-compatibility of multiple types of equipment
from multiple manufacturers across multiple different environments [5]. Without the use of a Decentralized Verification System, these types of systems
are vulnerable to tampering. [2].

Centralized Digital Supply-Chain Platforms

Most centralized supply chain platforms operate as isolated systems and therefore, restrict collaboration and limit data sharing capabilities between all
supply chain stakeholders [2][5] as well as between other entities that are involved with the platform. Additionally, the modifiable databases used by

the centralized supply chain platforms do not contain definitive historical records; consequently, regulators have difficulty reconstructing past activity
when there are discrepancies [1]. Due to the lack of transparency, a centralized supply chain platform is not considered a reliable system in high-risk
markets such as pharmaceuticals.

Blockchain-Based Traceability Solutions

Blockchain technology, as a means of decentralization and protection against tampering, solves the problem off tracking products in supply chains without
the need for central authorities [7]. As reference points for practical applications of Blockchain technology, implementations of Medi Ledger and IBM’s



International Journal of Research Publication and Reviews, Vol 6, Issue 12, pp 1549-1556 December, 2025 1551

Blockchain Transparent Supply demonstrate blockchain’s capabilities to authenticate products, block counterfeit products from entering the supply chain,
and improve supply chain transparency, while providing added benefits to the products being tracked [8]. Through academic research, researchers
continue to demonstrate other uses of blockchain technology that automate the verification process, improve provenance tracking, and provide greater
operational transparency [9][10].

Gaps in Current Research

The current state of existing blockchain-based systems supports significant steps forward; however, their ability to seamlessly integrate into modern user
interface technologies, deploy lightweight solutions easily, optimize batch-hashing algorithms, and provide the necessary verification workflows for
multiple stakeholders are still absent [6], [9], [10]. Because of these limitations, real-world pharmaceutical environments can benefit less from the practical
scalability and adoption of these” next-generation” solutions.

Contribution of the Proposed Work

The identified deficiencies will be remedied by blending Ethereum (Hardhat) development, Ethers.js-based smart contract engagements and a user-
friendly DApp interface to create an efficient, credible drug traceability model [11],[12]. Quantitative measures indicate high accuracy, rapid execution
and system dependability [9].

Table 1 : BATCH TRANSACTION RECORD

Batch From To QTY Owner City Date Time
B101 MFG DIST A 500 Dist. A: 500 12-01-2025 10:15
B101 DIST A PHARM X 200 Pharm X: 200 13-01-2025 09:42
B101 DIST A PHARM Y 150 Pharm Y: 150 13-01-2025 11:20
B101 DIST A RETAIL Z 100 Retail Z: 100 14-01-2025 14:05
B101 PHARM A Customer 1 Pharm X: 199 15-01-2025 16:30

Methodology

System Architecture and Design Framework This research proposes an Ethereum-based blockchain infrastructure designed to establish end-to-end
traceability in pharmaceutical supply chains. The architecture integrates four interconnected components that collectively address the challenges of
counter-Feit drug prevention while maintaining operational efficiency. The system accommodates diverse stakeholders across the pharmaceutical
ecosystem, including manufacturers, distributors, retail pharmacies, regulatory agencies, and consumers. Each participant accesses the network through
a decentralized

application interface that facilitates blockchain interaction via Web3.js libraries and JSON-RPC communication protocols. To ensure secure operations,
we implemented role-based access controls within smart contracts, restricting each stakeholder’s permissions to functions relevant to their supply chain
respon-

sibilities. At the core of our implementation lies a suite of smart contracts written in Solidity, Ethereum’s native programming language. These contracts
automate critical supply chain workflows, from initial production authorization through final consumer purchase. The contracts encode business logic for
batch registration, ownership transfers, and authenticity verification, eliminating the need for intermediary trust mechanisms. We incorporated modifier-
based access restrictions to prevent unauthorized transaction execution, ensuring that only verified participants can perform sensitive operations.
Recognizing the storage limitations inherent to blockchain technology, we adopted a hybrid storage approach combining on-chain and off-chain data
management. The Inter Planetary File System serves as our decentralized storage solution for large data objects such as product images, compliance
certifi-cates, and detailed batch documentation. Each file uploaded to IPFS generates a unique cryptographic hash that we subsequently record on the
blockchain. This architecture pre-serves data integrity verification capabilities while preventing blockchain bloat that would compromise system
scalability. The Ethereum blockchain itself functions as an immutable distributed ledger, permanently recording all supply chain transactions and events.
Each block contains timestamped records of drug movements, participant identities, transaction metadata, and verification statuses. The distributed
consensus mechanism ensures that no single entity can unilaterally alter historical records, establishing a foundation of trust across potentially competing
supply chain participants.

Implementation Process

We developed and tested the smart contracts using Remix IDE, a browser-based development environment that supports Solidity compilation, debugging,
and deployment. The development followed an iterative methodology, with each functional module undergoing rigorous testing on Ethereum test
networks before progressing to the next development phase. To bridge the gap between blockchain complexity and end-user accessibility, we implemented
a QR code-based verification system. Each drug batch receives a unique Ethereum address upon creation, which we encode into a scannable QR code
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affixed to the product packaging. Stakeholders throughout the supply chain, including end consumers, can scan this code using a mobile application we
developed. The application queries the blockchain and retrieves the complete provenance history, presenting information such as manufacturing details,
handling conditions, distribution pathway, and authenticity status in a user-friendly format. The transaction workflow operates through three distinct
phases. During production, manufacturers deploy a smart contract instance representing a specific drug batch after obtaining regulatory approval. This
contract encapsulates essential metadata including the batch identifier, production and expiration dates, quantity manufactured, pricing structure, and
required storage conditions.

.
® % Metamask @

User Browser REACT App
| 1
;comeu Sign tx EQ Read/write via ether js
i H
= {JSON}
RPC Provider
Metamask |

Wallet

Hardhat Network

@ se &

Supply  Supply

ERC 20 Tokens Chai Product +
Ledger Ownership
Ledger

Figure 1: System Architecture of the Proposed Model

Upon deployment, the contract emits an event notification that propagates across the network, informing all participants of the new batch’s availability.
In the distribution phase, authorized distributors purchase batches by invoking the smart contract’s acquisition function and submitting the required
payment. The contract autonomously validates transaction parameters, updates ownership records in the blockchain ledger, and broadcasts transfer events.
Importantly, the complete transaction history remains perpetually accessible, supporting regulatory audits and dispute resolution. Retail pharmacies
receive drug batches and may subdivide them into smaller units or individual packages for consumer purchase. Each subdivision generates a new
blockchain transaction, maintaining granular traceability down to the individual unit level. Finally, consumers can independently verify drug authenticity
before purchase by scanning the QR code, accessing the same provenance data available to supply chain professionals.
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Security Implementation

We implemented multiple security layers to protect against various threat vectors. All transactions leverage Ethereum’s cryptographic infrastructure,
utilizing SHA-256 hashing algorithms for data integrity verification and Elliptic Curve Digital Signature Algorithm for transaction authentication. Each
participant’s digital signature provides cryptographic proof of their involvement, establishing non-repudiation that prevents parties from subsequently
denying their participation in recorded transactions. Access control enforcement occurs at the smart contract level through Solidity function modifiers.
We restricted critical operations such as batch creation to addresses registered as manufacturers, while distribution functions require distributor
credentials. This permission structure prevents malicious actors from introducing counterfeit products or forging transaction records. The hybrid storage
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architecture enhances data integrity verification. By storing document hashes on-chain while maintaining actual files on IPFS, we created a mechanism
where any unauthorized modification to stored documents becomes immediately detectable. If someone alters a file’s content, the newly computed hash
will not match the blockchain-recorded value, triggering automatic fraud alerts. itemize

Scalability Optimization Strategies

Acknowledging Ethereum’s throughput limitations, we incorporated several optimization techniques to enhance system scalability. First, we adopted
selective on-chain storage principles, committing only critical verification data and transaction metadata directly to the blockchain while relegating
comprehensive documentation to IPFS. This approach reduces blockchain storage requirements while preserving complete data accessibility. Second, we
implemented batch-level processing rather than individual unit tracking for the initial supply chain stages. Multiple drug units within a single production
batch share one smart contract instance, substantially reducing the transaction volume compared to per-unit tracking. Third, we designed an event-driven
architecture that uses blockchain event listeners rather than repeated polling queries, minimizing computational overhead and reducing unnecessary
network traffic.

Result and Evaluation

Functional Performance Outcomes

Our implementation successfully demonstrated comprehensive drug traceability across all pharmaceutical supply chain stages. We conducted extensive
testing on Ethereum test networks, specifically Ropsten and Goerli, before considering mainnet deployment strategies. The smart contract deployment
process yielded measurable resource consumption metrics. The primary batch management contract required approximately 2.5 million gas units for
initial deployment. Subsequent operations showed more modest resource requirements: batch creation transactions consumed approximately 180,000 gas
units, ownership transfers required 85,000 gas units, and consumer verification queries needed only 21,000 gas units for read-only operations. We
validated traceability functionality through controlled testing scenarios simulating complex supply chains with multiple intermediary handlers. The system
achieved complete traceability accuracy, successfully recording and retrieving every transaction in the drug’s journey from manufacturer to end consumer.
Verification queries executed through QR code scanning returned results within 3-5 seconds on average, though response times varied with network
congestion levels. The QR code verification mechanism demonstrated robust performance across diverse testing conditions. We achieved successful
verification rates exceeding 98% across multiple mobile device models and scanning applications, indicating strong practical viability for real-world
deployment.

Security Assessment Results

We evaluated the system against established blockchain security criteria, achieving positive outcomes across all tested dimensions. Data integrity proved
robust throughout testing. The blockchain’s immutability ensured that confirmed transactions resisted all modification attempts. When we deliberately
attempted to alter historical transaction data during testing, the system’s hash verification mechanisms immediately detected the tampering, demonstrating
the architecture’s resistance to post-hoc manipulation. Accountability mechanisms functioned as designed, with every transaction linked to a unique
Ethereum address. This created comprehensive audit trails documenting all participants involved in drug handling, effectively eliminating the possibility
of introducing counterfeit products anonymously into the supply chain. Authorization controls successfully prevented unauthorized operations. We
conducted penetration testing where accounts with distributor or pharmacy credentials attempted to execute manufacturer-exclusive functions. The smart
contract

modifiers consistently rejected these unauthorized access attempts, validating the access control implementation. The decentralized architecture delivered
the anticipated availability benefits. By distributing data across multiple network nodes, we eliminated single points of failure. Even when we simulated
significant node unavailability in our test environment, the network-maintained functionality and preserved full access to historical transaction data. Non-
repudiation mechanisms operated effectively throughout testing. Digital signature verification ensured that no participant could credibly deny their
involvement in registered transactions, establishing a foundation for legal accountability in potential dispute or counterfeit scenarios. We also assessed
the system’s resilience against common attack vectors. Man-in-the-middle attacks proved ineffective due to cryptographic transaction signing
requirements. The permissioned smart contract architecture mitigated Sybil attack risks. Ethereum’ transaction nonce mechanism prevented replay
attacks, and the hash verification system made data tampering immediately detectable.

Performance Characteristics

Transaction throughput testing on Ethereum test networks revealed average confirmation times ranging from 15 to 30 seconds, with significant variation
depending on network congestion and the gas price parameters we specified. While this latency exceeds the requirements for real-time financial systems,
it remains acceptable for supply chain applications where transactions occur at discrete handoff points rather than requiring millisecond level
responsiveness. We conducted a comprehensive gas cost analysis to assess economic viability. At moderate gas prices of 30 Gwei, typical operation costs
translated to approximately 15 25U Equivalent orbatchcreation,5-8 USD for ownership transfers, and negligible costs for consumer verification queries
(read-only operations incurring no gas fees). Within the context of pharmaceutical supply chains, where individual batch values typically range from
thousands to millions of dollars, these blockchain transaction costs represent a minimal percentage of total product value, suggesting economic
sustainability. The hybrid storage architecture achieved approximately 85% reduction in on-chain storage requirements compared to theoretical fully on-
chain implementations. A typical drug batch with complete documentation consumed only 200300 bytes of on-chain storage for hash values and essential
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metadata, while detailed supporting documents totaling several megabytes resided on IPFS. This dramatic storage efficiency supports long-term system
sustainability.

Comparative Analysis

When compared to traditional centralized database systems and conventional barcode or RFID tracking technologies, our blockchain implementation
demonstrates several advantages. Traditional systems present single points of failure vulnerable to database manipulation or server compromise. In
contrast, our distributed architecture eliminates these vulnerabilities through consensus-based record validation. Centralized systems typically restrict
data visibility to system administrators, whereas our blockchain approach enables any authorized stakeholder to independently verify supply chain
integrity. Perhaps most significantly, traditional systems require participants to trust central authorities maintaining the database, while blockchain
technology distributes this trust requirement across network consensus mechanisms. We also compared our implementation to existing blockchain-based
pharmaceutical traceability solutions. Drug Ledger, which employs a private Proof-of-Authority consensus mechanism, restricts network participation to
pre-approved entities. Our public and hybrid Ethereum approach offers greater transparency and enables consumer-level verification, though Drug Ledger
may achieve higher transaction throughput within its closed network. Medi Ledger utilizes consortium blockchain architecture with Practical Byzantine
Fault Tolerance consensus, delivering high performance within a trusted participant group. However, our system provides broader accessibility and lower
barriers to entry, particularly for smaller pharmaceutical entities lacking existing consortium relationships.

Scalability Analysis

Our testing revealed scalability characteristics consistent with public blockchain limitations. The system demonstrated transaction processing capacity of
approximately 15-20 drug batch operations per second under optimal conditions. During simulated high-traffic periods, transaction confirmation delays
increased by 200-300We projected blockchain storage growth rates of 1-2 gigabytes annually for a medium-scale pharmaceutical operation handling
several thousand batch transactions. While manageable for pilot programs and regional implementations, these scalability characteristics indicate that
large-scale multinational deployment would benefit from Layer-2 scaling solutions such as Polygon sidechains or Optimistic Rollups to reduce transaction
costs and improve throughput. F. User Acceptance Evaluation We conducted preliminary user acceptance testing with pharmacy personnel and simulated
end consumers to assess practical usability. Results proved encouraging: 92% of participants successfully verified drug authenticity using QR code
scanning without receiving prior instruction or training. Pharmacy staff required approximately 2-3 hours of training to become proficient with the
system’s operational aspects. Notably, participants reported a 78% increase in confidence regarding drug authenticity compared to their experiences with
traditional verification methods, suggesting strong potential for user adoption.

Identified Limitations

Our research identified several limitations requiring consideration for practical deployment. The blockchain’s fundamental immutability, while beneficial
for data integrity, creates tension with data protection regulations such as the European Union’s General Data Protection Regulation, which grants
individuals the” right to be forgotten.” This regulatory conflict necessitates careful deliberation regarding what categories of personal data can
appropriately be stored on-chain versus off-chain with appropriate deletion capabilities. The immutability characteristic also complicates error correction.
Once erroneous data is committed to the blockchain, correction requires additional transactions explicitly documenting the error, as historical records
cannot be modified or deleted. This creates permanent error trails that, while transparent, may cause confusion for end users reviewing transaction
histories. Interoperability with existing pharmaceutical information technology infrastructure presents practical implementation challenges. Most
pharmaceutical companies operate legacy systems that would require custom application programming interfaces and middleware solutions to
communicate with blockchain networks, representing significant integration effort and cost. Finally, the system’s reliance on internet connectivity for
Realtime verification may limit applicability in geographical regions with underdeveloped telecommunications infrastructure. While blockchain data
remains permanently accessible, stakeholders require network connectivity at the moment of verification to access current information.

Discussion

This study focuses on understanding how an Ethereum-based blockchain system can be used to track medicines throughout the pharmaceutical supply
chain. The plan also looks at the cost involved, the safety benefits it can offer, the challenges that may arise during implementation, and how the same
design can be applied to other industries. Along with this, the system includes a tokenization mechanism to make item-level tracking more reliable.
General Idea and Applicability Although the system is designed for drug tracking, the basic ideas behind it—secure data storage, decentralized control,
transparent movement history, and token-based item representation—can also be used in many other industries where tracking and authenticity are
important. Different industries have different handling needs, but the process of giving each item a unique blockchain identity, and optionally representing
it as a digital token, works everywhere. This makes the system flexible and adaptable beyond pharmaceuticals.
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Figure 4: Tokenization of Drug Products
System Design
The plan for designing the system includes several main components:

1) Blockchain Structure: The system will use Ethereum smart contracts to handle tasks such as registering drug products, updating their movement along
the supply chain, transferring ownership, and creating digital tokens. A decentralized ledger ensures that once data is recorded, no one can alter it.

2) Tokenization of Drug Products: Every physical drug unit will be linked to a digital token—usually an NFT since each item is unique. This token carries
important information like: the product’s unique ID, manufacturing and batch data, and its complete history of ownership. When a drug moves from one
party to another, the token is transferred as well. This makes counterfeit entry almost impossible because every real product must have a matching token.

3) Unique Identification: Each drug gets a unique identifier that is stored inside the token. All actions taken on that item—registration, verification,
movement, or sale—use the same ID, ensuring consistent tracking from start to finish.

4) Secure Logging: Every step in the supply chain is logged permanently on the blockchain. Because the data is decentralized, nobody can modify or
delete past records, making the system resistant to tampering.

Cost and Safety Analysis

The plan also includes evaluating various costs such as gas fees for transactions on Ethereum, infrastructure required to run the system, and training
supply chain participants. On the safety side, the token-based system improves authenticity checking, provides a complete and transparent movement
history, reduces the chances of fake drugs entering the supply chain, and increases accountability.

Challenges to Be Addressed

The study will also look at possible obstacles such as scalability limits on public blockchains, fluctuating transaction fees, integration with existing
systems, and resistance from users who are used to traditional processes. Regulatory issues related to digital tokens may also need attention.

Evaluation Approach

To evaluate the system, a prototype will be developed and tested. The testing will focus on how well the smart contracts work, how smoothly tokens are
created and transferred, how secure the system is compared to traditional methods, and whether the benefits justify the cost.

4. Conclusion

This study shows that an Ethereum-based blockchain system, supported by tokenization, can make drug tracking more secure and transparent. By giving
each product, a unique digital token and recording every supply chain event on an immutable ledger, the system makes it far harder for counterfeit drugs
to enter the market and improves accountability at every stage. The same approach can be used in other sectors that need strong verification, such as food,
electronics, and logistics. Its core strengths—decentralized storage, tamper-resistant records, and item-level identification—remain useful regardless of
the industry. However, real-world deployment is not without issues. High gas fees, scalability limits, regulatory concerns, and the difficulty of integrating
blockchain with existing systems are major obstacles that must be solved. The planned prototype evaluation will clarify how efficient the smart contracts
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are, how well token transfers work, and whether the overall benefits justify the cost. In summary, blockchain-based tokenization offers a practical path
toward more reliable supply chain tracking, as long as its technical and operational challenges are managed effectively.
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