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ABSTRACT

The rapid adoption of Al-Generated speech as introduced serious risks to digital trust, enabling realist voice cloning that deceive individuals , organizations, and
automated verification system. As audio deepfake become more convincing, the challenge is not only detect them accurately, but also to ensure that detection
system treat all speakers fairly. Many existing audio deepfake detection models overlook gender- based variations in vocal characteristic which can lead to uneven
performance often identifying manipulated female voices more reliably than male voices or vice-versa. This imbalance raises ethical concerns and limits the
reliability of real world applications.
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1. INTRODUCTION

Artificial Intelligence has enabled the creation of audio deepfakes that can closely imitate real human voices, making them difficult to distinguish from
genuine speech. While this technology supports creative and beneficial applications, it is increasingly being misused for fraud, impersonation, and
misinformation . Therefore, detecting deepfake audio has become a critical requirement to protect digital security and public trust. However, many existing
detection system overlook gender -based variation speech ,leading to unfair performance differences between male and female voices. Such bias reduces
the reliability and ethical credibility of Al systems deployed in real- world environments. This project aims to develop a gender-aware audio deepfake
detection model using balanced datasets and advanced ML and DL techniques to improve fairness and accuracy.

2. METHODOLOGY

1.Dataset preparation :

A Gender -Balanced dataset was created with equal real and fake audio samples from male and female speaker. All files were manually labeled
and organized into training, validation, testing sets for fair evaluation.

2.Preprocessing:

Audio recording were clean, resampled, segmented into smaller clip for efficient processing Background noise removal and normalization ensured
consistency across sample.

3.Feature Extraction:

Both acoustic numerical features (MFCC, spectral features) and visuals mel spectrograms features were extracted. these feature represent voice
characteristics crucial for distinguishing real vs fake audio.

4.Model Training:

Machine learning (XGboost)was trained using numerical features while deep learning (CNN) learn patterns from spectrograms images. Separate
models were trained on male -only female-only and mixed dataset to analyze performance difference only.

5.Model Evaluation:

Accuracy, F1-Score, Equal Error Rate (EER), metrics were calculated to measure detection performance. Results were compared across gender
groups to identify any existing performance bias .
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6.Bias Analysis and Mitigation:

Differences in accuracy between male and female and evaluated to detect gender bias. Gender-Balanced training and optimized parameter
were applied to reduce bias and improve fairness.

3. MODELING AND ANALYSIS
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Figurel:- System Workflow

e  The system implements two models: an XGBoost classifier using extracted audio features and a CNN deep learning model using Mel-
Spectrogram images.

e  Each model is trained separately on male-only, female-only, and mixed-gender datasets to understand performance variations between genders.

e  Feature engineering and normalization techniques are applied to improve learning efficiency and reduce noise impact.

4. RESULTS AND DISCUSSION
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Each model is trained separately on male-only, female-only, and mixed-gender datasets to understand performance variations between genders. Feature
engineering and normalization techniques are applied to improve learning efficiency and reduce noise impact. Hyperparameter tuning and cross-validation
are performed to achieve optimal detection accuracy and robustness.
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Figure2:- Mel-Spectrogram

The models effectively detected audio deepfakes, though performance was slightly higher for male voices, indicating gender bias. Using balanced datasets
reduced this disparity, improving fairness across genders. Deep learning models achieved higher overall accuracy, while traditional models handled
minority gender samples more consistently. These findings highlight the importance of bias mitigation for reliable and ethical deepfake detection.

5. CONCLUSION

This project highlights the critical challenge of gender bias in audio deepfake detection systems. By analyzing real and synthetic speech data, we
demonstrated that existing detection models can exhibit unequal performance across genders, potentially leading to unfair or unreliable outcomes.
Implementing gender-aware training strategies and balanced datasets helps reduce this disparity, improving both fairness and accuracy. The study
emphasizes the importance of ethical considerations in Al, advocating for models that are robust, unbiased, and socially responsible. Ultimately, this
work contributes to safer and more trustworthy deepfake detection systems while laying the groundwork for future research in bias mitigation.
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