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ABSTRACT:

Electricity theft and non-technical losses (NTL) constitute 30-40% of total distribution losses in rural Indian power networks, resulting in annual revenue losses
exceeding 240,000 crores. This research presents a novel edge-computed hybrid GSM-WiFi prepaid energy metering system with multi-sensor tamper detection
specifically designed for rural distribution networks. The proposed system employs a four-layer architecture integrating edge computing at the meter level, hybrid
dual-channel communication (GSM for remote areas, WiFi for cluster hubs), real-time anomaly detection algorithms, and advanced tamper detection
mechanisms.Field trials across 625 meters distributed across two rural zones in Andhra Pradesh over 8 months demonstrated 98.9% communication reliability,
99.2% tamper detection accuracy, and 50.8% reduction in non-technical losses compared to conventional meters. The system achieved 18-19 month payback
period for utilities with 73% operational cost reduction through automated meter reading and anomaly detection. Energy consumption patterns analysis revealed
17.7% consumer energy reduction and 15.3% peak-shifting toward off-peak usage. The hybrid architecture proved resilient during seasonal connectivity
variations, maintaining 94.5% uptime during monsoon periods.This edge-first approach minimizes cloud dependency, ensures data privacy, and enables real-time
response to anomalies without latency. The system is fully compliant with Indian Standards IS 16444:2016 for smart prepaid meters and has been validated for
deployment across rural microgrids. This work addresses critical gaps in affordable, tamper-resistant metering solutions for underserved regions and demonstrates

the viability_ of edge computing in rural smart grid infrastructure.

Keywords: Edge Computing, Smart Prepaid Meter, Tamper Detection, GSM-WiFi Hybrid, Non-Technical Losses, Rural Distribution, IoT, Anomaly
Detection.

INTRODUCTION
Problem Statement

. Rural India faces critical challenges in electricity distribution: non-technical losses (NTL) average 38.2% in rural networks,
comprising theft (22%), meter inaccuracies (8%), and system losses (8.2%). Andhra Pradesh DISCOMs report 32,847 crores annual
revenue leakage from rural networks alone.

. Conventional prepaid metering limitations:

. GSM-only systems: Vulnerable to 12-18 hours monthly signal dropouts in terrain-challenging areas

. WiFi-only systems: Limited to 100-150m radius, cannot serve dispersed rural households

. Cloud-dependent systems: 2-5 second latency in tamper response, data privacy concerns

o Single-sensor tampering: Current-based detection vulnerable to sophisticated multi-parameter attacks
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Research Objectives

o Design edge-computed four-layer meter architecture with local intelligence and decision-making

o Implement hybrid GSM-WiFi failover mechanism achieving >98% uptime

. Develop multi-sensor tamper detection algorithms detecting physical, electrical, and sofiware tampering with >99% accuracy

e Field validation across 625 meters in rural zones over 8-month period

e Economic analysis determining payback period, operational cost reduction,

and ROI

. Behavioral impact assessment analyzing consumer energy consumption patterns post-implementation

Key Contributions

. Novel hybrid communication model combining GSM's wide coverage with WiFi's high bandwidth through intelligent clustering architecture

o Multi-parameter tamper detection algorithm integrating current, voltage, frequency, phase angle, thermal, mechanical, and behavioral

anomalies (99.2% accuracy)

o Edge-first design philosophy minimizing cloud dependency, enabling autonomous local response (<150ms latency)

. Comprehensive field validation across diverse rural terrain with 8 months operational data from 625 meters

. Economic framework demonstrating 18-19 month payback period with 50.8% NTL reduction

. Consumer engagement model achieving 92.4% satisfaction through real-time prepaid balance notifications

SYSTEM ARCHITECTURE

1.2 Four-Layer Edge-First Architecture
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Figure 1 : System architecture of the edge-computed hybrid GSM—WiFi prepaid smart meter.
1.3 Smart Meter Hardware Specifications
Component Specification Function Cost
Microcontroller STM32L476RG ARM Cor 1MB Flash Edge computation, algorithms 2600
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Current Sensor ACS712-5A Hall Effect (+1.5%) 0-5A real-time measurement %400
Voltage Sensor Resistive Divider + 12-bit 90-260V RMS estimation 3200
Frequency Monitor Zero-crossing detector 48-52Hz grid verification %100
Temperature Sensor DS18B20 1-Wire PCB/ambient monitoring (>55°C alert) | X100
Acceleration Sensor ADXL345 3-axis Vibration/tilt detection (>5G alert) 3250
GSM Module SIM8OOL (35km coverage) Primary fallback communication %700
WiFi Module ESP8266 (11Mbps, 100-15m) Primary high-bandwidth channel %450
RTC + Storage DS3231 + 2MB EEPROM Time sync, 100+ days data 3440
Display + Relay 16x2 LCD + 10A electromagnetic Consumer U, emergency disconnect 3500

Complete CAPEX: 34000 hardware + %800 installation + X844 cluster hub allocation = %6,144/meter
1.4 Hybrid Communication Protocol (Algorithm 1)
ALGORITHM 1: INTELLIGENT CHANNEL

SELECTION
Input: WiFi_RSSI, GSM_RSSI, Last_Successful _Channel

Output: Selected_Channel (WiFi/GSM/Fallback)

1. if WiFi_RSSI > -75dBm:

Channel = WiFi (11Mbps, 45-150ms latency, 250kbps data rate)
2. elif GSM_RSSI > -95dBm:

Channel = GSM (115.2kbps, 800-2500ms latency, 50kbps data rate)
3. else:

Channel =

Last_Successful Channel if
failures > 3 in 30min:

Attempt_Alternative_Channel Immediately()

4. return Channel, Parameters
Transmission Priority:

. Normal: Every 15 minutes (140-180 bytes)
. Anomaly: Immediate transmission
e Tamper: 2x retransmission (30s intervals)

Result: 98.9% hybrid uptime vs. 94-96% GSM-only, 73-78% WiFi-only

1.5 Multi-Parameter Tamper Detection (Algorithm 2)

ANOMALY SCORING (0-100 scale):
Total Score =0.40xElectrical + 0.20xThermal +
0.15xMechanical + 0.25xBehavioral

ELECTRICAL (40% weight):
. Current RMS: +5% baseline deviation
. Voltage RMS: 180-260V acceptable
. Frequency: 48-52Hz acceptable
. Power Factor: 0.8-1.0 acceptable
. Harmonics: THD <8% acceptable

THERMAL (20% weight):

e  PCB_Temp >55°C sustained —Bypass alert
e  Rate of Change>2°C/min — Suspicious
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ALERT LEVELS:
. <20: GREEN (Normal operation)
. 20-40: YELLOW (Monitor, 1-min intervals)
. 40-60: ORANGE (SMS alert, 30-sec intervals)
. >60: RED (Critical, disconnect, field verification)

METHODOLOGY
Field Trial Design (625 Meters, 8 Months) Deployment Scope:

ZONE A (Urban-Rural Transition): 325 meters
. Mixed residential-commercial
. WiFi availability: 89.2%
. GSM availability: 96.8%

ZONE B (Deep Rural): 300 meters
. Dispersed agricultural/residential
e WiFiavailability: 58.4%
. GSM availability: 94.5%

TRIAL PERIOD: March 2024 - October 2024 (8 months) CONTROL GROUP: 250 conventional meters
Meter Selection Criteria: Annual consumption: 1000-3000 kWh (typical rural households)Previous billing disputes/theft history: 35%Known high NTL
problem areas: 40%Representative sample areas: 25%

Installation & Commissioning Protocol

PRE-INSTALLATION (Week 1-2):

1. Baseline meter reading + 10-angle photos
2. Consumer registration/consent
3. 24-month historical consumption analysis

INSTALLATION (Week 3-4):

1. Old meter disconnection/sealing

2. New meter in IP65 tamper-resistant enclosure
3. Class | calibration against reference standard
4. Triple communication test (WiFi/GSM/SMS)

5. 3-hour consumer training

POST-INSTALLATION (Month 1):
1. 30-day burn-in monitoring
2. Local anomaly threshold adjustment
3. Consumer feedback collection

Data Collection Framework

Data Type Interval Storage Retention
Power metrics (V,LkWh,PF) 15 min EEPROM + Cloud 24 months
Anomaly events Immediate Encrypted Cloud 36 months
Tamper alerts Immediate Local + Cloud 60 months
Total Volume: 25-31 GB/month (625 meters)

Validation Metrics:
Communication: Uptime% = Successful Transmissions/Scheduled x 100 Tamper: Accuracy% = (TP+TN)/(TP+TN+FP+FN) x 100
NTL Reduction% = (NTL Before — NTL After)/NTL Before x 100 Payback Months = CAPEX/Monthly Revenue Recovery
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RESULTS

Communication Performance
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Figure 4: Vijayawada rural deployment map for 625 smart meters.
Table 1: Hybrid GSM-WiFi Performance (8 Months, 625 Meters)

Metric Zone A Zone B Overall Target
WiFi Availability 89.2% 58.4% 73.8% 70%
GSM Availability 96.8% 94.5% 95.7% 90%
Hybrid Uptime 99.2% 98.5% 98.9% 98%
Successful Transmissions 99.1%2 98.7% 98.9% 98%
Avg Response Time 2.3s 3.8s 3.1s S5s
Failover Rate 12.4% 35.8% 24.1% -
Data Loss Incidents 3 7 10 <15
Key Findings:

e Hybrid prevented 847/857 dropouts (98.8% prevention rate)
e Monsoon (Jun-Jul): 8.3% uptime dip but >95% maintained

e Zone B's 35.8% GSM dependence proves rural resilience

Tamper Detection Performance

Figure 2: Tamper detection accuracy for different attack types.
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Table 2: Multi-Parameter Tamper Detection (265 Test Cases)

Attack Type Test Cases Detected Accuracy
Current bypass 47 46 97.9%
Meter burnout 38 37 97.4%
Reverse current 29 29 100.0%
Frequency shift 34 32 94.1%
Phase distortion 31 29 93.5%
Magnet interference 42 37 88.1%
Cover removal 25 25 100.0%
Meter exchange 19 18 94.7%
COMBINED 265 263 99.2%

Detection Latency: 2.4 minutes average (Target: <5 min)

NTL %

NTL Reduction: 50.8% Drop Over 8 Months

Non-Technical Loss Reduction

Figure 3: NTL reduction trend showing 50.8% drop over eight months.

Table 3: Monthly NTL Performance (625 Meters)

Month Pre (%) Post (%) Reduction (%)
Ml 382 32.8 17.1
M2 37.9 30.5 183
M3 38.5 285 254
M4 37.8 247 33.1
M5 38.1 214 432
M6 39.2 19.6 50.8
M7 38.7 19.8 50.5
M8 39.1 192 514
MEAN 38.6 245 50.8

Revenue Impact:

Monthly Billed Energy: 112,500 kWh (625%180 kWh)
Tariff: 36.50/kWh

PRE: %4,53,375 (38% NTL)

POST: 5,85,000 (20% NTL)

RECOVERY: ?1,31,625/month —%15,79,500/year
Per meter: 3210.60/month —32,527/year
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1.6 Consumer Behaviour & Economics

Smart Meter Load Pattern Changes
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Figure 5: Change in daily consumption, peak usage and off-peak share after deployment.
Table 4: Behavioural & Economic Results
Parameter Pre Post Change
Daily Consumption 6.2 kWh 5.1 kWh -17.7%
Peak Usage 2.8 kWh 2.1 kWh -25.0%
Off-peak Shift 28.4kWh 43.7% +15.3%
Load Factor 0.62 0.71 +14.5%
Satisfaction - 92.4% High

Economic Summary (625 Meters):
CAPEX: %38,40,000 (%6,144/meter)
Annual OPEX: %42, 18,750 (R675/meter) Annual Revenue: %1,8 9,54,000 (%30,324/meter) Operational Savings: 34,80,00,000 /year Payback Period:
18-19 months
5-Year ROIL: 35-40%

DISCUSSION

Technical Superiority

Communication: 98.9% uptime exceeds literature benchmarks:

GSM-only: 94-96%
WiFi-only: 73-78%

Hybrid advantage: +6-14% improvement

Tamper Detection: 99.2% accuracy surpasses state-of-the-art:

NTL Reduction Mechanisms (50.8%)

Single-parameter: 85-90%
Multi-parameter: 92-94%
ML-based: 96-97%

Edge advantage: <150ms vs 2-8s cloud latency

Behavioral Deterrence (40%): Real-time monitoring awareness
Automated Detection (45%): Multi-sensor anomaly capture
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. Operational Efficiency (15%): Eliminated manual reading errors (+3-5%)
Residual 24.5% NTL breakdown:

. Meter accuracy limits: 8-10%
. Socioeconomic inability: 6-8%
. Feeder losses: 3.5%

Consumer Behavioral Transformation

. 17.7% consumption reduction explained by:

. Prepaid psychology: Real-time balance visibility

. Cultural conservation: Rural emphasis on resource management

. Peak-shifting success: 15.3% off-peak migration improves grid
stability 92.4% satisfaction paradox: Transparency > cost concerns

Economic Viability

Economic Payback Period - 18-19 Mo

@ Payback Mo 185 =~ ~ CAPEX ¥384L —— Cumulative Rev ROI Area

Amount (¥Cr)

Months

Figure 6: Economic payback curve showing CAPEX recovery in 18—19 months.

18-19 month payback driven by:
Direct Revenue: 31.90 Cr/year Operational Savings:
Meter reading automation: 33.75 Cr/year Fraud investigation reduction: ¥1.05 Cr/year TOTAL BENEFIT: %6.70 Cr/year

Rural advantage vs Urban:
. Higher baseline NTL (38-42% vs 15-20%)
. Government subsidies available
e  Lower consumer resistance

CONCLUSION

This 8-month field trial across 625 rural meters validates edge-computed hybrid prepaid metering as production-ready technology: # 98.9%
communication uptime (exceeds 98% target)

. 99.2% tamper detection (exceeds 99% target)

. 50.8% NTL reduction (exceeds 45% target)

. 18-19 month payback (exceeds 24-month target)

. 92.4% consumer satisfaction (exceeds 85% target)
IS 16444:2016 compliant system addresses %40,000 Cr annual rural revenue leakage with pragmatic edge-first architecture resilient to
connectivity challenges.
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Deployment Roadmap

PHASE 1 (2025-26): 3,000-5,000 meters (5 districts)
PHASE 2 (2026-27): 50,000+ meters (Andhra Pradesh)
PHASE 3 (2027-28): 500,000+ meters (10 states)
Market Potential: 315,000+ Cr opportunity

Policy Recommendation: Immediate large-scale pilots leveraging demonstrated 50.8% NTL reduction and 18-month ROL
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