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ABSTRACT :

Credit card fraud costs the global financial industry billions of dollars annually. Real-time fraud detection is a difficult problem because of the extremely imbalanced
nature of datasets, the ever-changing fraud trends, and the requirement for quick choices. The application of machine learning (ML) techniques to precisely detect
fraudulent transactions is investigated in this work. The Kaggle Credit Card Fraud Dataset (2013 European cardholders dataset) is used in the study to analyze a
number of algorithms, including K-Nearest Neighbors (KNN), Decision Tree, Random Forest, and Logistic Regression. With a 99.93% accuracy rate and an F1-

score of 0.87, the Random Forest classifier excelled in the experiment, proving the effectiveness of ensemble methods in fraud detection tasks.

Keywords: Machine Learning, Credit Card Fraud, Classification, Logistic Regression, Random Forest, KNN, Imbalanced Data

Introduction

The Internet has grown exponentially during the past ten years. This has caused services like online bill payment, tap and pay, and e-commerce to
proliferate and become more widely used. As a result, scammers have also stepped up their efforts to target credit card transactions. Tokenization and
encryption of credit card data are two of the many methods used to safeguard credit card transactions [1]. While these techniques are generally successful,
they do not completely guard against fraud in credit card transactions.

A branch of artificial intelligence (Al) called machine learning (ML) enables computers to learn from past experience (data) and enhance their predictive
capabilities without being specifically programmed to do so [2]. We use machine learning (ML) techniques to detect credit card fraud in this work. A
fraudulent transaction (payment) made by an unauthorized person using a credit or debit card is known as credit card fraud [3]. The Federal Trade
Commission (FTC) reports that there were about 1579 data breaches totaling 179 million data points, with credit card theft being the most common type
of data breach [4]. Implementing a successful credit card fraud detection technique that can shield users from monetary loss is therefore essential.

Consequently, anonymised attributes are present in the datasets used to create machine learning models for credit card fraud detection. Furthermore, the
ever-evolving structure and patterns of fraudulent transactions make it difficult to detect credit card fraud [5]. This paper's reminder is organized as
follows. An overview of the classifiers utilized in this study is given in the second part. A survey of related literature is given in Section III. The dataset
used in this study is described in detail in Section IV. The GA algorithm is described in Section V. The architecture of the suggested system is described
in Section VI. The experiments are carried out in Section VII. Section VIII presents the conclusion.

Research synthesis

The dataset used in this study consists of credit card transactions done by European cardholders over the course of two days in September 2013. There
are 284807 transactions in this dataset overall, with 0.172% of those transactions being fraudulent. Time and Amount are among the 30 features (V1,...,
V28) in the dataset. Every attribute in the dataset has a numerical value. For purposes of data security and integrity, characteristics V1 through V28 are
not identified [19]. One of the main problems we found with this dataset, which has been utilized in references [4, 13, 14, 16], is its poor detection
accuracy score.

By carefully adjusting its parameters, the PSO technique was utilized to enhance SSAE's feature learning capabilities. According to the findings, the
PSOSSAE performed 97.3% accurately on the Framingham heart disease dataset. Hemavathi et al. [22] used enhanced principal component analysis
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(EPCA) to build an efficient FS approach in an integrated setting. The outcomes showed that the EPCA produces the best outcomes in both supervised
and unsupervised settings.

In an e-banking setting, Pouramirarsalani et al. [20] used a hybrid FS and GA FS approach to detect fraud. The outcomes of the experiment showed that
using an FS approach to financial fraud datasets can improve the models' overall performance. In order to detect credit card fraud, the authors used the
GA-based FS technique in combination with the NB, SVM, and RF algorithms in ref. [14]. The experimental results showed that, when compared to the
NB and SVM, the RF performed better.

Methodology

1.  Data Preprocessing: This process includes feature scaling or normalization methods in order to bring the data on a similar scale. Categorical
encoding is applied where required, and imbalanced data handling techniques such as SMOTE (Synthetic Minority Over-sampling Technique)
and Random Undersampling are used to deal with class-skewed distribution.

2.  Feature Selection: Different methods are used for feature selection, such as correlation analysis, Principal Component Analysis (PCA), or
information gain techniques. Feature analysis determines which features are most important in relation to the current task and helps improve
model performance and interpretability.

3.  model assessment metrics are explained in terms of the significance of these metrics for fraud detection. Accuracy is critical since it represents
the overall accuracy of the model. Precision shows the accuracy of positive predictions and Recall shows how well the model captures real
fraud cases. The F1-Score combines Precision and Recall and is a good measure of model performance in imbalanced classes.

4.  Mentions that there is an option to add a diagram to demonstrate the workflow, outlining stages from Data Input to Preprocessing, ML Model,
Evaluation, and eventual Output, but the diagram is not provided.

Related Work

The authors of ref. [13] used a number of machine learning (ML) algorithms, such as logistic regression (LR), decision trees (DT), support vector machines
(SVM), and random forests (RF), to create a system for detecting credit card fraud. A credit card fraud detection dataset created in 2013 from European
cardholders was used to assess these classifiers. This dataset is extremely uneven since the ratio of fraudulent to non-fraudulent transactions is
substantially skewed. Despite the excellent results, the authors proposed that the performance of the classifiers may be improved by using sophisticated
pre-processing methods. Using machine learning, Varmedja et al. [14] suggested a technique for detecting credit card fraud. Kaggle provided the authors
with a dataset on credit card fraud [19].

Transactions made by European credit cardholders within two days are included in this dataset. To evaluate the effectiveness of the suggested approach,
the following machine learning techniques were used: RF, NB, and multilayer perceptron (MLP). With a 99.96% fraud detection accuracy, the
experimental findings showed that the RF algorithm operated at peak efficiency. The accuracy scores for the MLP and NB approaches were 99.93% and
99.23%, respectively.

The authors acknowledge that further study is necessary to develop a feature selection technique that could increase the precision of other machine
learning techniques. A performance analysis of machine learning algorithms for detecting credit card fraud was carried out by Khatri et al. [15]. The
following machine learning techniques were taken into consideration by the authors of this study: DT, k-Nearest Neighbor (KNN), LR, RF, and NB. The
authors created a very unbalanced dataset from European cardholders in order to evaluate the effectiveness of each machine learning technique.

Conclusion

Together with the RF, DT, ANN, NB, and LR, a GA-based feature selection technique was suggested in this study. The RF was incorporated into the
fitness function of the GA. Five ideal feature vectors were produced after the GA was further applied to the dataset of credit card transactions made by
European cardholders. The GA-RF (using v5) achieved an overall ideal accuracy of 99.98%, according to the experimental findings obtained using the
GA chosen qualities. Additionally, other classifiers, like the GA-DT, used vl to reach an impressive 99.92% accuracy rate. The GA-ANN, which has a
100% accuracy rate and an AUC of 0.94, came in second. We want to validate our approach using additional datasets in further research.
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