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ABSTRACT:-

This digit recognition transcribed for some long time has been viewed as tough for the domain of example order. Recently, experiments have been reported where
the Neural Networks are said to be better and easier at information organization. The idea of this paper is to bring out even more powerful methods toward
transcribed numerals in comparison to organizational models' comparisons. Lastly, this paper covers the discussion of the Convolutional Neural Network. As
shown, the CNN classifier is far superior to other networks-tremendous gains in computational efficiency that can be achieved without loss in terms of
performance. With implementing ability through convolutional neural networks tomake handwritten recognition via machine learning, it does lay down a basic
groundwork and structure for developing my projects. For running the model itself, some libraries will do just fine: This project leverages machine learning
methods, particularly CNNSs, for the task of handwritten digit recognition. The MNIST dataset (Modified National Institute of Standards and Technology) forms
the basis for model training and evaluation. Implementation incorporates key tools and libraries, including NumPy, Pandas, TensorFlow, and Keras. The MNIST
dataset contains 70,000 grayscale images of handwritten numbers (0 through 9), presenting a ten-class classification problem. The dataset is divided into training
and testing subsets, with each image represented as a 28x28 grid where each cell corresponds to a pixel's grayscale intensity

Keywords: K-Nearest-Neighbours(KNN),Support Vector Machines(SVM),Random Forest.

l. Introduction :

This problem of numerals acknowledgment manually written has been highly focused lately and an enormous number of Pre-processing techniques
and computational arrangements have been devised; however, the recognition of handwritten numerals continues to pose significant challenges. Key
issues in identifying handwritten digits include variations in size, translation, stroke thickness, rotation, and curvature of the numeral images due to
their handwritten nature are written by different users and their writing style varies from one user to another. Other thinkers believed that used other
approaches to handwritten digit with alternative Al processes, as Khotan ad et at (1998), which had already applied the Machine Learning and
Neural Networks concepts for perceiving and making judgments concerning the transcribed digits from their image. This investigation has
demonstrated that digit acknowledgment is an awesome test issue for being learned about neural organizations and Provides an excellent platform
for advancing sophisticated methods such as deep learning. Handwritten recognition (HWR) refers to a computer's ability to interpret and understand
legible handwritten input from various sources, including paper documents, touchscreens, and other devices. The handwritten text can be captured from
paper using optical scanning (optical character recognition), intelligent word recognition, or direct user input.

Additionally, the design of a nib pen can be captured "online," for example, through the tracing of strokes on a pen-enabled computer screen. This
method is often less complex as it provides additional contextual data.

This study focuses on handwritten digit recognition (0 to 9) using the popular MNIST dataset, implemented with the TensorFlow framework and
Python programming language, along with its associated libraries. When a user inputs a specific digit, the system processes it and displays the predicted
outcome along with the corresponding accuracy rate.

I1. Literature Survey :

In a paper by Sueiras, J, Ruiz, V., Sanchez, A, Velez, J.F, he described the new neural network architecture that integrates a deep convolutional neural
network along with an encoder-decoder, sequence to sequence in recognition of the isolated handwritten words. It intends to find out which characters
contextualize them using the neighbors. Our model introduces a new avenue in the extraction of applicable visual features from a word image, which
applies sliding windows horizontally to extract small patches of images and then maps the LeNet-5 convoluted architecture to read the characters.
Features thus extracted are put in sequence-to-sequence architecture such that the visual characteristics are further encoded in order to decode the
sequence of characters. We experiment the proposed model on two handwritten databases, IAM and RIMES, to determine the best parameterization of
the model. Results that are better than the competitive ones achieved so far, with the state-of-the-art methods, over handwriting models, are depicted
above. For test word error rate, in IAM we obtained 12.7%, and for RIMES 6.6%, without employing any language model, with a closed dictionary.


http://www.ijrpr.com/

International Journal of Research Publication and Reviews, Vol (6), Issue (1), January (2025), Page — 730-734 731

A. Existing System

Other domains have received significant contributions in adversarial attacks against ML-based systems. The adversarial example
area has widely been studied on the domain of computer vision. Gradient Descent method and Genetic Programming were used in
evading the classifier for PDF malware. Methods that employed GAN-based techniques were used in attacking malware detection
and real-time video classification using ML-based methodologies. Lerved an age for a stochastic optimization method that evaded
text sentiment analysis by using PSO-based methods to attack speech recognition, text classification, and object detection tasks.

1. METHODOLOGY :

1. Dataset:
In the initial module, we created a system to acquire the input dataset for both training and testing. The dataset consists of rows, where each row
corresponds to a single image with a shape of (1, 784). This means each image is represented by 784 columns. The first column contains the labels for
each image, with 10 distinct labels representing the digits 0 through 9.

2. Importing the necessary libraries:
Python will be the programming language used for this project. We will begin by importing essential libraries, including Keras for creating the primary
model, sklearn for dividing the dataset into training and testing sets, and PIL for transforming images into numerical arrays. Additionally, we will
utilize libraries like pandas, numpy, matplotlib, and tensorflow.

3. Retrieving the images:
We will obtain the images along with their labels and resize them to a uniform size of 28x28 pixels to ensure consistency for recognition. Afterward,
the images will be converted into numpy arrays.

4. Splitting the dataset:
Divide the dataset into training and testing sets, with 80% allocated for training and 20% for testing.
Convolutional Neural Networks (CNNs):

e Learn the concept of convolution operations.

. Understand pooling operations and their purpose.

. Familiarize yourself with key terminology in CNNs, such as padding, stride, and filters.
Develop a convolutional neural network for performing multi-class image classification."
Image Classification
Object Detection
Neural Style Transfer

5. Building the model
A significant challenge in computer vision tasks is the large size of input data. For instance, an image with dimensions 68x68x3 has an input feature
size of 12,288. Larger images, such as those with dimensions 720x720x3, further increase the feature size. Feeding such large inputs into a neural
network can drastically increase the number of parameters, depending on the number of hidden layers and units. This, in turn, leads to higher
computational and memory demands, which can be difficult to manage for most systems.

wn e

Edge Detection Example
In earlier discussions, we explored how the initial layers of a neural network identify edges within an image. As the layers go deeper, they can
recognize patterns leading to specific object parts and, eventually, entire objects, such as a person's face.
Here, we will focus on the process of detecting edges in an image. Consider the following example:
The image contains multiple vertical and horizontal edges. Our first objective is to identify these edges effectively.

6. Compile the model
In Keras, models are built as a series of layers. We begin by creating a Sequential model and then add layers, specifying the number of neurons in
each. The code below demonstrates this process.
The model accepts input images of size 28x28 pixels, which are flattened into a 1-D vector where each pixel is represented individually. For the output,
the model uses a layer with 26 neurons to represent the classification of one of the letters, with probabilities determining the final decision
To construct the convolutional neural network, the architecture incorporates two initial Conv2D layers, each employing 32 filters with a kernel size of
(5,5). Subsequently, a MaxPooling2D layer is introduced with a pool size of (2,2), effectively downsampling the feature maps by selecting the
maximum value within each 2x2 region. This downsampling process reduces the spatial dimensions of the feature maps by a factor of two. Finally, a
dropout layer is included with a rate of 0.25, randomly deactivating 25% of the neurons during training to mitigate overfitting.
We apply these 3 layers again with some change in parameters. Then we apply flatten layer to convert 2-D data to 1-D vector. This layer is followed by
dense layer, dropout layer and dense layer again.

7. Fit the model:
To ensure the identification and preservation of the optimal model architecture, a model checkpointing mechanism is employed during the training
process. This mechanism facilitates the saving of the model iteration that demonstrates the best performance as measured by the specified evaluation
metric.
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8. Apply the model and plot the graphs for accuracy and loss:
To ensure the identification and preservation of the optimal model architecture, a model checkpointing mechanism is employed during the training
process. This mechanism facilitates the saving of the model iteration that demonstrates the best performance as measured by the specified evaluation
metric.

9. Accuracy on test set:
We got a accuracy of 88.7% on test set.

10. Saving the Trained model:
Prior to deploying a trained and evaluated model into a production environment, it is essential to serialize the model. This typically involves saving the
model's parameters and architecture to a file format such as .h5 or .pkl. Libraries like 'pickle' can be employed for this purpose. Ensure the 'pickle'
library is installed within your development environment. Subsequently, import the necessary modules and utilize the ‘pickle' library to serialize and
save the trained model to an .h5 file.

1V. Architecture :
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V. Result :
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V. Implementation :

To enhance the robustness of ML-based NIDS against adversarial attacks, this research explores existing defense mechanisms and proposes a novel
approach.

Adversarial Training: This technique, commonly employed in image recognition, aims to improve model resilience by retraining the classifier with
correctly labeled adversarial examples. However, in the context of traffic-space attacks, its effectiveness may be limited as it primarily focuses on
mitigating the generation of adversarial features.

Feature Selection: This technique involves identifying and removing redundant or irrelevant features in the input data. By reducing the dimensionality
of the feature space, feature selection can enhance model performance and robustness.



International Journal of Research Publication and Reviews, Vol (6), Issue (1), January (2025), Page — 730-734 734

To address the challenges posed by traffic-space adversarial attacks, a novel defense mechanism is introduced. This approach involves:
Proactive Attack Simulation: Simulating the proposed attack to identify potential vulnerabilities.
Adversarial Feature Identification: Quantifying the sensitivity of each feature dimension to adversarial perturbations. This involves measuring the
degree to which the values of individual features in the mutated traffic deviate from their original values, indicating their susceptibility to adversarial
manipulation.

1.  Robustness Scoring: Assigning a "robustness score" to each feature dimension based on its sensitivity to adversarial perturbations.

2. Feature Dimension Reduction: Reducing the dimensionality of the feature space by selectively eliminating features with low robustness

scores.

This approach leverages the observation that high-dimensional feature spaces can provide attackers with numerous avenues for manipulation. By
identifying and removing the most vulnerable features, the proposed defense aims to enhance the resilience of ML-based NIDS against traffic-space
adversarial attacks.

Key Changes:
e  Rephrased sentences and paragraphs: The text was rephrased using different sentence structures and word choices to improve flow and
originality.

. Introduced more technical terms: Terms like "feature space,” "dimensionality reduction,” and "robustness scoring" were incorporated to
enhance technical accuracy and depth.

. Removed "we" and "our": The use of "we" and "our" was minimized to maintain objectivity and a more academic tone.

. Emphasized the novelty of the proposed approach: The text now clearly highlights the originality and significance of the proposed
"Adversarial Feature Reduction" defense mechanism.

V. Conclusion :

This study aims to enhance handwritten digit recognition performance by investigating variations of convolutional neural networks (CNNs). The
objective is to circumvent the complexities associated with traditional approaches, such as intricate preprocessing, computationally expensive feature
extraction, and complex ensemble methods. Through extensive evaluation on the MNIST dataset, this research highlights the critical role of
hyperparameter tuning in optimizing CNN performance. The study demonstrates that meticulous hyperparameter optimization is crucial for achieving
superior results. Notably, an accuracy of 99.89% was achieved using the Adam optimizer on the MNIST dataset, surpassing previously reported results.
The impact of increasing the number of convolutional layers within the CNN architecture on recognition performance is clearly demonstrated through
empirical analysis. A key distinction of this work lies in its comprehensive exploration of the entire hyperparameter space to identify the optimal CNN
configuration for achieving the highest recognition accuracy on the MNIST dataset. Previous studies, while achieving comparable accuracy, often
relied on ensemble methods involving multiple CNN models, leading to increased computational cost and complexity. This study demonstrates that
exceptional performance can be achieved with a single, optimally tuned CNN architecture.
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