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ABSTRACT :

The increasing demand for electricity has led to the growth of smart grids, which offer numerous advantages such as improved energy efficiency, reduced power
outages, and enhanced security. However, one of the significant challenges in smart grids is electricity theft, which is a major cause of revenue loss for utility
companies. So, electricity theft is a major concern for electric power distribution companies. The aim of this project is to develop an effective approach for detecting
electricity theft in smart grids based on Artificial Neural Network (ANN). The proposed approach will use electricity usage dataset which is referred from the
popular web repository kaggle. The collected data will be preprocessed and fed into the ANN, which will learn to identify patterns and anomalies in the consumption
data. The ANN model will be trained using a dataset of legitimate consumption patterns and then tested with data that contains instances of electricity theft. To
evaluate the performance of the proposed approach, the model will be tested on a test data. The results predicted from our proposed system of electricity theft
detection in smart grids using ANN is Good. Our system achieved Training Accuracy of 99% and Validation Accuracy of 99%. The performance metrics used will
include accuracy, precision, recall, and F1-score.We also developed the proposed system in Flask Web framework for easy usage with better User Interface for the
predicting the results. The expected outcome of this project is an effective approach for detecting electricity theft in smart grids using ANN, which can be used by
utility companies to improve their revenue collection and enhance the security of the smart grid. This project can also be extended to other domains that involve
anomaly detection in large-scale datasets, such as fraud detection in financial systems and intrusion detection in computer networks.
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INTRODUCTION :

Electricity theft is a widespread issue impacting utility companies globally, leading to significant revenue losses and grid instability. Traditional methods
for detecting theft, such as physical inspections, are costly and inefficient. Smart grids, comprising smart meters and sensors, offer a promising solution
by enabling real-time monitoring and data analysis. Machine learning, specifically artificial neural networks (ANNs), has emerged as a powerful tool for
detecting anomalies indicative of theft in smart grid data. By analyzing consumption patterns and meter readings, ANNSs can identify unauthorized usage
and tampering, enhancing the accuracy and efficiency of theft detection. The project focuses on implementing ANN-based theft detection systems in
smart grids to improve grid reliability and reduce financial losses. By leveraging advanced machine learning techniques, the system can analyze data in
real-time, enabling quick response to suspicious activities. This approach not only enhances theft detection capabilities but also ensures fair billing for
all consumers. Modernizing energy management through ANN-based detection systems is crucial for protecting the integrity of electricity distribution
networks. FLINK Technologies, founded in 2011 and located in Kumbakonam, specializes in developing academic student projects, particularly in
solving the latest IEEE papers and software development. The company's expertise lies in software project development and maintenance, with a focus
on achieving excellence in various areas of software projects and products. With a team of experienced information systems professionals, FLINK
Technologies is dedicated to providing quality guidance and solutions to students in the computer science stream, ensuring their professional needs are
met. The team at FLINK Technologies has a clear vision of achieving excellence and has accumulated over 15,000 hours of expertise in providing real-
time solutions in various fields, including Android mobile apps development, networking, web designing, secure computing, and more. The team's
proficiency extends to technologies such as Java, Android, .NET, Hadoop, MATLAB, NS2, and embedded systems, among others. With a focus on
making technology readily usable for students, FLINK Technologies practices exclusively in software development, network simulation, search engine
optimization, customization, and system integration.

LITERATURE SURVEY :

1. Author: A. Khodabakhshian et al. In their study, Khodabakhshian et al. proposed an electricity theft detection system for smart grids based on
artificial neural networks (ANNS). The system aims to detect abnormal energy consumption patterns indicative of theft. They employed a
multi-layer perceptron (MLP) neural network to classify consumption patterns as normal or abnormal. The proposed system achieved high
accuracy in detecting electricity theft, demonstrating the effectiveness of ANNSs in this application.The existing system utilizes historical data
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and load profiles to train the ANN, enabling it to recognize patterns associated with theft. The ANN analyzes real-time data from smart meters
to detect deviations from expected consumption patterns, flagging potential theft cases for further investigation. This approach offers a
proactive solution to combat electricity theft in smart grids, helping utilities reduce revenue losses and enhance grid security.

Author: R. R. R. Martin et al. Martin et al. developed an electricity theft detection system using artificial neural networks in smart grids. Their
system uses a combination of features such as load profiles, voltage fluctuations, and power factor variations to identify suspicious
consumption patterns. By training the ANN on historical data, the system can accurately detect instances of theft, providing utilities with
actionable insights to mitigate losses. The existing system integrates the ANN into the smart grid infrastructure, enabling real-time monitoring
and detection of electricity theft. By continuously analyzing consumption data from smart meters, the system can quickly identify unauthorized
consumption patterns and alert utility operators. This proactive approach helps utilities take timely action to prevent revenue losses and
maintain grid integrity.

Author: S. Gupta et al. Gupta et al. proposed an electricity theft detection system based on artificial neural networks for smart grids. Their
system focuses on identifying abnormal load patterns and voltage fluctuations associated with theft. By leveraging historical data and machine
learning techniques, the system can accurately detect instances of theft, enabling utilities to take preventive measures and reduce revenue
losses. The existing system utilizes an ANN to analyze consumption data from smart meters and identify potential cases of theft. By training
the ANN on historical data, the system can learn to recognize patterns indicative of theft and flag suspicious activities. This approach helps
utilities detect and deter electricity theft, ultimately improving revenue collection and grid efficiency.

PROPOSED SYSTEM :

Our proposed system of Electricity Theft Detection in Smart Grids Based on Artificial Neural Network (ANN) consists of the following three steps: Data
Analysis and Preprocessing, Feature Extraction, and Classification. The proposed system uses the electricity consumption dataset referred from the
kaggle. The collected data will undergo preprocessing, which includes data cleaning, normalization, and feature extraction. This step is critical as it
ensures that the data is in a suitable format for the ANN model to learn from. The dataset doesn’t contain any label of Faithfull usage or unfaithful usage.
So first we will label the dataset using Agglomerative clustering. The proposed system includes developing the Clustering (To find Electricity Theft
(Target value)). Agglomerative clustering with cluster value = 3 as from our other analysis (base on mean energy). The proposed system then trained
with the Artificial Neural Network (ANN). The ANN model will be trained on a large dataset of labeled electricity consumption data. The model will
learn to detect patterns and anomalies in the data that indicate instances of electricity theft. The performance of the model will be evaluated using various
metrics such as accuracy, precision, recall, and F1-score.
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Figure 1: System Architecture of the proposed system

3.1 IMPLEMENTATION

Our project constituted of the below modules,

Data Collection

Dataset

Importing the necessary libraries

Clustering(To find Electricity Theft (Target value))
Splitting the dataset

Neural network

Architecture Of ANN

Apply the model and plot the graphs for accuracy and loss
Analyze and Prediction
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. Accuracy on test set
e  Saving the Trained Model

1. Data Collection

In the first module, we do the process of data collection. This is the first real step towards the real development of a machine learning model, collecting
data. This is a critical step that will cascade in how good the model will be, the more and better data that we get; the better our model will perform. There
are several techniques to collect the data, like web scraping, manual interventions and etc. We have given the dataset in the model folder. The dataset is
referred from the popular web repository kaggle. The following is the link to the dataset. Kaggle Dataset Link:
https://iwww.kaggle.com/datasets/jayaprakashpondy/electricity-consumption-dataset
2. Dataset
The dataset consists of 3510433 individual data. There are 9 columns in the dataset which are described below. LCLid: Id number day: Date dd/mm/yyy
energy_median: energy medium value energy_mean: energy medium value energy_max: Energy max value energy_count: Energy count value
energy_std: Energy std value energy_sum: Energy sum value energy_min: Energy min value
3. Importing the necessary libraries
We will be using Python language for this. First we will import the necessary libraries such as keras for building the main model, sklearn for splitting the
training and test data, PIL for converting the images into array of numbers and other libraries such as pandas, numpy ,matplotlib and tensorflow.
4. Clustering

(To find Electricity Theft (Target value)) To find the Electricity Theft using Agglomerative clustering with cluster value = 3 as from our other analysis
(base on mean energy).

5. Splitting the dataset
Split the dataset into train and test. 80% train data and 20% test data.
6. Neural network
The second step is to choose a neural network to represent the classification function. For classification problems, it is composed of: A scaling layer. A
perceptron layer. A probabilistic layer. For the scaling layer, the minimum and maximum scaling methods are set. We set one perceptron layer, with 3
neurons as a first guess, having the logistic activation function. Neural Network is a series of algorithms that are trying to mimic the human brain and
find the relationship between the sets of data. It is being used in various use-cases like in regression, classification, Image Recognition and many more.
As we have talked above that neural networks tries to mimic the human brain then there might be the difference as well as the similarity between them.
Let us talk in brief about it. Some major differences between them are biological neural network does parallel processing whereas the Artificial neural
network does series processing also in the former one processing is slower (in millisecond) while in the latter one processing is faster (in a nanosecond).
7. Architecture of ANN
A neural network has many layers and each layer performs a specific function, and as the complexity of the model increases, the number of layers also
increases that why it is known as the multi-layer perceptron. Now in the above picture, you can see each neuron’s detailed view. Here, each neurons have
some weights (in above picture wl, w2, w3) and biases and based on this computations are done as, combination = bias + weights * input (F = w1*x1 +
w2*x2 + w3*x3) and finally activation function is applied output = activation(combination) in above picture activation is sigmoid represented by ~ 1/(1
+ e-F). There are some other activation functions as well like ReLU, Leaky ReLU, tanh, and many more. Working of ANN At First, information is feed
into the input layer which then transfers it to the hidden layers, and interconnection between these two layers assign weights to each input randomly at
the initial point. and then bias is added to each input neuron and after this, the weighted sum which is a combination of weights and bias is passed through
the activation function. Activation Function has the responsibility of which node to fire for feature extraction and finally output is calculated. This whole
process is known as Foreward Propagation. After getting the output model to compare it with the original output and the error is known and finally,
weights are updated in backward propagation to reduce the error and this process continues for a certain number of epochs (iteration). Finally, model
weights get updated and prediction is done.

8. Apply the model

Model and plot the graphs for accuracy and loss We will compile the model and apply it using fit function. The batch size will be 64. Then we will plot
the graphs for accuracy and loss. We got average training accuracy of 99%.

9. Analyze and Prediction

This module will extract relevant features from the processed data to be used as inputs for the ANN. In the actual dataset, we chose only 7 features :
energy_median : energy medium value energy_mean : energy medium value energy_max : Energy max value energy_count : Energy count value
energy_std : Energy std value energy_sum : Energy sum value energy_min : Energy min value Target : Unfaithful and Faithful

10. Accuracy

In this module we will evaluate the performance of the developed ANN model on a test dataset to determine its accuracy and effectiveness. We got an
accuracy of 99% on test set 4.2.11 Saving the Trained Model Once you’re confident enough to take your trained and tested model into the production-
ready environment, the first step is to save it into a .h5 or .pkl file using a library like pickle. Make sure you have pickle installed in your environment.
Next, let’s import the module and dump the model into .pkl file Finally, the trained ANN model will be deployed in a real-world scenario to detect
electricity theft using the Web framework flask.

RESULTS AND DISCUSSION :

The purpose of testing is to discover errors and ensure that software systems meet their requirements and user expectations without failing in an
unacceptable manner. Testing aims to uncover every conceivable fault or weakness in a work product, providing a means to check the functionality of
components, sub-assemblies, assemblies, and finished products. Various types of tests address specific testing requirements, including unit testing,



International Journal of Research Publication and Reviews, Vol (5), Issue (7), July (2024), Page — 1542-1548 1545

functional testing, acceptance testing, and integration testing. Unit testing focuses on validating internal program logic and ensuring that program inputs
produce valid outputs, while functional testing systematically demonstrates that functions are available as specified by business and technical
requirements. User acceptance testing (UAT) is critical for confirming that the system meets functional requirements, requiring significant end-user
participation. Integration testing ensures that different software components or modules interact correctly and that the system as a whole meets functional
and non-functional requirements. By combining these testing strategies, software testing provides comprehensive validation that each unique path of a
business process performs accurately, identified inputs and outputs are handled correctly, and interfacing systems or procedures function as expected.

CONCLUSION :

In this work, the detection of electricity theft in smart grids was investigated using Artificial Neural Network (ANN). We observed that classification
done with Artificial Neural Network (ANN) is outperformed by classification done with existing system. In our proposed system, we obtained Training
Accuracy of 99% and Validation Accuracy of 99%. The method used here utilizes consumption data patterns. Apart from its application in power
distribution networks, it can be used in anomaly detection applications in any field. Our work brings a small contribution towards accurately detecting
energy theft as we detect theft that only took place over time. In conclusion, the proposed system based on Artificial Neural Network (ANN) has the
potential to significantly reduce revenue losses due to electricity theft in smart grids. By detecting instances of theft in real-time and providing alerts to
utility companies, the system can help to minimize the impact of electricity theft and improve the overall efficiency and security of the smart grid
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