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ABSTRACT:

Image encryption is an important aspect of protecting digital images from unauthorized access and ensuring confidentiality. A popular image encryption technique
is the Arnold cat mapping technique, a chaos map-based approach that offers robust cryptographic properties. Arnold Cat's mapping technique is based on the
concept of chaos theory and uses chaos maps to generate pseudorandom sequences that are highly sensitive to initial conditions. Arnold Cat maps are two-
dimensional chaotic maps that manipulate images by rearranging pixels in a non-linear and deterministic way. The algorithm uses a permutation operation to
periodically and repeatedly swap pixel positions, creating a chaotic pattern that spreads image pixels across the image. Arnold's cat mapping method offers several
desirable properties for image encoding. First, because the encryption process is based on the chaotic behavior of the Arnold Cat card, it offers a high level of
security as the encrypted image is resistant to attacks such as brute force and statistical analysis. will be Second, this technique offers excellent key confidentiality.
A slight change in the encryption key produces a completely different encrypted image, ensuring confidentiality of the image data. Third, the technique has high
cryptographic speed because permutation operations can be efficiently implemented using simple arithmetic operations.
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INTRODUCTION:

Encryption is the process of transforming the original data, which is called plaintext, into encrypted data called ciphertext [1]. Different
techniques are used to fulfill the data's own features of each data type. Many encryption algorithms are used to protect and encipher text data,
such as the classical cipher system. Digital images are used in many communication applications, therefore the protection of the content of these
images become very important. Image encryption is a technique which involves coding the original image (plain image) to another un-
understanding image (cipher image). This technique must be provided by decoding the cipher image to plain image without losing data or image
properties [3]. A diverse set of applications rely on digital image encryption and use various algorithms to protect the content and information of original
images from unauthorized users. There are different types of encryption algorithms according to plaintext messages; some used for text data and
not suitable for other multimedia data such as digital image. Other types used for images and not suitable for text data. Due to the powerful
attributes of images, such as vast data capacity, great redundancy, and high correlation among pixels, encryption algorithms cannot be directly applied to
images because of their large size. These algorithms require a significant amount of time when used with images. Another problem is that the decrypted
text must be identical to the original text. However, this requirement is not necessary for image data. Due to the characteristic of human
perception, a decrypted image containing small distortion is usually acceptable [4]. This paper presents textual encryption algorithms, such as the
Vigenere and Hill cipher systems, which have been adapted and enhanced to encrypt and decrypt color digital images.The proposed system provides
security to ensure that the original image can only be viewed or obtained by authorized individuals, integrity to guarantee that the image has not been
altered, and confidentiality to ensure that the image remains secure during transmission.. In this research, we use an algorithm which is used with
raw data, and used in digital image Encryption and Decryption with some advances that are suitable with digital images. In this paper we try to
overcome the limitations of AES and RSA in the encryption and decryption of digital images.
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EXISTING METHODS:

There are several existing methods for image encryption, some of which are:

1. Substitution-permutation network (SPN) encryption: This method involves using a combination of substitution and permutation operations
to encrypt an image.

2. Feistel network-based encryption: This method is based on the use of Feistel networks, which involve splitting an image into two halves, and
then encrypting each half using a key-dependent function.

3. Chaos-based encryption: This method involves using chaotic systems to generate the encryption key, which is then used to scramble the
image.

4.  Public key-based encryption: This method involves using a public key to encrypt an image, which can then only be decrypted using the
corresponding private key.

5.  DNA-based encryption: This method involves encoding an image using DNA sequences, which can then be decoded using DNA sequencing
technology.

6.  Steganography-based encryption: This method involves hiding an image within another image, so that it is not visible to the naked eye, and
can only be accessed using a secret key.

7. Quantum-based encryption: This method involves using quantum cryptography principles to encrypt an image, which ensures high levels of
security.

PROPOSED WORK:

For encryption:

1.

2.

3.

Input the original image to be encrypted.

Define the encryption parameters, such as the number of iterations and the encryption key.Apply the Arnold Cat mapping algorithm to permute
the pixels of the original image. The algorithm typically involves the following steps:

Calculate the new position of each pixel using the following formulas:

New_X = (a* X +b*Y) mod Image_Width

New_Y = (c * X +d *Y) mod Image_Height
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where X and Y represent the original coordinates of the pixel, and a, b, ¢, d are the parameters of the Arnold Cat map obtained from the encryption key.
Update the pixel values in the new positions to obtain the encrypted image.

4. Repeat the permutation process for the desired number of iterations.

5. Output the encrypted image.
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For decryption:
1. Input the encrypted image to be decrypted.

2. Define the decryption parameters, such as the number of iterations and the decryption key (which should match the encryption key).Apply the
inverse Arnold Cat mapping algorithm to reverse the permutation of the encrypted image. The algorithm typically involves the following
steps:

a. Calculate the original position of each pixel using the following formulas:
Old_X =(d* X-b*Y)mod Image_Width
Old_Y = (-c * X + a* Y) mod Image_Height

where X and Y represent the encrypted coordinates of the pixel, and a, b, c, d are the parameters of the Arnold Cat map obtained
from the decryption key. Update the pixel values in the original positions to obtain the decrypted image.

3. Repeat the inverse permutation process for the desired number of iterations.

4. Output the decrypted image.

(a) (b) (c)
Fig 2a: original image  Fig 2b: encrypted image of the original image Fig 2c: decrypted image of the encrypted image produced
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