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A B S T R A C T 

With the latest developments in technology, data security has become a more critical concern. One of the most important tools for protecting data during transmission 

from unauthorised access is encryption. Encryption protects a wide range of sensitive data against breaches, including financial transactions and email 

correspondence. This contains data in a range of types, including text, pictures, audio, and video. In this paper, we suggest a new method that incorporates chaotic 

maps: Henon map and the Tinkerbell map, in particular into the colour RGB picture encryption procedure. Our solution, in contrast to conventional approaches, 

makes use of the Hill cipher algorithm using a matrix key made up of several colour key codes. Careful consideration goes into choosing these key codes in order 

to improve security. Using chaotic maps, we produce numerical sequences that fill the Hill key matrix. These sequences are inherently unpredictable, which makes 

them difficult to interpret. In order to verify the efficacy of our suggested solution, we ran MATLAB simulations. A test picture was successfully encrypted and 

decrypted using our methods, demonstrating the reliability and effectiveness of our approach in practical settings.  
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1. INTRODUCTION  

Digital data traffic has been expanding quickly in harmful transmission lines in recent years. For a variety of reasons, including integrity and secrecy, the 

security of digital data, and particularly digital picture protection, is becoming more crucial [1]. Thus, encryption is the most often used solution to 

security issues. In the study of dynamic nonlinear systems, chaotic maps are common. Mathematical formulae control its behaviour; even a small shift in 

the starting point can produce a noticeably different result. Although it may look random and chaotic, it really follows some patterns [2]. In a cryptosystem, 

chaotic output signals—which have unpredictable statistical characteristics—are employed for the purposes of diffusion and confusion.  

Shannon [3] claims that there are two primary categories into which an encryption system's fundamental approaches may be divided: confusion and 

diffusion. Additionally, it is feasible to combine the two classes. Because chaos and cryptography are closely related, various research based on chaotic 

systems have been realised in the last few years. The pseudo-randomness, ergodicity, and sensitivity to beginning circumstances of the chaotic system-

based approach assure its security [4]. 

 The authors of [5] provide a single chaotic map and bit-level permutation as the foundation for a pure picture permutation technique. In [6], an Arnold 

cat map and chaotic sequence sorting are used to suggest a two-stage bit-level permutation method. The permutation-only encryption techniques are 

susceptible to several strong attacks, though. Li et al. suggested in [7] the quantifiable cryptoanalysis of a permutation-only cypher against a known or 

chosen plain-text attack. For the diffusion-only image cypher, Zhu [8] suggested a hyperchaotic sequences-based picture encryption method requiring 

just two rounds of diffusion operation. But when Li et al. [9] reevaluated [10's security, they found that it may be vulnerable to a single known plain-

image compromise.  

Mohamed et al. [11] have developed a novel approach for confusion and diffusion that use a skew tenet map. The method involves dividing the plain 

picture into sectors, each with a size of 1×256 pixels. The MSE and PSNR indicate satisfactory results after encryption. In conclusion,[12] proposed a 

novel approach to picture encryption in which she creates a new chaotic An acceptable chaos-based picture encryption technique should include two 

steps, as suggested by Fridrich in [12].the first stage involves using chaotic map(s) to permute the order of the image pixels, and the second stage involves 

using chaotic map(s) to change the numerical values that represent each pixel's colour.  

Many of the current chaos-based picture encryption techniques are built upon these two phases, which are also known as the confusion phase and the 

diffusion phase [13]. Both Fridrich's chaotic picture encryption system and other image encryption methods with a similar structure, such Chen et al.'s 

image encryption algorithm [14], were cryptanalyzed in [12]. There have been other encryption methods proposed that resemble Fridrich's.  

In this article, we offer a key generator and a chaotic picture encryption technique. The last phase will employ the 3-D Tinkerbell map, and the resulting 

key may be used as a starting condition for the 2-D Henon map. In the encryption/decryption process, the suggested method uses m and n given an input 
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picture of any size, such as m×n×3, where the RGB values are represented in the third dimension.    efficacy and robustness of the suggested chaotic 

image encryption for a range of pictures are demonstrated by the experimental results utilising the image database. Finally, security analysis demonstrates 

that statistically random encrypted pictures may be produced using the suggested approach [15].  

The following is the structure of the paper reminder: The evaluation of current encryption systems is covered in brief in Section 2, and the suggested 

encryption and decryption system architecture is covered in Section 3. The simulation results and security analysis of the encrypted photos are shown in 

Section 4 and the work is concluded in Section 5.  

The nature of the issue, prior research, the paper's goal, and its contribution should all be included in the introduction. Each section's contents may be 

given for easy comprehension of the document. 

Mathematical preliminaries   

Our suggested encryption method makes use of the mathematical concepts of the Tinkerbell map, the self-invertible matrix, and the Henon map. Chaotic 

maps are the fundamental maps whose contents depend on their initial conditions. A minor adjustment to the initial parameters can provide a noteworthy 

effect on the outcome. 

Henon map  

As a simpler representation of the Poincare section for the Lorenz model [17], Michel Henon developed the two-dimensional discrete-time dynamical 

system known as the Henon map [16]. Equation (1) illustrates the meaning of the Henon map equation:      

    𝑥𝑝+1= 1 −  𝑎𝑥𝑝
2+ 𝑦𝑝                                                                            (1) 

𝑥𝑝+1= = b𝑥𝑝 

where a, b are two positive control parameters, x, y are state variables, and n is the number of iterations (n = 0,1, 2,…). The Henon map, which has been 

thoroughly examined, revealed the chaotic behaviour at a = 1.4 and b = 0.3. In a traditional Henon map, the state variables, x and y, are continuous, but 

the time component is discrete. Henon map orbit diagram with b = 0.3. As seen in image 1, more density (darker) denotes a higher likelihood that the 

variable x will take on that value for the given value of a. The strong attributes of the Henon map were utilised by cryptologists in their cryptographic 

systems. This map provides homogeneity for the image encryption in the histogram and confusion. This chaotic map has near optimal randomization 

qualities and is computationally efficient. The Henon map sequence was subjected to pseudo randomness tests, such as the balance, run, and 

autocorrelation tests. The reported values were extremely near to the theoretical optimum [18].                                         

 

Figure 1: Orbit diagram for the Henon map 

Tinkerbell map  

 Tinkerbell chaotic discrete-time system, which has the following form [22]:  

                        q𝑛+1 = z(𝑛) 2 − 𝑞(𝑛) 2 + 𝛼z(𝑛) + 𝛽𝑞(𝑛)                                                           (2)   

                                    r𝑛+1 = 2(𝑛)𝑞(𝑛) + 𝛾𝑞(𝑛) + 𝛿𝑞(𝑛)                   (3)  

where n is the discrete iteration step and α, β, η, and δ are system parameters. Given that the map's trajectory mimics Tinkerbell's appearance in the 

Cinderella movie, there is speculation that the map (1) gets its name from the well-known fairy tale. Numerous researchers have examined the Tinkerbell 

map because of its complex dynamics, which include a variety of periodic stages and chaotic behaviour. For example, the bifurcation of this issue under 

various starting conditions and circumstances has been examined in [19]. A more thorough investigation was conducted in [20].  

 Image Encryption Algorithm 

The colour picture of varying size encryption technique consists of three steps. The Henon map is used in the initial step of permutation to create a 

sequence for rearranging picture pixels. A colour key code is used to integrate the permuted pixels with the self-invertible matrix's key. The last stage, 

called diffusion, is a distinct sequence generated from an XORed Tinkerbell map with previously acquired results. The suggested scheme's resilience to 

attacker attempts is influenced by its density. 
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Image Decryption Algorithm 

The original image is obtained by using the reverse encryption approach during the colour picture decryption process. The sequence of the Tinkerbell 

map is first XORed with the key 𝐾3. The Hill cypher is constructed using 𝐾2 and the self-invertible matrix. After generating a random sequence with the 

Henon map, the inverse permutation is finished with the key 𝐾1. To reverse the permutation, use the inverse permutation. The previous array is converted 

into an image form in order to obtain the original image.  

 

 

 

 

 

 

 

 

 

 

 

 

EXPERIMENTAL RESULTS AND SECURITY ANALYSIS   

This section contains performance analysis and simulation results for the suggested picture encryption technique. The suggested design has undergone 

some security study, including crucial ones like statistical analysis, key sensitivity testing, and key space analysis. The outcomes demonstrate the 

suggested scheme's effectiveness. This section contains the results of several tests that were conducted on binary, grayscale, and RGB pictures. The 

experiments were performed using a Windows 10 PC equipped with an Intel(R) Core (TM) i7-10510U CPU operating at 1.80 GHz to 2.30 GHz, 32 GB 

of RAM, and MATLAB R2021a. The experiments (the usc-sipi image database) [21] employed the SC-SIPI 'Miscellaneous' picture dataset, which has 

28 example images of unusual sizes, some of which are 256 × 256 and others which are 512 × 512. Several earlier research have used this dataset to 

evaluate the security of suggested picture encryption techniques. The procedure of our suggested encryption method is shown in Figure 2.  

  

Stage 1. Pixel level permutation  

1. Let us first examine the original image I, which is kept in an array of size M = P × Q × 3, where P denotes the image matrix 

I's number of rows and Q its number of columns. 

2.  Using the Henon map and the key 𝐾1, create a sequence. To begin, make a chaotic sequence using the Henon map. Then, put 

the components in ascending order to create the desired order. 

3.  A permuted sequence is obtained by comparing the locations of the chaotic and sorted sequences.  

4.  This permuted sequence is then used to rearrange a 1-D array of plaintext in the substitution phase. 

Stage 2.  Substitution process 

1. In the substitution process utilizing the Hill cipher, generate the key matrix using color key codes, subject to mod 256, with an 

order of 6×6.  

2. Subdivide the 1-D array into column matrices.  

3. Transform the 1-D array 𝐸 into submatrices of size 6×1. Here, 𝑃𝑗 denotes the 𝑗𝑡ℎ matrix.  

4. Utilize the following Hill Cipher formula for key mixing: 𝑀𝑗 = 𝐿𝑑 × 𝑃𝑗 (mod 256).  

5. Concatenate all 𝑀𝑗’s into a 1-D array. 

Stage 3. Diffusion process 

1. In the diffusion phase, generate a random real sequence using the chaotic Tinkerbell map.  

2. Convert the real sequence into an integer sequence. 

3.  Perform bitwise XOR operation between the scrambled 1-D image array and the integer sequence, along with the preceding 

points. 

4.  Reshape the 1-D diffused image array into a matrix.  

5. To obtain the cipher picture 𝑂𝑋, transform the resulting matrix as per step (4). 

 

1. An array of size I = p × q × 3 contains the encoded image matrix. 

 

2. The recipient uses the Tinker Bell map and their private key 𝐾3to create a sequence 𝐺 of size 𝐼.   

  

3. Each entry of 𝑂𝑋 from step 2 undergoes the following process: 𝐷𝑗 = 𝑂𝑋𝑗 ⊕ 𝐹𝐷𝑗 ⊕ 𝐷𝑗−1, where 𝑗 = 1,2, …, 𝐼.   

 

4. The receiver creates a matrix using 𝐾2, a self-invertible matrix, in accordance with algorithm 2.  

 

5.  Transform the 1-D array 𝐷 into order 6 × 1 submatrices, which are referred to as 𝑊𝑗.  

 

6. Employ the given formula to reverse key mixing: 𝑂𝑗 = 𝐿𝑑 × 𝑊(mod 256), where 𝑗 = 1,2, … , 𝐼. 

 

7.  Adjust the 1-D array accordingly. 

 

8.  Utilizing the shared secret key 𝐾1, iterate the Henon map to obtain a sequence.  

 

9. Employ the inverse transform position to create the permuted array. 

 

10. Resize V into a matrix of size 𝐼 = 𝑝 × 𝑞 × 3 and convert it into the image 𝑀. 
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Figure. 2 Encryption/decryption results: (a-b) original image of size 512× 512. (c-d) original image of size 256 × 256. (e-h) encrypted image. (i-l) 

decrypted image. 

Histogram analysis   

The frequency distribution of a picture's pixel intensity is shown by a histogram. An encrypted image's histogram should never match the original [22].The 

original image's pixels exhibit non-uniform distribution, but the encrypted image's histogram displays uniform distribution. Table 1 illustrates the 

homogeneous cypher images. Regarding the original image's pixel distribution, there is no proof. 
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Table 1 Histogram Analysis of plain and encoded images 

  

Img (a) represents cipher image histogram analysis of baboon (colored 512 × 512 pixels) and img (b) represent cipher image histogram analysis of girl 

(colored 256 × 256 pixels).  

 Entropy 

When two chaotic maps are used for picture encryption, the entropy and unpredictability are increased, strengthening the encryption's security. This 

method makes use of chaotic systems' innate unpredictability and sensitivity to beginning circumstances. Equation (4) provides the calculated value of 

entropy for the encrypted image g. 

𝑘(𝑔)  = −∑ 𝑟(𝑛𝑖) 𝑙𝑜𝑔2 𝑟(𝑛𝑖)                                        (4) 

                 𝑖 = 1 

Let each element's probability be represented by r(ni), so that the sum of these probabilities equals 1. In an 8-bit picture made up of three 8-bit colour 

planes, a pixel can have L = 256 values. Therefore, the optimal Signal-to-Interference-plus-Noise Ratio (SIE) for a flawless cypher image is anticipated 

to be 8. The results displayed in Table 1 illustrate the efficacy of this tactic and offer comparisons with other methods. All SIE test scores, however, are 

Sr.no Original Image Cipher Image 

Img(a) 

  

 

Histogram 

  

               

Img(b) 
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more than 7.99, indicating that each encrypted plain image closely resembles the optimal cypher image. Consequently, our system shows resilience to 

SIE analysis-based attacks, much as its rivals.  

Table 2 Entropy values of Cipher Images 

 

 

 

  

  

 

Correlation 

Along with the histogram analysis, we also looked at the connection between two neighbouring pixels in the numerous pictures, both their encrypted 

versions and their vertical and horizontal orientations. 

 Strong correlations between neighboring pixels in several directions characterize plain pictures. Equation (5) contains the formula that may be used to 

compute it. 

The permutation process is a better way to disrupt this association. As a result, the strong permutation causes the weak association. This methodology 

suggests a novel permutation strategy based on the perturbed logistic map. Table 3 displays the CC results for the suggested picture method.  

                             𝐶𝑟 =
𝑚(∑ 𝑝𝑗𝑞𝑗

𝑛
𝑗=1 −∑ 𝑝𝑗 ∑ 𝑞𝑗

𝑛
𝑗=1 )𝑛

𝑗=1

(𝑚 ∑ (𝑝𝑗)2−(∑ 𝑝𝑗
𝑛
𝑗=1 )

2
)(𝑚 ∑ 𝑞𝑗)2−(∑ 𝑞𝑗

𝑛
𝑗=1 )

2
)𝑛

𝑗=1
𝑛
𝑗=1

                       (5) 

where N is the total number of pixels required to calculate the coefficient, and p and q are the values of two neighbouring pixels. When the correlation 

coefficient is 1, there is a significant degree of connectivity between adjacent pixels. Consequently, we must use our encryption approach, where p and q 

are the values of two nearby pixels, and y is the total number of pixels required to compute the coefficient. Figures 3 and 4 display the distribution of the 

original and encrypted image pixels in RGB components.  

 

Figure 3. Correlation (row-wise) of the cipher image of baboon 512*512 pixel 

 

Figure 4. Correlation (row-wise) of the cipher image of baboon 512*512 pixel 

Table 3 displays the correlation distribution values in three directions for the original and cypher pictures. 

Image Encryption Schemes Entropy Values 

Baboon  7.9998 

Girl  7.9992 

Tree                                                                                                                        7.9992 

Splash  7.9990 
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Table 3 The baboon (512 × 512) cipher image's correlation coefficient values. 

                        Directions\Colors                             Red  Green  Blue 

                        Horizontal                                   0.0237  −0.0051  0.0095 

                        Vertical                                     0.865538     0.0116  0.0093 

                        Diagonal                                      0.0091     0.0152                       -0.0048 

Conclusion  

This work introduces a chaotic map-based digital picture encryption technique. The algorithm is examined conceptually. The technique can successfully 

maintain the security of encrypted pictures because it has vast key space, a sensitive key, and uniform pixel distribution after encryption. However, the 

technique is ineffective in thwarting the selection of a plaintext assault since it uses picture scrambling rather than taking the choice of attack into account. 

Considering the above-mentioned factors, we provide an image replacement technique based on chaos that can withstand specific plaintext assaults. 

Results from the experimental simulation are also provided. The outcomes suggest that the technique is extremely sensitive to even the smallest changes 

in the plaintext and can effectively withstand selection assaults. Additionally, the encrypted picture entirely replaces the original image. 
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