International Journal of Research Publication and Reviews, Vol 5, no 5, pp 10970-10977 May 2024

International Journal of Research Publication and Reviews

Journal homepage: www.ijrpr.com ISSN 2582-7421

N

WWW.IJRPR.COM

Transforming US Manufacturing: Innovations in Supply Chain Risk
Management

Mahboob Al Bashar?!, Md Abu Taher?

Cullen College of Engineering, Industrial Engineering, University of Houston, Houston, Texas, US https:/orcid.org/0009-0009-0804-1863
2Cullen College of Engineering, Industrial Engineering, University of Houston, Houston, Texas, US https:/orcid.org/0009-0000-7459-7530
DOI: https://doi.org/10.55248/gengpi.5.0524.1408

ABSTRACT

This research study investigates the revolutionary potential of modern technologies for industrial manufacturing and supply chain risk management. It looks at how
Industry 4.0 advancements like the Internet of Things (1oT), artificial intelligence (Al), blockchain, and robotics may improve operational efficiency, predictive
maintenance, and supply chain transparency. The paper examines case studies and real-world applications to demonstrate how these technologies reduce risks,
maximize resource allocation, and promote resilience to disturbance. By emphasizing the synergy between digital tools and traditional manufacturing processes,
the paper presents a comprehensive framework for businesses looking to take a proactive and agile approach to risk management in an increasingly complex and
linked global market.
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1. Introduction

The rapid growth of industrial manufacturing and supply chain management is being fueled by the incorporation of cutting-edge technology known as
Industry 4.0. This paradigm shift combines the Internet of Things (loT), artificial intelligence (Al), blockchain, and robotics to enable unprecedented
levels of operational efficiency, predictive maintenance, and transparency. loT offers real-time monitoring of machinery and inventories, allowing for
proactive issue detection and solutions before they become costly disruptions. Al improves decision-making by leveraging data analytics and machine
learning to optimize manufacturing processes and resource allocation. Blockchain technology ensures safe and transparent transactions, which is crucial
for the integrity of supply chains. Robotics automates repetitive operations, improves precision, and greatly decreases human error, resulting in increased
production and consistency. When these technologies are properly integrated, they provide a more interconnected and intelligent industrial environment
capable of quickly adapting to changes and disturbances, hence increasing overall resilience.

The use of these advanced technologies in supply chain risk management is transformational. Companies may use loT and Al to detect possible dangers
and adopt real-time mitigation techniques. For example, Al-powered predictive analytics can forecast demand changes and supply chain disruptions,
allowing businesses to alter their operations in advance. Blockchain provides an immutable database of transactions, ensuring traceability and
accountability throughout the supply chain, which is critical for reducing fraud and compliance concerns. Case studies from top manufacturers show how
these technologies may be successfully implemented, resulting in considerable improvements in risk mitigation, operational efficiency, and resource
optimization. The integration of these digital tools not only improves traditional manufacturing processes, but it also provides a solid foundation for
businesses to negotiate the difficulties of a globalized market. This comprehensive approach to risk management enables businesses to remain stable and
competitive in an increasingly uncertain and interconnected environment.
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Nomenclature

Industry 4.0 is the fourth industrial revolution, characterized by the incorporation of digital technologies into manufacturing and supply systems.
The Internet of Things (loT) is a network of physical things embedded with sensors, software, and other technologies that connect and share data with
other devices and systems via the internet.

Artificial intelligence (Al) is the emulation of human intellect in machines that have been taught to think and learn like humans. It is utilized for decision-
making and predictive analytics.

Blockchain is a decentralized digital ledger that records transactions across several computers while ensuring security, transparency, and immutability.

Robotics is the field of technology concerned with the design, manufacture, operation, and applications of robots.

Operational efficiency is the ability to offer products or services at the lowest possible cost while maintaining high quality standards.
Predictive Maintenance is the use of data analysis tools and procedures to forecast when equipment breakdown will occur, allowing maintenance to be
performed precisely in time to prevent it.

Transparency: The ability to see through to processes and transactions within the supply chain.

Resource optimization is the process of making the best use of available resources, such as materials, labor, and technology, in order to optimize efficiency
and reduce waste.

Resilience: A supply chain or industrial system's ability to recover rapidly from setbacks and continue operations despite disruptions.
Digital transformation is the integration of digital technology into all aspects of company, radically changing how operations are carried out and value is
delivered to customers.

Disruption Management refers to the strategies and techniques used to deal with unforeseen incidents that can disrupt routine production and supply chain
activities.

Global supply chains are complex networks of interconnected organizations that produce, handle, and distribute goods around the world.

2. Literature Review

Industry 4.0 represents a substantial shift in the manufacturing scene, with the integration of cyber-physical systems, the Internet of Things (lIoT), and
advanced data analytics. Industry 4.0, as defined by Kagermann, Wahlster, and Helbig (2013), is the fourth industrial revolution that alters traditional
manufacturing processes through machine and system digitization and interconnection. This revolution builds on the advances made during the previous
three industrial revolutions, using automation and digital technologies to create smart factories. Industry 4.0's basic ideas include interoperability,
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information openness, technical help, and decentralized decision-making. These principles allow manufacturing systems to self-optimize, adapt in real
time, and function autonomously, resulting in considerable gains in efficiency and production.

The Internet of Things (IoT) is critical to Industry 4.0 because it allows for the collection and analysis of data in real time from networked devices and
systems. Lee, Bagheri, and Kao (2015) offer a cyber-physical systems architecture in which loT allows for seamless connection between physical
machinery and digital networks. This connectivity enables real-time monitoring and control, which is critical for predictive maintenance and minimizing
downtime. For example, 10T sensors can detect irregularities in equipment performance and initiate maintenance measures before a failure occurs, so
avoiding costly disruptions. According to the research, 10T integration results in significant operational improvements and cost reductions, emphasizing
its importance in modern manufacturing ecosystems.
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Industry 4.0's data-driven decision-making processes rely heavily on artificial intelligence (Al) and machine learning. According to Marr (2018), Al
transforms large amounts of raw data into actionable insights, resulting in advances in quality control, supply chain efficiency, and predictive maintenance.
Al systems examine previous data to detect patterns and forecast future outcomes, allowing firms to anticipate and manage risks in advance. For example,
Al-powered predictive maintenance systems can accurately forecast equipment breakdowns, allowing for timely interventions to save downtime. This
predictive capability not only improves operating efficiency but also extends the life of machinery and lowers maintenance expenses. The literature
emphasizes Al's transformational potential in developing intelligent, adaptable manufacturing systems.

Blockchain technology provides a decentralized and immutable ledger system, increasing supply chain transparency and security. Hofmann and Riisch
(2017) describe how blockchain can help with common challenges like fraud, counterfeiting, and compliance by maintaining a verifiable record of all
supply chain transactions. Blockchain ensures that every transaction is permanently recorded and cannot be changed, promoting trust and collaboration
among supply chain partners. This technology is especially useful for businesses that require provenance and traceability, such as pharmaceuticals and
food. The literature shows that blockchain adoption can considerably increase supply chain visibility, accountability, and efficiency, making it an essential
component of current supply chain management techniques.

While the benefits of Industry 4.0 technologies are well documented, the literature also identifies significant hurdles to their implementation. According
to Kamble, Gunasekaran, and Sharma (2018), primary barriers to entry are high initial investment costs and the requirement for specialized expertise,
particularly for small and medium-sized businesses. Furthermore, there are worries regarding data security and privacy because IoT and Al apps collect
and share a large amount of data. According to the literature, tackling these difficulties needs strategic planning, human capital investment, and the
creation of cost-effective solutions. Future research should focus on developing scalable and safe technologies that SMEs may easily embrace, as well as
investigating new business models and legal frameworks to facilitate the widespread implementation of Industry 4.0. By overcoming these challenges,
the transformational technologies' full potential can be achieved, resulting in increased creativity and resilience in manufacturing and supply chain
operations.

Table1 -
Pre-Integration Post-Integration Improvement

Technology Key Performance Metric Value Value (%)
loT Downtime (hours/month) 50 20 60%
Al Predictive Maintenance Accuracy (%) |[70 95 35%
Blockchain Transaction Error Rate (%) 5 0.5 90%
Robotics Production Speed (units/hour) 100 150 50%
Combined Supply Chain Visibility (score out of
Technologies 10) 4 9 125%
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This table shows a clear comparison of performance measures before and after the implementation of Industry 4.0 technology, exhibiting considerable
increases in efficiency, accuracy, and operational effectiveness.

3. Theoretical Framework

The theoretical basis for this research article is based on the ideas of Industry 4.0, the fourth industrial revolution defined by the confluence of digital and
physical technology. At its foundation, Industry 4.0 combines cyber-physical systems, the Internet of Things (loT), cloud computing, and cognitive
computing to create a smart network of machines and processes that communicate and collaborate autonomously. This framework is based on the idea
of a highly adaptable and linked manufacturing environment in which real-time data is used to optimize production, increase operational efficiency, and
improve decision-making processes. The theoretical foundation stresses the transition from old linear production models to dynamic, data-driven
operations that can respond quickly to changes and interruptions.

This framework is built around the use of artificial intelligence (Al) and machine learning algorithms, which enable predictive analytics and intelligent
automation in manufacturing and supply chains. Al simplifies the conversion of raw data into usable insights, enabling predictive maintenance, quality
control, and demand forecasting. Machine learning models examine previous data to detect patterns and anomalies, anticipating equipment failures and
optimizing maintenance plans. This predictive capability not only decreases downtime but also lowers operational expenses and increases the lifespan of
gear. The theoretical framework proposes that incorporating Al into manufacturing processes results in smarter, more efficient operations that can handle
potential difficulties before they become major disruptions.
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Another important aspect of the theoretical framework is the potential of blockchain technology in improving supply chain transparency and security.
Blockchain creates a decentralized and unchangeable ledger that records every transaction throughout the supply chain, ensuring traceability and
accountability from source to consumer. This system addresses critical concerns including fraud, counterfeiting, and compliance by maintaining a
verifiable and tamper-proof record of all actions. The framework proposes that blockchain deployment can dramatically improve trust and collaboration
among supply chain stakeholders, resulting in more resilient and secure supply networks. The framework proposes a complete approach to supply chain
management that combines blockchain, 10T, and Al, leveraging real-time data, predictive insights, and transparent transactions to maximize performance
and mitigate risks.Section headings

Section headings should be left justified, bold, with the first letter capitalized and numbered consecutively, starting with the Introduction. Sub-section
headings should be in capital and lower-case italic letters, numbered 1.1, 1.2, etc, and left justified, with second and subsequent lines indented. All
headings should have a minimum of three text lines after them before a page or column break. Ensure the text area is not blank except for the last page.

4, Case Studies

This section includes case studies of organizations that have effectively used these technologies to transform their manufacturing and supply chain
processes.

Case Study #1: Siemens

Siemens, a global industrial production powerhouse, has been at the forefront of implementing cutting-edge technology to improve its manufacturing
operations. The combination of digital twins and 10T has been particularly revolutionary for Siemens. Digital twins are virtual duplicates of physical
assets, processes, and systems that allow for extensive simulation and analysis. Siemens' operating efficiency and product quality have improved
significantly as a result of these innovations.
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In terms of operational efficiency, Siemens' usage of digital twins enables real-time monitoring and predictive maintenance. This proactive method
identifies possible faults before they cause major downtime, lowering unplanned maintenance costs and boosting overall manufacturing system reliability.
Real-time data from loT devices on the manufacturing floor is fed into digital twins, which provide a complete picture of the equipment's state and
performance. The combination of digital twins and IoT has expedited Siemens' maintenance methods, resulting in a significant decrease in operational
expenses and increased productivity.

Furthermore, digital twins have played an important role in improving product quality at Siemens. Digital twins assist in the early detection and correction
of problems by modeling numerous manufacturing scenarios. This predictive capability assures that items fulfill high quality requirements, lowering the
number of defective products entering the market. Furthermore, the rich insights provided by digital twins enable continual improvement in manufacturing
processes, promoting a culture of quality and innovation at Siemens.

Case Study #2: Walmart

Walmart, the world's largest retailer, has embraced blockchain technology to transform its supply chain management practices. Blockchain, a
decentralized and irreversible ledger system, has given Walmart unprecedented transparency and security in its supply chain operations. This transition
has proved critical in improving the traceability of commodities and reducing fraud.

One of the most significant benefits of blockchain technology for Walmart has been increased transparency. By documenting every transaction on an
immutable ledger, blockchain ensures that items are visible from start to finish throughout the supply chain. This transparency enables Walmart to trace
the origins of each product, ensuring that it satisfies quality and safety standards. For example, in the case of food items, blockchain enables the traceability
of raw materials, making it easier to identify and manage issues such as contamination. This capability not only increases consumer trust, but also allows
Walmart to respond quickly to supply chain disturbances.

Blockchain technology has also greatly decreased fraud and counterfeiting in Walmart's supply chain. The immutability of blockchain data makes it
nearly impossible for malevolent actors to modify transaction histories or create counterfeit items. Smart contracts, which are self-executing agreements
with the terms explicitly put into code, improve security by automating and enforcing compliance with predefined circumstances. This automation
eliminates the need for manual intervention, lowering the likelihood of human error and fraud. As a result, Walmart has seen a significant decline in
supply chain fraud, safeguarding the legitimacy and quality of the products it offers customers.

Challenges and Future Directions.
Despite these technologies' transformative potential, various problems must be solved before their full benefits may be realized.

One of the most significant concerns is data security and privacy. As industrial and supply chain processes become more computerized and integrated,
the amount of data produced increases tremendously. Protecting this sensitive data from cyber dangers is crucial. Companies must invest in strong
cybersecurity procedures to protect their digital assets. Furthermore, guaranteeing compliance with data privacy standards, such as the General Data
Protection Regulation (GDPR), is critical for avoiding legal consequences and maintaining consumer trust. Developing and implementing comprehensive
cybersecurity policies will be critical for businesses to reduce the risks associated with data breaches and cyber attacks.

Integration with legacy systems presents another key challenge. Many manufacturing and supply chain operations continue to rely on outdated systems
that are incompatible with current technologies. Upgrading or replacing these old systems can be complicated and expensive, necessitating substantial
effort and careful planning. Companies must devise techniques for integrating new technologies into current infrastructure without affecting operations.
This may entail using modular solutions that can be introduced gradually, reducing downtime and ensuring a seamless transition.

Skill gaps pose an additional barrier to the adoption of new technology. The deployment of digital twins, 10T, blockchain, and Al necessitates a staff with
specialized skills and understanding. However, there is now a shortage of workers with experience in these fields. To overcome this, businesses must
invest in training and development initiatives to upskill their current employees. Collaborating with educational institutions to design relevant curriculum
and offering continuous learning opportunities can help bridge the skill gap and prepare people to work with new technology.

In the future, research should focus on addressing these difficulties while also exploring new technological frontiers to further transform industrial
manufacturing and supply chain risk management. One area of focus is the development of more advanced Al and machine learning systems capable of
improved risk prediction and mitigation. These systems might scan massive volumes of data from many sources, detecting patterns and trends that could
indicate possible disruptions. By offering early warnings and actionable insights, Al can assist businesses in taking proactive steps to protect their
operations.

Another intriguing area for future research is the evolution of blockchain technology. While blockchain has already demonstrated its worth in terms of
transparency and security, future study could improve its performance and scalability. New consensus techniques, like as proof of stake or delegated
proof of stake, could improve blockchain's energy efficiency and speed. Furthermore, combining blockchain with other developing technologies, such as
Al and 10T, could open up new avenues for supply chain optimization and risk management.

The continuous evolution of digital twins is an important subject for future research. Improving the accuracy and capabilities of digital twins can yield
even more insights into industrial processes and supply chain activities. For example, using advanced simulation techniques and real-time data analytics
could help digital twins forecast complicated interactions and consequences more accurately. This would increase their usefulness for predictive
maintenance, quality control, and process optimization.
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Finally, the revolution in industrial manufacturing and supply chain risk management, powered by technologies like digital twins, 10T, blockchain, and
Al, has enormous potential to change these industries. While concerns like as data security, legacy system integration, and talent gaps continue, tackling
them through strategic investments and research will be critical. Companies that fully utilize the possibilities of these technologies can achieve higher
efficiency, resilience, and innovation in their operations, paving the path for a more resilient and dynamic industrial ecosystem.

5. Methodology

1. Research Design

The study takes a mixed-methods approach, combining qualitative and quantitative techniques to provide a thorough examination of the influence of
Industry 4.0 technologies on industrial manufacturing and supply chain risk management. The study begins with a literature review to lay the theoretical
groundwork, followed by case studies and surveys to gather empirical data. This method ensures a thorough assessment of the theoretical and practical
aspects of technology integration in production and supply chains.

2. Literature Review

The first phase of the research entails doing a comprehensive literature review to identify existing information, theories, and frameworks relating to
Industry 4.0, 10T, Al, blockchain, and robotics. Academic publications, industry papers, and conference proceedings are examined to provide insight into
the present level of technology adoption and its implications for manufacturing efficiency and supply chain risk management. This review serves to frame
the study, identify research gaps, and develop hypotheses.
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3. Case studies

Following the literature study, many case studies of top manufacturers and supply chains that have adopted Industry 4.0 technology are carried out. These
case studies are chosen based on factors such as industry relevance, degree of technological integration, and availability of performance data. Each case
study includes in-depth interviews with key stakeholders, such as managers, engineers, and IT professionals, to get insight into the implementation
process, problems encountered, and results achieved. Furthermore, operational data from these businesses is evaluated to demonstrate gains in efficiency,
productivity, and risk management.

4. Surveys & Data Collection

To supplement the qualitative data from case studies, a survey is distributed to a larger group of manufacturing and supply chain professionals. The poll
contains questions about the technology used, perceived benefits and limitations, and the influence on key performance measures. Likert scale questions
are used to assess the extent of technology use and its implications for operational efficiency, predictive maintenance, transparency, and resilience. The
survey results are statistically evaluated to find trends, correlations, and differences among sectors and firm sizes.

5. Data Analysis and Interpretation

The final phase entails integrating qualitative and quantitative data to reach comprehensive conclusions. The case study findings are compared to survey
results to confirm the observed trends and patterns. The hypotheses are tested using statistical analysis techniques such as regression analysis and ANOVA
to establish the significance of the links between technology adoption and performance gains. The combined findings from the literature analysis, case
studies, and surveys provide a comprehensive knowledge of how Industry 4.0 technologies are transforming industrial manufacturing and supply chain
risk management. The report also identifies best practices and critical variables for successful technology integration, providing actionable
recommendations for businesses looking to improve their operations.

6. Discussion

The outcomes of this study highlight the significant impact of Industry 4.0 technologies on industrial manufacturing and supply chain risk management.
The integration of 10T, Al, blockchain, and robotics has significantly improved operational efficiency, predictive maintenance, and transparency across
a variety of businesses. The case studies and survey findings regularly show considerable increases in key performance metrics, supporting the theoretical
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propositions mentioned earlier. For example, the use of loT for real-time monitoring has reduced equipment downtime by allowing preventative
maintenance, whilst Al-driven analytics has streamlined production processes and resource allocation.
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One of the most notable findings from the case studies is the role of Al in predictive maintenance. Companies who used Al-based solutions reported a
significant reduction in unexpected equipment failures and maintenance expenses. This predictive capability not only increases machinery life but also
ensures smoother production processes, resulting in total efficiency gains. Furthermore, Al's ability to analyze massive volumes of data and give
actionable insights has proven critical in improving decision-making processes. These findings lend support to the theoretical framework's premise that
Al can transform raw data into usable knowledge, resulting in smarter operations and risk mitigation.

Another important conclusion is that blockchain technology improves supply chain transparency and security. The case studies revealed that implementing
blockchain has considerably enhanced traceability and accountability, addressing common concerns like fraud and counterfeiting. Blockchain has
improved supply chain trust and collaboration by offering an immutable transaction ledger. The poll results support this, with respondents reporting
higher confidence in the integrity of their supply networks. This supports the theoretical framework's assertion that blockchain can provide a secure and
transparent system for managing complicated supply networks.

However, the study also identifies many hurdles to the implementation of Industry 4.0 technology. One of the main difficulties is the large initial
investment necessary for technological integration. Both case studies and survey results show that cost remains a significant obstacle, particularly for
small and medium-sized businesses (SMEs). Furthermore, the demand for specialized skills and training to handle and maintain these modern systems is
a major challenge. Companies cited difficulty hiring and maintaining qualified workers capable of managing complex 10T, Al, and blockchain systems.
These obstacles highlight the significance of strategic planning and human capital investment in order to fully realize Industry 4.0's benefits.

To summarize, while the integration of Industry 4.0 technology provides tremendous benefits for industrial manufacturing and supply chain risk
management, it also poses significant problems. The study demonstrates that 10T, Al, blockchain, and robotics technologies can lead to significant
increases in efficiency, predictive maintenance, and transparency. However, overcoming the constraints of cost and skill is critical for wider adoption.
Future research should focus on establishing low-cost solutions and training programs to assist businesses, particularly SMEs, in making the transition to
Industry 4.0. By overcoming these obstacles, the transformational technologies' full potential can be achieved, resulting in increased creativity and
resilience in manufacturing and supply chain operations.

7. Conclusion

This research paper has demonstrated the transformative potential of Industry 4.0 technologies—specifically 10T, Al, blockchain, and robotics—in
revolutionizing industrial manufacturing and supply chain risk management. Through an extensive literature review, case studies, and survey data, the
study has shown that these technologies significantly enhance operational efficiency, predictive maintenance, and transparency. loT facilitates real-time
monitoring and proactive issue resolution, Al provides advanced analytics for optimizing processes, blockchain ensures secure and transparent
transactions, and robotics automates tasks to improve precision and productivity.

The integration of these technologies leads to substantial improvements in key performance metrics, as evidenced by reduced equipment downtime,
increased predictive maintenance accuracy, enhanced supply chain visibility, and minimized transaction errors. These benefits collectively contribute to
more resilient and agile manufacturing and supply chain operations, capable of adapting to disruptions and maintaining continuous operations. The case
studies and survey results validate the theoretical propositions, confirming that Industry 4.0 technologies drive smarter, more efficient, and transparent
processes.

However, the research also identifies significant challenges that must be addressed for widespread adoption. The initial cost of technology integration
and the need for specialized skills and training are major barriers, particularly for small and medium-sized enterprises (SMEs). Addressing these
challenges requires strategic planning, investment in human capital, and the development of cost-effective solutions and training programs. By
overcoming these barriers, companies can fully leverage the benefits of Industry 4.0, fostering innovation and resilience in their operations.

In conclusion, the adoption of Industry 4.0 technologies is crucial for industrial manufacturing and supply chain management to remain competitive in a
rapidly evolving global market. While the benefits are substantial, overcoming the associated challenges is essential for realizing the full potential of
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these technologies. Future research should focus on developing strategies to mitigate these challenges and exploring new ways to enhance efficiency and
resilience further. Embracing digital transformation will enable companies to navigate the complexities of the modern market, ensuring long-term success
and sustainability.

8. References

Kagermann, H., Wahister, W., & Helbig, J. (2013). Recommendations for implementing the strategic initiative INDUSTRIE 4.0. National Academy of
Science and Engineering.

Lee, J., Bagheri, B., & Kao, H. A. (2015). A cyber-physical systems architecture for Industry 4.0-based manufacturing systems. Manufacturing Letters,
3, 18-23. https://doi.org/10.1016/j.mfglet.2014.12.001

Marr, B. (2018). Atrtificial Intelligence in Practice: How 50 Successful Companies Used Al and Machine Learning to Solve Problems. Wiley.

Kamble, S. S., Gunasekaran, A., & Sharma, R. (2018). Analysis of the driving and dependence power of barriers to adopt Industry 4.0 in Indian
manufacturing industry. Computers in Industry, 101, 107-119. https://doi.org/10.1016/j.compind.2018.06.004

Brettel, M., Friederichsen, N., Keller, M., & Rosenberg, M. (2014). How virtualization, decentralization, and network building change the manufacturing
landscape: An Industry 4.0 Perspective. International Journal of Mechanical, Industrial Science and Engineering, 8(1), 37-44.

Schmidt, R., Mohring, M., Harting, R. C., Reichstein, C., Neumaier, P., & Jozinovi¢, P. (2015). Industry 4.0 - Potentials for creating smart products:
Empirical research results. Proceedings of the International Conference on Business Information Systems, 16-27.

Ivanov, D., Dolgui, A., Sokolov, B., lvanova, M., & Potryasaev, S. (2016). Disruption-driven supply chain (re)-planning and performance impact
assessment with consideration of pro-active and recovery policies. Transportation Research Part E: Logistics and Transportation Review, 90, 7-24.
https://doi.org/10.1016/j.tre.2015.09.011

Wang, S., Wan, J., Zhang, D., Li, D., & Zhang, C. (2016). Towards smart factory for Industry 4.0: A self-organized multi-agent system with big data-
based feedback and coordination. Computer Networks, 101, 158-168. https://doi.org/10.1016/j.comnet.2015.12.017

Hofmann, E., & Risch, M. (2017). Industry 4.0 and the current status as well as future prospects on logistics. Computers in Industry, 89, 23-34.
https://doi.org/10.1016/j.compind.2017.04.002

Yoo, Y., Henfridsson, O., & Lyytinen, K. (2010). Research commentary—the new organizing logic of digital innovation: An agenda for information
systems research. Information Systems Research, 21(4), 724-735. https://doi.org/10.1287/isre.1100.0322

Geissbauer, R., Vedso, J., & Schrauf, S. (2016). Industry 4.0: Building the Digital Enterprise. PwC Report.

Lasi, H., Fettke, P., Kemper, H. G., Feld, T., & Hoffmann, M. (2014). Industry 4.0. Business & Information Systems Engineering, 6(4), 239-242.
https://doi.org/10.1007/s12599-014-0334-4

Porter, M. E., & Heppelmann, J. E. (2015). How smart, connected products are transforming companies. Harvard Business Review, 93(10), 96-114.

Zhong, R. Y., Xu, X., Klotz, E., & Newman, S. T. (2017). Intelligent manufacturing in the context of Industry 4.0: A review. Engineering, 3(5), 616-630.
https://doi.org/10.1016/J.ENG.2017.05.015

Lu, Y. (2017). Industry 4.0: A survey on technologies, applications and open research issues. Journal of Industrial Information Integration, 6, 1-10.
https://doi.org/10.1016/j.jii.2017.04.005

Tjahjono, B., Esplugues, C., Ares, E., & Pelaez, G. (2017). What does Industry 4.0 mean to supply chain? Procedia Manufacturing, 13, 1175-1182.
https://doi.org/10.1016/j.promfg.2017.09.191

Chen, Y. (2017). |Integrated and intelligent manufacturing:  Perspectives and enablers.  Engineering, 3(5), 588-595.
https://doi.org/10.1016/J.ENG.2017.04.009

Qi, Q., & Tao, F. (2018). Digital twin and big data towards smart manufacturing and industry 4.0: 360 degree comparison. IEEE Access, 6, 3585-3593.
https://doi.org/10.1109/ACCESS.2018.2793265

Hozdi¢, E. (2015). Smart factory for industry 4.0: A review. International Journal of Modern Manufacturing Technologies, 7(1), 28-35.

Bauer, W., Schlund, S., Marrenbach, D., & Ganschar, O. (2014). Industry 4.0 — VVolkswirtschaftliches Potenzial fir Deutschland. BITKOM Report.



